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Course Outline 
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1. What is VigorACS 2 
VigorACS 2 is a TR-069 based centralized management system for DrayTek Vigor devices.  

With a user-friendly interface, it allows System Integrators or Network Administrators to configure, 

monitor and manage DrayTek devices remotely from the comfort of their offices or homes. 

VigorACS 2 provides a user-friendly interface with a responsive display which automatically adjusts 

and arranges content to suit a variety of devices such as PC’s, tablets or phones. 

 

 

 

 
The software package is produced by DrayTek and licence 
keys are available from 25 nodes to 5,000 nodes. 
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1.1 VigorACS 2 Highlights 
The list below summarises the key features for this Centralized Management System for DrayTek 

Vigor devices. 

 Automatic remote service provisioning for DrayTek’s Vigor devices 

 Real-time Status Monitoring 

 Scheduled firmware upgrades 

 Device performance reporting and system logging 

 Drag and drop VPN configuration wizard 

 Flexible and secure CPE grouping 

 Scheduled back-up and restore of configuration data 

 TR-069 compliant 

 AP & Wireless Management 

 Responsive Web Design (RWD) enables viewing on various screen sizes 

 

1.2 Video Demonstration 
VPN tunnels are created quickly and easily by using VigorACS as shown in the video below: 

 
Creating VPN tunnels using DrayTek VigorACS SI 
 
This video is available on YouTube at the 
following URL: 
 
https://youtu.be/Lg1tG9jKbQk 
 

 
 
 
Note: This video is based on the earlier version 
of ACS (VigorACS SI), but VPN tunnel creation 
using the wizard is similar in VigorACS 2. 

 

  

https://youtu.be/Lg1tG9jKbQk
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1.3 Benefits of VigorACS 2 
There are many benefits of using VigorACS 2 for managing small to large networks. Service 

providers can offer dynamic services such as home networking that are centrally managed by ACS. 

Also support calls will be reduced since customer devices will be monitored and any issues can be 

resolved quickly before they become a major problem. A summary of the benefits includes: 

 

 Time and cost savings for the businesses/organisations 

 More reliable and secure networks 

 Less travelling for network administrators 

 Network alarm and report for better management decisions 

 Customer satisfaction 

 Extra income source for IT service providers 

1.3.1 Time and Cost Saving Examples for VigorACS 2 

There are many benefits that the VigorACS 2 can offer, two of these are time savings in creating 
multiple VPN tunnels and multiple firmware upgrades. The two tables below show the time and cost 
savings for creating VPN tunnels and firmware upgrade for 2 scenarios: one medium network with 
20 nodes and one large network with 500 nodes. It compares the time taken to carry out the task 
manually to the time taken by using VigorACS 2.  You can see that there is a substantial time saving 
which is reflected in cost savings. 

Time and Cost Savings Creating Multiple VPN Tunnels 

 

Time and Cost Savings Performing Multiple Firmware Upgrades 
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1.4 Supported Devices List 
As at October 2018 the devices supported in VigorACS 2 are shown in the list below. More products 

will be added to the list in future updates. 
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1.5 Minimum System Requirements 

Server 

 50 nodes 500 nodes 5K nodes 10K nodes 
 

20K nodes 

Operating 

System 

Windows / 

Linux 
Windows / Linux Only Linux Only Linux 

Only Linux 

Operating 

System 

Bits 

64 64 64 64 

 

64 

CPU 

Intel Core i3-

7300 

Processor 

(4M Cache, 

4.00 GHz, 

Cores: 2, 

Threads: 4) 

Intel Core i7-7700K 

Processor (8M 

Cache, 4.2 GHz, 

Cores: 4, Threads: 

8) Intel Xeon 

Processor E3-1280 

V6 (8M Cache, 3.90 

GHz, Cores: 4, 

Threads: 8) 

Intel Xeon 

Processor E3-1280 

V6 (8M Cache, 3.90 

GHz, Cores: 4, 

Threads: 8) 

Intel Core i7-6850K 

Processor (15M 

Cache, 3.60 GHz, 

Cores: 6, Threads: 

12) Intel Xeon 

Processor E5-1650 

V4 (15M Cache, 

3.60 GHz, Cores: 6, 

Threads: 12) 

Intel Xeon 

Processor E5-1650 

V4 (15M Cache, 

3.60 GHz, Cores: 6, 

Threads: 12) 

Intel Xeon 

Processor E5-

2687W V4 (30M 

Cache, 3.00 GHz, 

Cores: 12, 

Threads: 24) 

Intel Xeon 

Processor E7-

8894 v4 (60M 

Cache, 2.40 GHz, 

Cores: 24, 

Threads: 48) 

Memory 3G 4G 8G 14G  20G 

Storage 400G 4T   8T  14T  20T 

 

Minimum memory requirement: 2GB for VigorACS 2.   

(see https://www.draytek.com/en/products/central-management/vigoracs-2/   on system 
requirements tab to get more details)  

Client 

 Firefox/Chrome/Opera/Safari/IE/Edge 

Operating System 

 64-bit Microsoft Windows 7 / Windows 8 / Windows 10 
 64-bit openSUSE is recommended / Other Unix / Linux distribution version with OpenJDK / 

MariaDB (MySQL) 

 (For over 5,000 nodes it is recommended to use a Linux server). 

https://www.draytek.com/en/products/central-management/vigoracs-2/
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2. How does VigorACS 2 Work 
VigorACS 2 utilises the TR-069 Standard for communication between the ACS 2 server and the CPE 

devices. You can have any number of DrayTek devices on the Internet that can be managed by the 

ACS server. 

TR-069 is an application layer protocol for remote management of end user devices. It was 

developed for automatic configuration of modems, routers, gateways, access points etc. by using an 

Auto Configuration Server. 

 

2.1 Terminology 
ACS -  Auto Configuration Server - software that manages devices remotely. 

CPE -  Customer Premises Equipment - any equipment used by customers which can be managed 

by the ACS. CPE is commonly called a device. 

 

Parameters Required for Communication Between the ACS server and the CPE Devices 

 ACS URL - an Internet address of the ACS server. 

 Periodic Inform Interval – The time period before the CPE device contacts the ACS server. 

 Username and password – Used to authenticate the CPE device on the ACS server.  

2.2 TR-069 Communication Process 
The connection between the CPE device and the ACS 2 server is not permanent. The CPE device 

establishes the connection with the ACS only at specific points in time determined by the Periodic 

Inform Interval. It usually lasts several seconds exchanging all necessary messages between the CPE 

and the ACS 2 server. This short exchange of messages is called a provisioning session. 

 

Note: The session can be started only by the CPE device. However, the ACS server can send a 

request to establish connection, that is Connection Request, which makes the CPE device contact the 

ACS server. This connection request is used when changes in the configuration have to be deployed 

immediately. Instead of waiting for the CPE device to connect, the ACS server can inform the CPE in 

advance of a need to connect to the server, and implement changes. 
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2.2.1 Provisioning Session Steps 

 Session initialization 

The session is always initialized by the device that connects to the ACS. 

 Authentication 

The ACS server must verify a username and a password provided by the device to continue 

the session.  

 Device identification 

Devices are identified on the basis of information sent during initialization of the 

provisioning session. Namely, a device's serial number and manufacturer's unique identifier 

that together constitute a main identifier of the device in the ACS. A MAC address is not 

used as the identifier but it is saved by the ACS, making it easier to find the device in the ACS 

GUI later on. 

 Tasks execution on the device 

When the device is identified and its communication part ends, a key phase of the session 

starts - the ACS server orders various tasks on the device. These might include reading or 

saving parameters, performing diagnostics, rebooting or ordering file transfers. 

 Session closure 

When all planned tasks have been ordered, the CPE device closes the session. Any further 

tasks need the initialization of a new session. 

 

The diagram below shows the process involved in a TR-069 session. 
(Source: https://www.iol.unh.edu/sites/default/files/knowledgebase/hnc/TR-069_Crash_Course.pdf) 

 

 
 

TR-069 Session 
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3. VigorACS 2 Features 

3.1 Auto Provisioning 
VigorACS 2 allows CPEs, when installed in remote networks, to receive pre-configured data such as 

IP, PPPoE, VoIP parameters, etc. from the ACS server. 

Network administrators can schedule provisioning of new profiles, firmware upgrades or 

backup/restore configurations for selected CPE’s to occur at specific times. Operations such as 

configuring VPN connections, VoIP settings, uploading new profiles, etc. can be scheduled to take 

place at the same time and in the same way as required. 

Provisioning can be carried out per network group (Global Parameter), or per device (CPE Set 

Parameters). The “CPE Keep Parameter” feature restores configuration changes should they be 

accidently removed by a network administrator. 

Auto Provisioning reduces the cost of on-site support and ensures network uniformity.  

 

3.2 Real-Time Monitoring 

VigorACS 2, displays real-time information of CPE’s including uptime, firmware version, resource 

usage, client number, etc.  

In addition, error conditions such as lost connectivity of CPEs, WAN, LAN, and VPN connections will 

be highlighted on the dashboard. VigorACS 2 can also be configured to send notifications of the error 

conditions to the Network Administrator. 

Logs generated by VigorACS 2 provide details of events executed including device name, MAC 

address, Device IP, Command Key, and time stamp for the event. Other events recorded in the logs 

include: file downloads, reboot, parameter changes, etc.  
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Real-Time Monitor 

 

3.3 Device Maintenance 
VigorACS 2 allows regular maintenance tasks such as firmware upgrades, configuration backups, 

restorations and device reboots to be automated and be carried out from a central console. 

For example, firmware upgrades can be applied to a single device or a batch of devices. They can 

also be scheduled to start at a convenient time. 
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3.4 AP Management 
The AP management feature in VigorACS 2 allows monitoring and configuration of DrayTek Vigor 

access points.  Access Point settings such as SSID, security, load balancing rules can be pre-

configured into an AP profile, and be automatically applied to Vigor Access points that have joined 

the network. The AP Map function allows a floor plan to be uploaded to VigorACS 2 and APs placed 

on it. This is useful for mapping and placement of APs. 

 

AP Management 

 

3.5 VPN Wizard 
VigorACS 2 provides an easy method to create VPN tunnels between two CPE’s. Simply drag the icon 

of one CPE and drop it onto another to create a VPN tunnel between the two CPEs within seconds. 

Selectable options include the type and encryption method for the VPN tunnel. 

 
VPN Wizard 
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3.6 Alarm & Log Management 
VigorACS 2 records real time alarms and sends alert messages about fault conditions of all CPEs to 
specified phone or email accounts. The types of alarm reports include date, time, alarm type, level 
and acknowledge status. You can examine the alarm details and system logs to determine the nature 
of the faults, and hopefully clear them without leaving your place and racing to the sites. 

A Log View page displays two types of information: Device Action and System status. The Device 
Action page lists network activity data of the CPEs such as download, reboot, parameters, objects 
added or deleted by VigorACS SI, etc. With these records, you can check what had happened to each 
CPE and when. 

The System page displays the changes made to the CPEs by the VigorACS SI including network 
names, CPEs’ names, CPEs’ locations, etc. 

 
Alarms 

 

 
Logs Generated 
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3.7 Reports 
VigorACS 2 provides a range of reports for network administrators to monitor traffic conditions and 
activities of all CPEs. These reports cover the following performance details: 

 Device summary 
 Status of CPEs 
 LAN/WAN statistics & graphical charts 
 Firmware versions 
 CPE IP overview (LAN/WAN) 

 
Informative Dashboard 
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3.8 User Management 
User Management provides 5 privilege levels for users to log into VigorACS 2. These are: System 
Administrator (the highest), Group Administrator, Administrator, Operator, and View Only Operator 
(the lowest). User accounts can also be assigned to a group and management authority for certain 
devices (by network) be assigned to a user group. 

 
User Management 

3.9 RWD Design 
Responsive Web Design (RWD) enables viewing on various screen sizes, including PC’s, tablets, 
smartphones etc. The screen display automatically adjusts to suit the size and type of screen used. 

 

RWD Design 
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4. Getting Started with VigorACS 2 
For this section we will go through how to use VigorACS 2 after it has been installed. For the 

exercises, we will be using a pre-installed version of VigorACS 2. Installation and configuration of the 

server will be covered in another course. 

Note: Vigor ACS 2 version 2.2.2 will be used in this document. 

4.1 Logging into VigorACS 2 web page. 
To Log into VigorACS 2, use a web browser and enter “localhost:portnumber”. Note that the port 

number must be the one defined for HTTP and HTTPS port while installing VigorACS 2. For example, 

if HTTPS is defined as 48085, then the URL will be “localhost:48085”. 

 

For example, use the web browser to connect to: http://acssi-draytekau.no-ip.org:48085 

 

 
 

Enter the username, password and Validation code. 

The default Username is “root” 

Click on Login to access VigorACS 2 

 

 

 
 

After logging into VigorACS 2, you will be presented with the Dashboard view as shown in the 

diagram below: 

 

 

http://acssi-draytekau.no-ip.org:48085/
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Dashboard View - Alarm / traffic / clients status in one glance 

 

 

Selecting any CPE device gives the CPE view, which provides more detailed information and graphs 

to help you to understand the system status at a glance. 

 

CPE View 
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4.2 Logging out from VigorACS 2 Web Page 
To logout of ACS 2, click on pulldown menu at the top right corner or the page. Now click on the “Log 

Out” option. 
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4.2 VigorACS 2 Menu Options 
VigorACS 2 has two top level main menus. These are: 

1. Network Menu 

2. System Menu  

Other menu options available are: 

 Drop-down network tree by 

network/device filter. 

 Lock device tree makes swapping 

between devices simpler. 

 
 

 
 
 
 
 
 
 
 
 
 
 
After logging into VigorACS 2 you will be 
presented with menu options at the left of the 
screen. 
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4.2.1 Network Menu 

 
 
This menu has 4 sub menus: 
 

 Dashboard 

 Statistics 

 Monitoring 

 Configuration 

 

 

4.2.1.1 Dashboard Menu 

The Dashboard menu provides detailed information on the status of a network of CPE devices. 

For CPE devices Device information and DSL or WAN information are displayed. 

Statistics are provided for WAN overview, LAN overview, VPN overview or Wi-Fi activity. The details 

presented will vary by the type of CPE device being managed. 
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Additional shortcuts are also available 
here for CPE configuration backup and 
restore 

 
 
 

4.2.1.2 Statistics Menu 

The statistics for all the devices listed under the root network is displayed. It includes usage 

overview, wireless clients Overview, data traffic, device ranking, and client ranking. Time periods 

that can be viewed are: Last 24 Hours, Last 7 Days, Last 30 Days or Custom setting (define the 

period). 

 

In addition, the statistics can be exported as “.XLS” file by clicking on the Export button. 
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4.2.1.3 Monitoring Menu 

 
 
Seven sub menus are available within the 
Monitoring menu: 

 Alarm 

 Logs 

 Devices 

 Clients 

 Cellular Data Usage 

 Floor Plan 

 Rogue AP Detection 

 
  
  

Alarm View 

Provides details of alarms generated for CPE devices e.g. lost connection. Five levels of alarms are 

displayed depending on the severity. These are: 

 Critical 

 Major 

 Minor 

 Warning 

 Normal 
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Log View 

Log provides administrator records for action executed, device name, MAC address, Device IP, 

CommandKey, and Current Time for CPE device managed and monitored by VigorACS. 

 

 
 

 
 
 
 
The log view can be filtered by a specific CPE 
action if required. 

 
Devices View 

Use this view to get information (such as Device name, IP address, MAC address, model name, 

network, status, up time, firmware version, number of current connected client, data traffic, and so 

on) of CPE devices under the selected network group. 
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Clients View 

This page displays general information (such as hostname, MAC address, IP address, name of 

connected devices, type, SSID, connection time, and etc.) for wireless / wired clients which connect 

to CPEs under the selected network group. 

 

 
 

 

Cellular Data Usage 

This page displays traffic information including data used, data cycle, status, percentage, 

downloaded data, uploaded data for LTE devices. The LTE data Quota can also be monitored. 
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Floor Plan View 

Use this view to determine the best location for VigorAP in building.  Drag and drop available 

VigorAP icon from the list to the floor plan to see the wireless coverage. 

 

 

Rogue AP Detection View 

Information detected by Vigor Access Points is displayed on this page. Rogue AP’s and known AP’s 

are shown in different colours. 
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4.2.1.3 Configuration Menu 

 
The configuration menu allows CPE devices to be configured by 
selecting the required parameter. 
 
It includes the VPN wizard to automatically create a VPN tunnel 
between two routers. Simply drag and drop one router icon over 
the other router to create a VPN tunnel. 
 

 

 
 

 
  

For example, selecting Configuration>>NAT>>Port Redirection brings up the following page for the 

Vigor2860Ln router. Parameters can be modified and saved to the CPE device. 
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4.2.2 System Menu 

 
 
The SYSTEM MENU has 7 sub menus: 

 Maintenance 

 Reports 

 Provisioning 

 Network Management 

 System 

 User 

 About 

 
 

4.2.2.1 Maintenance Menu 

 
 
The Maintenance sub menu allows you to carry 
out various tasks on CPE devices such as 
configuration backup/restore, firmware 
upgrades etc. 

 
 

 
Firmware Upgrade  
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4.2.2.2 Report Menu 

 

This menu option allows you to create custom 
reports for CPE devices. You can select 
individual CPE devices or all devices for the 
report. 
 
Reports can be created for various parameters 
including traffic, firmware, network, status and 
information. 
 

 
 

 

 
Status Overview Report for all CPE Devices 
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4.2.2.3 Provisioning Menu 

 

Provisioning functions allow CPE devices to be configured 
simultaneously instead of configuring each CPE individually. For 
example, you can to update all customer routers with an 
updated firewall rule. 
 
Usually an XML file needs to be created with the required 
configuration parameters. This file is then used to update the 
selected CPE devices. 
 
“CPE Keep Parameters” will cause the CPE device to reload the 
VigorACS 2 configuration parameters in case a user accidently 
modifies the CPE device configuration. 

 
 

 
Network & Devices – Select Configuration File to Apply to CPE Devices 

 

 

 
Global Parameters – Upload or import XML Configuration Files 
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CPE Set Parameters – Create Custom XML file for CPE device based on its MAC Address or IP Address 
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4.2.2.4 Network Management Menu 

 

The Network Management menu allows the creation of networks under the Root network and CPE 

devices can be moved into each network. This helps in managing CPE devices located in different 

locations. 

In the example shown below, we create two networks: Brisbane Office and Training Lab and have 

the CPE devices shown within each network. 

 
Network Management – Allows CPE Devices to be Grouped into Networks 
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4.2.2.5 System Menu 

 

The System menu allows VigorACS 2 system 
parameters to be modified. This includes how 
VigorACS 2 performs certain functions, 
language used, log handling etc. 

 
 

 

System Parameter -  Used to control how VigorACS 2 Performs Certain Functions 
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4.2.2.6 User Menu 

 

The User menu has a number of functions to 
control access to the ACS 2 server and 
notifications for network administrators. 
 
The User Management ensures security by only 
allowing users with the appropriate privileges 
to view or modify server parameters as well as 
CPE parameters. 
 
Up to 200 customized profiles can be created 
for users controlled under User Management. 

 
 

 
User Management 

 

4.2.2.7 About Menu 

This menu provides License information for the 
VigorACS 2 installation as well as details of any 
licence agreements in relation to the software. 
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5. Configuring CPE Devices  
Once VigorACS 2 has been installed, you can configure the DrayTek CPE devices so that they will be 

registered with the ACS server and be managed.  Note that Linux based routers have different menu 

options to DrayOS Vigor routers. The following sections provide the configuration parameters 

required for each type of CPE devices. 

 

5.1 Default TR069 Settings 
  

5.1.1 ACS Server Settings 
 
ACS Server URL    http://Server Address:Port/ACSServer/services/ACSServlet 

 
For example, if the Server Address is acssi-draytekau.no-ip.org   and the 
http port is 48084, we enter the following URL for the ACS Server:   
 
http://acssi-draytekau.no-ip.org:48084/ACSServer/services/ACSServlet   
 

ACS Username  acs 
ACS Password   password 

 
 
The ACS username and password are configured in the Network Management page of VigorACS 2 
server as shown in the diagram below. 
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5.1.2 CPE Client Settings 
 
CPE URL http://WAN IP address:Port #/cwmp/creq 

(This automatically generated by the router) 
 

CPE Username Vigor 
CPE Password password 
 
This can be customised in Network Management page after selecting the required CPE device. 
 

 
 
 

 

  

 

  

http://wan/
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5.2 Linux based routers 
This section covers the TR069 settings in DrayTek Linux based routers such as the Vigor2960, 

Vigor3960 or Vigor300B. 

You will need to enter the following parameters: 

ACS Server URL    http://Server Address:Port/ACSServer/services/ACSServlet 
 
For example, if the Server Address is acssi-draytekau.no-ip.org   and the 
http port is 48084, we enter the following URL for the ACS Server:   
http://acssi-draytekau.no-ip.org:48084/ACSServer/services/ACSServlet   
 

ACS Username  acs 
ACS Password   password 

 
 

 

You will also need to allow TR069 in the Internet Access control settings. To do this, select the 

enable option for the “TR069 Allow” option as shown in the diagram below. 
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5.3 Vigor DrayOS routers 
The TR069 setting in DrayTek Vigor routers such as the Vigor2762, Vigor2862, Vigor2926 as well as 

others is shown in the diagrams below: 

You will need to enter the following parameters: 

ACS Server URL    http://Server Address:Port/ACSServer/services/ACSServlet 
 
For example, if the Server Address is acssi-draytekau.no-ip.org   and the 
http port is 48084, we enter the following URL for the ACS Server:   
http://acssi-draytekau.no-ip.org:48084/ACSServer/services/ACSServlet   
 

ACS Username  acs 
ACS Password   password 

 
 

The ACS Server URL can be created by using the wizard button.  In the pop-up menu enter the ACS 

server address, and HTTP or HTTPS port and select http or https from the pull-down menu.  The 

Handler should be left at the default setting. 

Click OK to save. 
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For CPE Client settings, select either Http or Https option. 

The URL is generated automatically based on the router WAN IP address. 

You can customise the port, username and password, however these must match the settings in the 

VigorACS 2 server as described in section 5.1.2 CPE Client Settings. 

Periodic Inform settings can be enabled if required. 

STUN settings will need to be enabled if the CPE device is behind NAT or firewall. Enter the ACS 2 

server address for the STUN server. 
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Ensure that both “TR069 Server” and “Allow management from the Internet” are enabled as shown 

in the diagram below. 

The TR069 port can be customised on this menu as well. 
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6. Exercise – Part 1: Register CPE devices to ACS 2 

6.1 Video Demonstration 

How to Register a CPE device into DrayTek VigorACS SI 

This video covers the steps required to configure the DrayTek Vigor routers to register with VigorACS 

server as discussed in section 5.  It is available on YouTube at the following URL: 

https://youtu.be/GNSJlWvFW2g 

 

6.2 Preliminary Configuration 
For this exercise, we will register three routers and an access point to VigorACS 2 using the following 

network topology shown in the diagram below. You will be advised if you will be connected to the 

VigorACS 2 Server on the internet or a local Windows PC with VigorACS 2 server installed. 

 

Connect the WAN port of each device to the VigorSwitch as shown in this diagram. You can connect 

any LAN port of the AP902 to one of the Vigor2862Lac LAN ports. Also ensure that the VigorSwitch is 

reset to factory default settings to avoid any issues connecting to the network. 

Note: Before proceeding to the next step, reset all the routers and access point to factory default 

settings by pressing the factory reset button for at least 5 seconds or until the ACT LED starts to 

flash rapidly. 

(At factory defaults, the router IP address is 192.168.1.1 and username/password is admin/admin)  

https://youtu.be/GNSJlWvFW2g
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6.2.1 Configure Router LAN 

Before we start we need to configure a unique LAN IP subnet for each router as shown in the 

diagram above. Follow the instructions below to configure each router LAN. 

Vigor2862Lac 

This router should be at factory default settings so the settings for LAN 1 should appear as shown 

below.  

 Go to “LAN >> General Setup” configuration menu to verify settings. 

 Click on Details page to view LAN 1 details. 

 

 

 

 

 

 



i-LAN Technology Pty Ltd 
 

VigorACS 2 – Features and Benefits v3.2 (November 2018) Page 46 
 

Vigor2926 (A) 

Configure the router to have the LAN 1 IP address of 192.168.10.1 as shown below. 

 Log into the router (A) using the default login details (192.168.1.1 admin/admin) 

 Go to “LAN >> General Setup” configuration menu. 

 Click on Details page. 

 Under Network Configuration, Change the IP address to 192.168.10.1 

 Under DHCP Server Configuration  

o Change start address to 192.168.10.10 

o Change Gateway IP Address to 192.168.10.1 

 Click OK to save the settings. 
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Vigor2926 (B) 

Configure the router to have the LAN 1 IP address of 192.168.20.1 as shown below. 

 Log into the router (B) using the default login details (192.168.1.1 admin/admin) 

 Go to “LAN >> General Setup” configuration menu. 

 Click on Details page. 

 Under Network Configuration, Change the IP address to 192.168.20.1 

 Under DHCP Server Configuration  

o Change start address to 192.168.20.10 

o Change Gateway IP Address to 192.168.20.1 

 Click OK to save the settings. 
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6.2.2 Configure Access Point LAN 

The VigorAP902 access point will have DHCP enabled by default making it difficult to manage the 

unit. Disable the DHCP client setting and assign a static IP address using the steps below. 

 Connect the VigorAP902 to one of the LAN ports in the Vigor2862Lac router. 

 Log into the Vigor2862Lac router. 

 Go to “Diagnostics >> View 
ARP Cache Table” in the 
router. You should see an 
entry there for the 
VigorAP902. In the example 
below, the IP address is 
192.168.1.11 connected to 
router port P4. 

 Alternatively, you can use 
Central Management >> AP 
>> Dashboard to find the IP 
address 

 
 

 
 

 Use the current IP address of the VigorAP902 to log into access point. (The 

username/password is admin/admin). 

 Disable DHCP Client. 

 Change the IP address to 192.168.1.2 and default gateway to 192.168.1.1. 

 Click OK to save the settings. 
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6.2.3 Configure Router WAN Interfaces 

Configure each router (Vigor2862Lac, Vigor2926) to connect to the network using Ethernet WAN 

connection. Configure each WAN to use DHCP as shown in the instructions below: 

Vigor2862Lac 
Configure WAN 2 and connect to the VigorSwitch. 

 Log into the router and go to WAN >> Internet Access menu. 

 For WAN 2 select Static or Dynamic IP from the pull-down menu. 

 Click on Details Page. 

 On the next page select Enable and Obtain IP address automatically. 

 Click OK to save. 

 

 
 

 

 

Note:  Note the router WAN IP address. This will be used to communicate with the router later.  
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Vigor2926 

For each Vigor2926 router configure WAN 1 and connect to the VigorSwitch. 

 Log into each router and go to WAN >> Internet Access menu. 

 For WAN 1 select Static or Dynamic IP from the pull-down menu. 

 Click on Details Page. 

 On the next page select Enable and Obtain IP address automatically. 

 Click OK to save. 

 

 
 

 

 

Note:  Note the router WAN IP address. This will be used to communicate with the router later. 
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6.3 Log into VigorACS Server 
Several VigorACS 2 accounts have been set up for the workshop. Use the details of the VigorACS 

server URL as well as your login details. For example: 

URL:   http://acssi-draytekau.no-ip.org:48085  (localhost:portnumber) 

Username:  training 

Password:   xyz123 

 

Note: You will need to use the VigorACS Server URL to configure the TR-069 parameters in the CPE 

devices. If you have been supplied a laptop with VigorACS 2 pre-installed, the URL will be 

localhost:80 or the laptop IP address. 

Logging into VigorACS  

Use a web browser and enter “localhost:portnumber”. Note that the port number 

must be the one defined for HTTP and HTTPS port while installing VigorACS. For example, if HTTP 

port used is 48085, then the URL will be “localhost:48085”. (For supplied laptop HTTP port will be 

80). 

 

For example, use the web browser to connect to: http://acssi-draytekau.no-ip.org:48085 

Or the IP address of your ACS2 Server e.g. 192.168.10.131     port 80  

 

 
 

Enter the username and password given to you as well as the Validation code. 

(Note: The default Username is “root”) 

 Click on Login to access VigorACS 2 

 

 

 
  

http://acssi-draytekau.no-ip.org:48085/
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6.4 Register CPE Devices to VigorACS 2 
For the following steps log into each router using each router WAN IP address once remote 

management is enabled in step 1 below. This will allow VigorACS 2 in the laptop to communicate 

with the router while TR069 is enabled.  

6.4.1 Register DrayTek Routers 

Step 1 – Enable TR069 Server 

 Go to System Maintenance>>Management configuration menu in each of the routers 

(Vigor2862Lac and Vigor2926) enable TR069 Server. 

 In Management Port Setup, leave TR069 port at 8069  

 Click OK to save.  (The router will restart to save the settings) 

 

Note: The TR069 port can be customised on this menu if required. 

Step 2 – Configure TR069 

Go to System Maintenance>>TR069>>ACS and CPE Settings configuration menu in each of the 

routers (Vigor2862Lac and Vigor2926) configure TR069 parameters. 

 Select Enable for TR069 

 Select Internet for ACS Server On 

 Click on the Wizard button to create the ACS Server URL.  In the pop-up menu enter the ACS 

server address and HTTP or HTTPS port and select http from the pull-down menu.  The 

Handler should be left at the default setting. (Refer to the diagram below for more details) 

 Click OK to save. 

Note:  The default login credentials for the ACS Server are: 

Username: acs 

Password: password 
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ACS Username:  acs 

ACS Password:   password 

 

 

 

 

 

 

Step 3 – Configure CPE Client Settings 

For CPE Client settings, select http option. 

The URL is generated automatically based on the router WAN IP address. 

Username: vigor 

Password: password 

 

(You can customise the port, username and password, however these must match the settings in the 

VigorACS 2 server). 

 Enable Periodic Inform Settings. 

 Set Interval Time to 900 seconds. (Router will check for updates every 15 minutes) 

 

 

 

 

If using the 
supplied laptop, 

enter  
laptop IP address 

for server and 
port 80 
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Step 4 – Enable STUN Settings if Required. 

STUN settings will need to be enabled if the CPE devices are behind NAT or firewall.  

 Enter the ACS 2 server address for the STUN server (acssi-draytekau.no-ip.org). 

 Enter Server Port:   3478 

 Minimum Keep Alive Period: 60 seconds 

 Maximum Keep Alive Period: -1 seconds (always on) 

 

Click on “Test With Inform” button for the router to poll ACS 2 server.  You should see a green status 

indicator if the ACS 2 server has responded. 

Note: If you do not see the green status indicator for “Last Inform Response Time” Ensure that both 

“TR069 Server” and “Allow management from the Internet” are enabled as shown in the diagram for 

step 1 above.  

  



i-LAN Technology Pty Ltd 
 

VigorACS 2 – Features and Benefits v3.2 (November 2018) Page 55 
 

6.4.2 Register DrayTek Access Point to ACS 2 

Connect your laptop to the Vigor2862Lac router. 

Configure Vigor2862Lac TR-069 settings for attached Access Point. 

This method will auto configure the VigorAP902 with the TR069 settings. 

 

 Go to System Maintenance >> TR-069 Setting menu. 

o In Apply Settings to Aps section select enable 

 Enter AP Password (admin) 

o Select Apply Specific STUN Setting to Aps 

 Select Enable 

 Enter VigorACS 2 server IP address 

 Keep Server port at 3478 and other settings at default values. 
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Alternative method to configure TR069 settings in VigorAP902 

 Log into the VigorAP902 using the IP address 192.168.1.2 

 Go to System Maintenance >> TR-069 Settings menu and enter the required settings. 

 Click on the Wizard button. 

 Click on the Wizard button to create the ACS Server URL.  In the pop-up menu enter the ACS 

server address and HTTP or HTTPS port and select http from the pull-down menu.  The 

Handler should be left at the default setting. (Refer to the diagram below for more details) 

 Click OK to save. 

Note:  The default login credentials for the ACS Server are: 

Username: acs 

Password: password 
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CPE Settings 

 Select Enable. 

 URL is auto generated. So, no need to change 

 Leave port at 8069 

 Enter Username: vigor 

 Enter Password: password 

Periodic Inform Settings 

 Select Enable and set Interval Time to 900 seconds 

STUN Settings 

 Select Enable 

 Enter the ACS 2 server address for the STUN server (URL for your VigorACS 2 server). 

 Enter Server Port:   3478 

 Minimum Keep Alive Period: 60 seconds 

 Maximum Keep Alive Period: -1 seconds  

Click OK to save the settings. 

 

 

 

  

If using the 
supplied laptop, 

enter  
laptop IP address 

for server and 
port 80 
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6.4.3 Verify that CPE devices have Registered to ACS 2 

To verify that all the CPE devices have successfully registered to ACS 2, log into ACS 2 console using 

the username and password provided. 

You should see the Root Network page with 4 CPE devices listed. 

Statistics for registered devices will also be displayed on this page as well as the Map Overview. The 

map does not show the local area and this will be configured in the next exercise. 

 

 

At the bottom of the Root Network page is a list of new devices registered with ACS 2. By default, 

they all appear under the root network. 
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7. Exercise – Part 2: Managing CPE Devices in VigorACS 2 
For this exercise we will place the devices in two locations:  

 Three CPE devices in the Seven Hills Office (Training Lab) 

 One CPE device in the Brisbane Office. 

 

We will create the two networks and place the CPE devices into these networks. In addition, specify 

the locations of these devices so they appear in the correct location on Google Maps. 

 
 

7.1 Google Maps Key (Optional) 
Before using the API of Google Map, it may be necessary to apply and get a key from Google. Type 

the key in this page to activate the Google Map. After clicking Save, VigorACS will be granted 

permission to display the map on the dashboard. (This step is not required for this workshop 

exercise) 

 
 

 In System menu click on Google 
Maps Key submenu. 

 Click on the “?” to go to Google 
Maps API page 

 
 



i-LAN Technology Pty Ltd 
 

VigorACS 2 – Features and Benefits v3.2 (November 2018) Page 60 
 

 
 
 
 

 Click on “Get a Key” 
 

 
 

 
 
 
 
 

 Follow the prompts 

 Once the key is generated, Copy and 
paste into ACS SI 

 

 
 

 
 

 

 

 Click Save 

 



i-LAN Technology Pty Ltd 
 

VigorACS 2 – Features and Benefits v3.2 (November 2018) Page 61 
 

7.2 Creating Networks in ACS 2 
We will create two networks under the Root network: Training Lab & Brisbane Office. 

7.2.1 Create Training Lab Network 

In the ACS 2 console, under SYSTEM MENU, click on Network Management menu option.  

 Click on Add New Network.  

While on this page you can also enter the location of the Root Network so it will appear 

correctly in the Map view. 

For the root network, change the location to Seven Hills, NSW, Australia so it will appear in 

Australia. 

 

 

 

 

 

Under Root Network, click on Add New Network and enter the following details: 

 Name:  Training Lab 

 Location: Seven Hills, NSW, Australia 

 User Name: acs1 (Each network must have a unique username) 

 Password: password 

Click on Add to save and add this network under the Root Network. 

Add location details so it will 

appear on the Map 
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7.2.2 Create Brisbane Office Network 

Under Root Network, click on Add New Network and enter the following details: 

 Name:  Brisbane Office 

 Location: Brisbane 

 User Name: acs2 

 Password: password 

Click on Add to save and add this network under the Root Network. 
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Once the two networks are added you should see the two new networks appear under the root 

network. 

 

7.3 Move CPE Devices into the Networks 
When the CPE devices are first registered with ACS 2, they will appear under the Root network. The 

two networks created in the previous step also appear under the Root Network and have the 

network icon next to the names. 

 

Changing the TR069 username in ACS server settings to the username for each network will move 

the device to that network when it registers. For example, for the Vigor2862Lac, change the 

username to acs1, will move it to the Training Lab in Seven Hills. 
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Another method is to drag the CPE 
device to the required network. 
For Windows version of VigorACS 
2, this will work if ACS username is 
different to what is required for 
the network, but for Linux Version 
of VigorACS 2, the CPE must use 
the username for the network. 
 
To move the CPE device, select 
the CPE from the page and drag 
into the required network as 
shown here. 
 

 
 

 Drag and drop the CPE devices into to the two networks: 

Brisbane:   Vigor2926 

Training Lab:  Vigor2862Lac, Vigor2926, VigorAP 902 

 

When the CPE devices are first registered with ACS 2, they will be an “Unknown” device. Click on 

“Known” so that it can be monitored and managed. 

 

 
 

 Click on each CPE device and select Known and enter the location address for each device so 

that it will appear correctly in the Map view. 

 Click Save to save the settings 
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Dashboard View when set up Complete 
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8. Exercise – Part 3: Create VPN Tunnels Using VigorACS 2 
For this exercise, we will create two VPN tunnels between the routers as shown in the diagram 

below. Two IPSec VPN tunnels will be created between the Vigor2862Lac router and each of the 

Vigor2926 routers. 

 

8.1 Create VPN tunnel Between Vigor2862Lac and Vigor2926 Router 
 

 

 In VigorACS 2 menu click on the 
Configuration sub menu under the 
Dashboard menu. 

 Click on VPN menu option. 
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You should see a page appear like that below showing the VPN configuration screen for the Root 

Network. 

 

 Now click on the Root Network at the top of the menu bar and expand the networks below. 

You should see the routers appear in the diagram. 
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 Click on [+] to start adding devices to the VPN configuration page. (Step 1) 

 Select the Vigor2862Lac router from the Training Lab network and drag into the VPN 

configuration page. (step 2) 

 Similarly click the Vigor2926 router from the Brisbane network and drag to the VPN 

configuration page. 

 

 

 

 
 

 Click on the pull-down menu 
and select IPSec Wizard. 

 
 

1 

2 
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 Place mouse over the Vigor2862Lac router icon and drag over the Vigor2926 router icon. 

 You should see a message appear indicating the VPN tunnel is being created. 

 Click OK to create the VPN tunnel. 

 

 Similarly create a VPN tunnel between the Vigor2862Lac and the other Vigor2926 router. 

(You may wish to select a different VPN type, e.g. PPTP) 

 You should see the VPN tunnels appear between the routers. The coloured lines indicate the 

type of VPN tunnel. 
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 Click on the Vigor2862Lac router in the Training Lab network to see all the VPN tunnels 

originating from this router. 
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8.2 Check VPN tunnel Configuration in the Routers 
Once the VPN tunnels are configured using VigorACS 2 you can log into each router and confirm the 

VPN profiles created and connection status 

8.2.1 Vigor2862Lac Router VPN Status 

Log into the Vigor2862Lac router and go to VPN and Remote Access >> LAN to LAN menu. You 

should see two VPN profiles that have been created. 

 

 

 

Connection Management Status 
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8.2.1 Vigor2926 Router VPN Status 

Log into each Vigor2926 router and go to VPN and Remote Access >> LAN to LAN menu. You should 

see the VPN profiles that has been created. 

Router A 

 

Connection Management Status 

 

Router B 
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9. Exercise – Part 4: Generate Reports in VigorACS 2 

Create a report for firmware versions installed in CPE devices 

 Go to SYSTEM MENU 

1. Click on Reports. 

a. Click on Reports submenu. 

2. Click on Create a Report at the top of the page on the right. 

3. Under “Select report type” select Firmware. 

4. Select Firmware Overview. 

5. Select all devices in Root Network. 

6. Click on Query to generate the report. 
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Optional Reports 

You can also try generating other type of reports as in the examples below: 

Create CPE Status Overview Report 
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NAT Graph Report 
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Appendix 
Schematic layout to show where the Backup files are stored in the ACS 2 

 


