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VigorACS Sl License
© All rights reserved.

No part of this distribution may be reproduced, transmitted, transcribed, stored in a system, or translated
into any language without written permission from the copyright holders.

Limited Warranty

DrayTek warrants that (a) the VigorACS SI (henceforth called the SOFTWARE) will perform
substantially in accordance with the accompanying written materials for a period of ninety (90) days
from the date of receipt, and (b) any support service provided by DrayTek shall be substantially as
described in applicable written materials provided to you by DrayTek, and DrayTek support engineers
will make commercially reasonable efforts to solve any problems. To the extent allowed by applicable
law, implied warranties on the SOFTWARE, if any, are limited to ninety (90) days.

Customer Remedies

DrayTek’s and its suppliers entire liability and your exclusive remedy shall be, at DrayTek’s option,
either (a) return of the price paid, if any, or (b) repair or replacement of the SOFTWARE that des not
meet DrayTek’s Limited Warranty and which is returned to DrayTek with a copy of your receipt. This
Limited Warranty is void if failure of the SOFTWARE has resulted from accident, abuse, or
misapplication. Any replacement SOFTWARE will be warranted for the remainder of the original
warranty period of thirty (30) days, whichever is longer. Outside Taiwan, neither these remedies nor
any product support services offered by DrayTek are available without proof of purchase from an
authorized international source.

No Other Warranties

To the maximum extent permitted by applicable law, DrayTek and its suppliers disclaim all other
warranties and conditions, either express or implied, including, but not limited to, implied warranties of
merchantability, fitness for a particular purpose, title, and non-infringement, with regard to the
SOFTWARE, and the provision of or failure to provide support services. This limited warranty gives
you specific legal rights. You may have others, which vary from state/jurisdiction to state/jurisdiction.

Please read the license screen in the installation wizard. You must accept the terms of the license in
order to install VigorACS SI.
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Chapter 1 Features

VigorACS is a software which provides centralized device management for TR-069 based CPEs
such as broadband gateway, XDSL router, VVoIP gateway and wireless AP. VigorACS has device
status, monitor status of devices, or perform scheduling tasks such as firmware upgrade,
configuration backup/restore and parameter profile for mass deployment of CPE devices. It is easy
to use through intuitive Web-based GUI with security management. VigorACS can be installed on
different kinds of platform e.g., Windows, Linux and so on.

1.1 Main Features and Benefit

Manage all kinds of devices complied with TR-069 specification.
VigorACS server can be installed in Windows and Linux.
Intuitive Web-based GUI can be executed on all browsers like IE, Firefox, Mozilla and so on.

YV V V V

Support scheduling firmware upgrade, configuration backup/restore and parameter profile
deployment.

A\

Support auto-discovery to survey all TR-069 devices.

A\

Provide device inform management.

»  Support security management

1.2 System Architecture

The following figure shows an overview for the application between VigorACS and CPE devices.
With TR-069 protocol, VigorACS Sl can communicate and manage devices with ease.

Dray Tek
4 069 giandard .
- 8 — ™" —h Hanover
b -
—% London
———1—_  _.. Shanghai
ACS server 4 g™ Amsterdam

Vigor series

eeed
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1.3 Web Service

Web service is a software system identified by a URI, whose public interfaces and bindings are
defined and described using XML. Its definition can be discovered by other software systems.
These systems may then interact with the Web service in a manner prescribed by its definition,
using XML based messages conveyed by internet protocols.

The basis for Web Services contains: XML, WSDL (Web Services Description Language ) , SOAP
(Simple Object Access Protocol), UDDI(Universal Description, Discovery and Integration). The
procedure for the structure of bottom layer: transform Web Service information into XML file
format, use WSDL statement to describe the objects for service. The remote end can get required
information through such description. It carries out transformation job to search or register from
UDDI by means of SOAM communication bottom layer.

»  For the designers of Java program: you can write java program to control VigorACS. Also,
VigorACS will offer some API for you to write and call it. For example, you can get all the
connected CPE devices controlled VigorACS through web service.

Corresponding files are placed in - WebServices_ TRO69API.zip
The documentation for web services api is placed in - WebServices_TRO069API/doc/

Sample program is placed in -
WebServices_ TRO69API/example/src/tw/com/draytek/acs/test/ TestMain.java

For the designers with other program language: you can define WSDL to control VigorACS
through SOAP(Simple Object Access Protocol)
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Chapter 2 Installation

Please follow the procedure listed below to install VigorACS completely. The installation for
different platforms might be different.

2.1 Platform for Windows 2000, XP, Vista, 7 or 10

There are three programs needed to be installed for operating VigorACS.

2.1.1 Installation for Java

1. Install Java by clicking “jdk-8u45-windows-x64" it to execute the installation.

Home Share Wiaw hanage v e
@ A | ‘ |« ACS » Software v O‘ ‘ Search Software L ‘
17 Favorites L-éﬂjdk—Su-’-lS—windows—xﬁ-’l
B Desktop #5 mariadb-5.5.24-winx64
/3 Downloads

D arant mlamae

2. The first page will be shown as follows. Click Next to get into next page.

«
= Java

oRACLE

Welcome to the Installation Wizard for Java SE Development Kit 8 Update 45

This wizard will guide you through the installation process for the Java SE Development Kit 8
Update 45.

The Java Mission Control profiling and diagnostics tools suite is now available as part of the
JCK.

| ‘ Cancel

Dray TEk 3 VigorACS Sl User's Guide



4.

VigorACS Sl User’s Guide

3.

In this page, optional features will be listed for you to choose for installation. Choose the one
you need and click Next.

Select optional features to install from the list below. You can change vour choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

= -|Source Co
w2 +| Public JRE

ent
e

Install to:

C:\Program Files'Javahjdk 1.8.0_45Y

Feature Description

Java SE Development Kit 8 Update
45 (64-bit), including the JavaFx
S0k, a private JRE, and the Java
Mission Control tools suite, This

will reguire 180MB on vour hard
drive,

Wait for a while to install the selected feature.

(.
‘-'&‘_S.:T Javar

CHAALLE

Status:

Updating component registration

DrayTek



5. A page to specify the destination folder for JAVA driver will appear. Use the default location
or click Change to specify another location. Then, click Next.

Destination Folder

Click "Change" to install Java to a different folder.

Install to:
CA\Program Files\Java\jre1,8.0_45,

6.  Wait for a while to install the required features.

Java Setup - Progress

Status:  Installing Java

_

3 Billion Devices Run Java

ORACLE’
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7. When the following page appears, the installation is completed. Click Close to exit the
installing program.

(.
:~=:-_£__-3 Java

CHAALLE

Java SE Development Kit & Update 45 (64-bit) Successfully Installed

Click MNext Steps to access tutorials, API documentation, developer guides, release notes and
more to help vou get started with the 10K,

Mext Steps
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2.1.2 Installation for MariaDB

1. Install MariaDB by clicking “mariadb-5.5.24-winx64” it to execute the installation.

Haome Share Wiew hanage v 0
@ -4 ‘ |« ACS » Software v O‘ ‘ Search Software pe ‘
' Favorites @jdk—8u45—windows—x64
B Desktop 15 mariadb-5.5.24-winx64 |
/3 Downloads

2. When the welcome screen appears, please click Next for next step.

Welcome to the MariaDB 5.5 (x64) Setup
Wizard

The Setup Wizard will install MariaDB 5.5 (x64) on yvour
computer, Click MNext to continue or Cancel to exit the Setup
Wizard.

MariaDB

Cancel
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3. On this dialog box, check the box of “I accept the terms....” and click Next.

ho. MariaDB 5.5 (x64) Setup \;‘E-

End-User License Agreement C//_ﬂ
Please read the following license agreement carefully ;

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple
Place - Suite 330, Boston, MA 02111-1307, USA Everyone is permitted to
copy and distribute verbatim copies of this license document, but changing

it is not allowed.

m >

Preamble

The licenses for most software are designed to take away your freedom
tn chara and rhannea it Rv nnntrast thea (GNI | (Ganaral Puhlin | irenes ic

I accept the terms in the License Agreement

Print ‘ ‘ Back H MNext ‘ ‘ Cancel ‘

4. Select the way for the features to be installed. Then click Next.

75 MariaDB 5.5 (x64) Setup [ - [o

Custom Setup J
Select the way vou want features to be installed. ,

MariaDB
Click the icons in the tree below to change the way features will be installed.
MarialB Install server
= -| Database instance
2-~|Client Programs
+)-- =2~ | Development Componerts
=}-23+| Third party tools
e 3rHeidisOL This feature requires 135MB on your
% +| Debug Symbols hard drive, It has 2 of 2 subfeatures
selected. The subfeahures reguire
36MB on your hard drive,

Location: C:%Program Filesi\MariaDB 5.54

Reset H Disk Usage ‘ ‘ Back ” Mext H Cancel ‘
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5. If you want to configure password for MariaDB server, please check Modify password... and
type the password. It depends on your request. Otherwise, simply click Next.

s, User settings — |- -
Default instance properties :4
MariaDB 5.5 (x64) database configuration =
MariaDB
Modify password for database user ‘root’
New root password: || tesssees | Eniter new root password
Confirm: “ sssosses ‘ Retype the password
] Enable access from remote machines for 'root'
user
[ ] Create An Anonymous Account
This option will create an anonymous account on this server,
Please note: this setting can lead to insecure systems,
Back H Mext ‘ ‘ Cancel ‘
6. Modify the default instance properties if required. Then click Next.
i, Database settings ‘ - ‘ - ‘ - |
Default instance properties J
MariaDB 5.5 (x64) database configuration -
MariaDB
Service Name: |MySQL
Enable networking
TCP port: |3306
Optimize for transactions
(IUses transactional storage engine and "strict”" SQL mode)
Buffer pool size: 127 B
‘ Back H et ‘ ‘ Cancel
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7. On this dialog box, click Next.

157 MariaDB 5.5 (x64) Setup .

MariaDB 5.5 (x64) setup 4
Submit usage information

b A ~art =~ ™
NAIrie
LTI _rl B

[ |Enable the Feedback plugin and submit anonymous usage information

Monty Program has created a Feedback plugin for MariaDB which, if enabled, collects
basic anonymous statistical information. This information is used by the developers
to improve MariaDB. Enabling this plugin is an easy way to help with MariaDB
development. Collected statistics, and more information on the plugin, can be viewed
at http: //mariadb.org/feedback_plugin

Back H MNext ‘ ‘ Cancel ‘

8. On this dialog box, click Install.

VigorACS Sl User's Guide

W5 MariaDB 5.5 (x64) Setup | - [o

Ready to install MariaDB 5.5 (x64) ‘_//_ﬂ

) -
L 1

A 1~
Adisigie|w B

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back || Install | ‘ Cancel
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9. The installation program starts to install required files for MariaDB to your computer. Wait for
several seconds.

Installing MariaDB 5.5 (x64) J

MariaDB

Flease wait while the Setup Wizard installs MariaDB 5.5 (x64).

Copying rew files

10. After finishing the configuration, please click Finish to exit the wizard.

Completed the MariaDB 5.5 (x64) Setup
Wizard

Click the Finish button to exit the Setup Wizard,

MariaDB

Back H Finish ‘ ‘ Cancel
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2.1.3 Installation for VigorACS Sl
It is time to install VigorACS main program. Follow the steps below.

1.  Click Setup to run VigorACS Sl setup wizard.

T EN ACS |=|[Opx
Home Share Wiew G

© - ML < ACS » ACS v ]| search ACS I
rFs
., Name Date mod
B Desktop 12 setup 6/17/201¢

4 Downloads

< Recent places

2. When the following dialog appears, click Next.

5 Setup - VigorACS Sl - o x|

Welcome to the VigorACS SI
@@’ Setup Wizard
This will install YigorACS S| on vour computer.

It is recommended that you close all other applications before
continuing.

Click Nest to continue, or Cancel to exit Setup.

Mest> | Cancel
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3. Select the directory that MariaDB being installed (done in 2.1.2) and click Next

Select MySQL/ManaDB Install Path

Please specify the installation folder of MySOL/ManaDE and then click Nexst button.

C:\Program Files\MariaDB 5.5 | | Browse. .

| <Back | Newt> | | Cancel |

4. Inthis dialog box, choose Rebuild Database (for rebuilding the VigorACS database) or
Upgrade Database (for upgrading the database). For the first time using, please choose
Rebuild Database. Then click Next.

Database Install Type Selection

Select the Rebuild option, setup program will recreate VigordCS S| Database.
Select the Upgrade option, setup program will update your current VigordCS SI
Database.

Please select Rebuild or Upgrade Database, then click Next.

Febuild Database
® | Select "Rebuild datebase" will create a new VigorACS Database.
Al previous VigordCS Database will be cleaning out.

Uparade Database
() If Database is created already and you want to keep data remaining,
please select this option.
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5. Click Next. If you have configured MySQL/MariaDB previously and specified password for
it, you have to type the password in this page and then click Next.

MySQL/MariaDB Account Setting

Please specify password of root of MySQL/MarniaDB, this step can be ignored if
MySOL/MariaDB database has not been configured.

oot password

confirm root password

6.  Set the maximum memory and minimum memory. Click Next.

Maximum And Minimum Memory
Wwhat is your maximum and minimum memory?

Please specify your maximum and minimum memary, then click Next.

Maximum Memory:

Eiz |

Minimum Memory:
128

VigorACS S| User's Guide 14 DrdYTek



7. Setup ACS HTTP and HTTPS port, we'll suggest using others port instead of default 80 and
443 port to prevent conflict.

Http And Https Port
What is your http and https port?

Please specify your http and https port, then click Mext.

Http Port:
|an11 |

Https Port:
18022

8.  Determine the destination folder and click Next. The default directory used by this program is
c:\Program Files\VigorACS SI. You can modify it if you want and please make sure the
length of directory is not over 100 characters, otherwise you might encounter problem of
VigorACS Sl in installation.

Select Destination Location
Where should VigordCS S| be installed?

k Setup will install Yigor&CS S| into the following folder.

To continue, click Nest. If you would like to select a different folder, click Browse.

C:‘.F’lcuram Files'WigorACS Sl | | Browse...

At least 321.4 MB of free disk space is required.

| <Back || New> | | Cancel
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9.  Determine the program name of VigorACS Sl for you to start up. Then click Next.

Select Start Menu Folder
Where should Setup place the program's shortcuts?

k Setup will create the program's shortcuts in the following Start Menu folder.
b

To continue, click Nest. If you would like to select a different folder, click Browse.

10. In this dialog, check the box of “Create a desktop icon” for your necessity. Click Next.

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing VigorACS S,
then click Nexst.

Additional icons:

[+] Create a desktop icon
Other tasks:

[+] Allow VigordCS access through Windows Firewall[Recommand)

VigorACS Sl User’s Guide 16
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11. Now, the program is ready to install necessary features and files to your computer. Please
click Install to start.

Ready to Install
Setup is now ready to begin installing YigorACS S| on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: A~
C:\Program Files\Vigor&CS S|

Start Menu folder:
WigordCS Sl

Additional tasks:
Additional icons:
Create a desktop icon
Other tasks:
Allow VigordCS access through Windows Firewall|Recommand)

| <Back | Instal | | Cancel

12. Please wait for a while to complete the installation.

Installing
Please wait while Setup installs VigorACS S| on your computer.

Extracting files...
C:A\Program Files\VigorACS Sl%jre\binhjfxweblit.dll
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13.  While installing, the following screen will appear to show that MariaDB has been activated.
Please wait for next dialog appearing.

- C:\Windows\system32\cmd.exe L‘E—

... creating database ...
[ERROR 1888 (HY@BA>» at line 1: Can’t drop database 'trB6?’'; database doesn’t exis

m >

[ERROR 1891 (42888 at line 7946: Can’t DROP ‘name’; check that column-skey exists

[FRROR 1825 (HYAAA» at line 16394: Error on rename of ‘' _“trB6?~global_parameter_p
rameters’ to ' _StrB6?uHsgl2-abec—2' (errno: 152>

[ERROR 1825 (HY@BA> at line 16395%: Error on rename of °.“trB6%-global_parameter_i
cludenetwork’ to ' .StrB69-Hsgl2—-abc-2' <{errno: 152>

ERROR 1825 <(HY@B8> at line 16488: Error on rename of ’ . “tr86?uwgroup_device’ to

* ostrBe S sgl2-abc-2' {errno: 152>

able Op Msg_tuype Msg_text

@69 .category_by_device optimize note Table does not support o
ptimize, doing recreate + analyze instead
rB6? .category_by_device optimize status OK

[RROR 1871 (4288@> at line 18418: Can’'t DROP 'account’; check that column-key ex

(420AA4» at line 18411: Duplicate key name ‘unigue_ugroup_id’
(23808> at line 19895: Duplicate entry "—2819' for key ‘PRIMARY’
[ERROR 1872 (4208@> at line 2813%?: Key column ’‘gateway_deviceid’ doesn’t exist in

tahle
[ERROR 1871 (42888 at line 28644: Can’'t DROP ‘encry_mode’; check that column~skey

- C:\Windows\system32\cmd.exe \;‘E-

he UigorACS automatic service was successfully installed -~
he UigorACS service iz starting. —
he VigorACS service was started successfully. i
ress any key to continuwe . . . _

W
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14. Now the program has completed the installation of VigorACS Sl. Click Finish to exit it.

5 Setup - VigorACS Sl -0 X

@’ Completing the VigorACS SI Setup

Wizard

Setup has finished installing VigorACS S1 on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.
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2.2 Platform for Linux / Solaris

Follow the steps listed below to install VigorACS under Linux:

1. Login Linux with root or the root privilege.

2. Download the ACS installation tar.bz2 package and extract it via below command:
#bzip2 -cd ViIgorACS_Unix_Like XXXXXX_XxXxxx.tar.bz2 | tar xvf -
or

#tar —jxv -F VigorACS_Unix_Like_ XXXxXxXxX_Xxxxxx.tar.bz2

3. Decompress the setup packages

bzip2 -cd VigorACS_Unix_Like XxXxxxxx_xxxxx.tar.bz2 |tar xvf —

40896
8192
4896
40896
40896
4896
185348096

root
root
root
root
root
root
root

root
root
root
root
root
root
root
[root@localhost
rm: remove regular file

21 rm vigoracs
‘vigoracs' 7T w

[root@localhost
hin hoot dew
[root@localhost
[root@localhost
[root@localhost
vigoracs
root@localhost
[root@localhost

/18 1s

etc home dinitrd
18 cd home/
home 14 ¢d robins
rohinlif 1s

1ib lost+found mise mnt opt proc root shin

robin i cd vigoracss
vigoracs 1 1s

tftphoot tmp use

A.A.1.3 @.8.1.3.1

[root@localhost vigoracsllf cd B.B8.1.3.1~
igorACS_Unix_Like_Draytek Pro B.@.1.3.tar VigorACS Unix_Like_Draytek _Pro_B.8.1.3.tar.gz

VigorACS _Unix_ Like Draytek Pro_B.BA.1.3.tar.gz

[root@localhost @

VigorACS _Unix_Like_Draytek Pro B.8.1.3 tar UigorACS _Unix_Like_Draytek Pro_8.8.1.3_tar.gz

[root@localhost B.0.1.3.11%# gzip —cd VigorACS Unix Like Draytek Pro 8.8.1.3.tar.gz_itar xvf —

4.  Change the permissions mode of install.sh and uninstall.sh.
chmod 755 ./install.sh
chmod 755 ./uninstall._sh

linuxsmy.cnf
linux/mysgl-standard-4.08.24-pc—linux-gnu-i686.tar.g=
iz_8-coreutils—4.5.4-z018—sparc—local.g=
_8/jdk—1_5_B8_B7-solar sparc.tar.Z
i —zolaris—sparcu?.tar.Z
_8/1libgcc—3.3-s018-sparc—local.g=z
s_8-1ibiconuv—1.8-s0l8—sparc—local.g=
is_8/my.cnf
_8/mysql-4.8.21-s5018-sparc—local.g=
g_8sncurzes-5.4-golB—sparc—local.g=
_Brunzip-5.58-s018-sparc—local.g=
_9scoreutils—4.5.4-s019-sparc-local.
s 9/jdk-1_5_B_BY-solaris—sparc.tar.Z
iz_9-jdk—1_5_I —zolaris—sparcu?.tare.
iz _9/1libhgcc—3.3-s01%-sparc—local.g=
zolaris_?-1ibiconu—1.8-s019-sparc—local.g=
solaris_9/my.cnf
_2rmysql-4.8.21-s019-sparc—local.gz
g_9/ncurszes—5 . 4-golP—sparc—local.g=
solaris_%/unzip-5.58-s501%-sparc—local.g=z
uninstall.sh

vigoracs
vigoracsmysgld
[rootPlocalhost
[rootPlocalhost
[rootPlocalhost

A.8.1.3.11% chmod 755
B.8.1.3.11% chmod 755
A.8.1.3.11%

.#install.sh
-#uninstall.sh

VigorACS Sl User's Guide 20
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5. Execute ./install.sh installation file. Please make sure you have /usr/bin/sh first. If you don't
have /usr/bin/sh, please type the command:

#In -s /bin/sh /usr/bin/sh

6.  Next, please select the item number which you want to execute. Be aware that VigorACS
supports Linux OS. The program will detect the system you have in your computer.

Install MariaDB
Install java
Install VigorACS (It will build one MariaDB database: tr069)

. Upgrade VigorACS (It will upgrade tr069 database)
. Exit

O'I-hool\)!—‘

input select num :

Note: If your computer has installed MariaDB and java previously, ignore the
installation of them. Otherwise, install all the required items (MariaDB, Java and
VigorACS) for your system. Item number 4 is used to upgrade VigorACS, so it is not
necessary for you to execute for the first time of installation.

7. Input 1 to install MariaDB first. Notice that it will setup blank as default password. You can
change the password by using the following command.

#/usr/local/mysql/bin/mysqgladmin --defaults-file=/usr/local/mysql/my.cnf -u root password
'new password'

8.  Input 2 to install Java.
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10.

Install 3 to install VigorACS. It is suggested to use ACS customized MariaDB database.
When asked to enter MariaDB password, press “Enter” if you haven’t changed the password
via the command. Then, confirm that TR-069 database has been installed successfully.

2 or Enter for ACS mysqgl)

Go to /usr/local/vigoracs/VigorACS/bin/ and execute ./vigoracs.sh, input 3 to start VigorACS.
You could type 0.0.0.0 for binding IP which means VigorACS will auto obtain your network
adapter IP for VigorACS.

Note: To prevent port conflicts, we'll suggest that using other ports for HTTP and
HTTPS instead of default 80 and 443.

Follow the steps listed below to install VigorACS under Solaris:

VigorACS supports Solaris 8 or 9, please confirm the OS version first. For Solaris System, please
follow the order to install all the necessary programs.

1.

o o~ DN

Install library: libgcc coreutils libiconv ncurses install (installing mysqgl/mariadb need).
Install mysql/mariadb.

Install java.

Install VigorACS (it will build one mysqgl/mariadb database: tr-069).

Upgrade VigorACS (It will upgrade tr-069 database).

Exit.
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2.3 Registering VigorACS
The normal procedure of starting up the VigorACS:

Start MariaDB Database
Initiate VigorACS
Register VigorACS

Different platform has different way of initiation. Please follow the steps listed below for each
platform.

2.3.1 For Windows 2000, XP, Vista, 7 and 10
1. Start MariaDB Database

After installing VigorACS, installing program will register MariaDB to Windows Service.
MariaDB will startup automatically after installing VigorACS or rebooting system. Normally,
you don't need to worry about this step on Windows. But, if you find any problem on
VigorACS, you should check MariaDB first.

Please open Start >Setup >Control Panel >Administrative Tools >Service to check if the
MariaDB Service has been initiated or not. If not, please double click it to enable.

2. Initiate VigorACS

DrayTek

After installing VigorACS, it will startup automatically. Normally, you don't need to worry
about this step on Windows. But, if you find any problem on VigorACS, you could shut down
VigorACS and start VigorACS again.

Please open Start >Setup >Control Panel >Administrative Tools >Service to check if the
VigorACS Service has been initiated or not. If not, please double click it to enable.

% Adobe Photoshop C32 ﬁﬂ Eebuild Databaze

+ |[4) Outlook Esxpress 3 Shutdown VigordCS
[ Adobe Lerobat 6.0 Professional 'ﬁ Start VigorfCE
T Skoype b & Tninstall VigordC3
I B0l 3 ﬁu Upgrade Databaze

Eﬁ VigorfiTd 81 =8 VigorhCR Web Page
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3. Register VigorACS

1.  Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The
login page of VigorACS will be shown as the following:

Dray Tek

User Name root

validated code | 7xxs) | [T x x &

lEN le Login ]

2. Please type “root” as user name and “admin123” as password. Then click Login. A
License Error dialog appears as follows:

License Error
Your license is invalid or
expired please go to license server to
activate your licensel!

3. Click OK. A login page for MyVigor web site will pop up automatically.

Please take a moment to register.
Membership Registration entitles you to upgrade fimmvware for your

purchased product and receive news about upcoming products and

services!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for inmovation and enhancement.

By joining MyVigor, your data will be handled carefully and not passed onto any 3rd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional officesiagents within your
own country.

| LOGIM

Language : | English r

Useriame - | drayiskiae

Password : I """ | ]

B e

c
e — Tl (%5

Frivacy & Terms | | @

Eorgotten password? Login

Don't have a MyVigor Account 7 Create an account now

Become the MyVigor member, you can receive the e-newsletfer update.
Please join customer survey after you are a member! Your opinion is very appreciated.

If you are hamng :Irffnul'g logging in, contact our cus'nmer senvice.

Customer Sennce - (838) 3 597 2727

email to : webmaster@d a=‘b&( com

VigorACS Sl User's Guide 24 Drﬂy Tek



DrayTek

Type your account (user name) and password in this page. Enter the authentication code
with the characters displayed on the screen. Then, click Login.

Note: If you do not have any account, simply click Create an account now to
create a new one for using the service provided by MyVigor web site. Refer to
Appendix C Creating an Account for MyVigor.

MyVigor will verify and authenticate if the user account you typed is allowed to access
into the web site. If yes, the following screen will appear.

Dray Tek —— 2\

(L S ihean Sy Pabuata e ———————————————————————
B o s

AP vy pedemation

Hegistration Device . Last login time : 2018-07.27
085708
Last lngim fram : 191,269,230

3 Vigar teries
* Bt Registration
¥ Covmmes Sarvey

[

pga1300 Viger13ua

Linux_B4 ACS WIGOADS

Limus_ACS VigeraCs

VIvanZEI VigorZn2o

aipha21 30 Vigor2 3

Vignr271a Vignr27 10 [t e ey

2020_3614 Viger2nn

Type a nickname for VigorACS Sl and click Add.

Registration Device ;
* Nickname :  [VigerACS Tesi] ]
Registration Date - 08-01-2016
Serial number :  051481853BEF

Type a name for identification in the field of Nickname and click Submit. You can see
the following screen. Click OK.

“four dewice has besn successfully added to the database.
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8.

9.

VigorACS Sl User’s Guide

In this page, click the serial number link (in this case, it is 061A61853BEF).

3 Login User ; deaylokize { Loyost |

| Dray Tek

i B abomus
Bodaidoammusinad Last login e : 20180727
| g e BA5T08
B Contomer Survey Lot ingin from = 194,269 330

DUlAS 1SN \‘WML'S_TQH VIgQOraACS
m—r— Pgass0n Viger3300

i1 [ igoracs
80ATIctas] Limax_#CS VigutACS
098001550133 whian2a2o Vigar2B20
10300181051 apazi3 Viger2130
194901793457 Vigu2T10 Viger2T10

e ¥

You will get a device information page as shown below. If you are the new user of
VigorACS SI, you can get a free charge of 30-day service of VigorACS Sl. Simply click
the Trial button.

Dray Tek

3 Login User : raylekiae | Logout]

L
& vy i Dervice Information
o — Dovice Nam + WigerALS_Tast
S et 10 : DTSRI
3 Contommar Survy Meatel | WigerhC Sarien
e [ s
At the trisl contact your kesl DrayTek ‘distribustor for purchasing the £dition of WCF serce,
Cyren | Commiouch | L g N
Type ackist Biackast
(customer categ ] e oL O e {0ty some predeting webste Dass, Others wil be Blocked |
Region Sl conines. Al Gevman speaking Gounties
Webaite it s Cyren com' g it Sragtnn. de
Trint license e monin Gine rar T 20141231
Official hoense FgertTrayleh sdes From My\igu W vn Later
@ s e s 42 e — L
@ St e e R [T o ot e o v e s,
PR LT pep—— [P Ao you 12 speopm porvicn b
A e A e 40N P 98 LBonmn 8ov e i
Aatevame | sz pou 12 acvvam sarviee
[ stew you e e e Licwrrsa oo your deviow mansaty
mvadinnr dravtal romdfmnat MeviceMeviraSenvirs nhn? NE=VinarACS TeaQMO=Vianr ACSRIN=MR1ARTARIRFFAHIN=NATARTARIRFF )
< ¥
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10. Form the following screen, check the box of “I have read and accept the above....”
and click Next.

Cancel

User Name : draytekfae
HostID : 061a61853bef
Model : VigorACS
DrayTek VigorACS S Series End-User License Agreement -
IMPORTANT
DrayTek IS WILLING TO LICENSE THE ENCLOSED SOFTWARE TO YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED [N THIS LICENSE AGREEMENT. PLEASE
READ THE TERMS CAREFULLY BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE SOFTWARE WILL INDICATE YOUR ASSENT TO THEM. IF YOU DO NOT AGREE TO
THESE TERMS, THEN DrayTek IS UNWILLING TO LICENSE THE SOFTWARE TO YOU, IN WHICH EVENT YOU SHOULD RETURN THE UNINSTALLED SOFTWARE AND PACKAGING TO THE PLACE
FROM WHICH IT WAS ACQUIRED, AND YOUR MONEY WILL BE REFUNDED.
BY JOINING MYVIGOR, YOUR DATA WILL BE HANDLED CAREFULLY AND NOT PASSED ONTO ANY 3RD PARTY UNRELATED ORGANIZATIONS. YOUR DATA WILL ONLY BE USED/ACCESSED BY
DRAYTEK CORP AND REGIONAL OFFICES/AGENTS WITHIN YOUR OWN COUNTRY.
1. Grant of License for Personal Use
DrayTek grants you a non-exclusive, non-transferable license to use the program with which this license is distributed (the “Software"), including any documentation files accompanying the Software
{"Documentation”), for internal business use only, for up to the number of users specified in sales order and invoice. You have the right o make one backup copy of the Software and Documentafion solely for
archival, back-up or disaster recovery purposes. You shall not exceed the scope of the license granted hereunder. Any rights not expressly granted by DrayTek to you are reserved by DrayTek, and all implied
licenses are disclaimed
-
2 Ownership
‘You have no ownership rights in the Software. Rather, you have a licegse e and effect. Ownership of the Software, Dt ion and 5
@ | have read and accept the abave Agreement. { Please check this bax )
Next

11. Inthe page below, click Register.

Service Name - ACS sl
STEP 2

Activation Date ({ MM-DD-YYYY ) ©  pg-01-2016 Reagister

12.  When the VigorACS License Information page appears, the service is ready for you to
use. Click Login to ACS to use VigorACS Sl service.

VigorACS License Information

Operation 1000 : License Key OK
License id 00017ed6

Start date 2016-08-01

Expire date 2016-08-31

Max node 00000020

Trial license Yes

Login to ACS
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13.  The login page will appear as follows.

DrayTek VigorACS

User Name root

Password st s o

Validated Code TS|
(Wi v ) | e |

14. Type the default settings of User Name (root) and Password (admin123) and type the
validated code. Then, click Login. The main screen of VigorACS will be shown as
follows.

DrayTek VigorACS

von N\ Wirsluss 1145 Mansgamant |}

L Unknown Dovices
o B abvacot) 1P Addrass Devica Mama Davica Type. Aetian
» 5 Other(1)
s RDaf0) 118 166.184.... DrayTah_00B07F_Vigur... Vigerkd $00. ‘}
. b
& Rrupa(y) 1T2AL24AH00  DrayTek_00S07F Vigor., | WGerEve0 (4]
* 120.266.202.., 130 Viger2130v (4]
- (%) o
i 118.166.182. .. DrayTak_00108&8_Viges.. Vigera@dovn \’
b5 et brmtwork (0] -
[TEEEE] 118,166.180....  DrayTek_00S07F_Vigor_... (3]
A OrayTak_0040AA_V PDAGE1.20,.,  DrayTak_O010&A Vigoer. WigenaB 100 %)

[SS— [re— [S—

AP craical J0I6/Q7/28 Q0147104 PM | DuwyTeh_DOIOAS VigordP 310...  Hatwork View DaviceLassannuedion e e |
A comesl CrayTok_0OL0AA_Vigorddsovn_.,, | Nateork vias o %]
AP cricel 2190 Hetwork View e e |
A crmical DrayTeh_DOTOTF_VigorP 300_, Hatvark View b= B+ |
A comest CrayTeh_0O0S0TF_Viger2260_00.,,  Wateork view ol
W crcat o —— CRE ]

= b K T D>

Above shows the view of CPEs added to the database and controlled by VigorACS.
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2.3.2 For Linux / Solaris
Start/Shutdown MySQL Database

Execute "*/usr/local/vigoracs/VigorACS/bin/vigoracs.sh™ instruction. The following menu will
appear.

. start mysq|l

. shutdown mysq|l

. start VigorACS

. shutdown VigorACS

SOOI WN B

VigorACS)

7. view the MAX and MIN memory value of running java

8. exit
input select num:

lEtart to create snmpdbh db ...
UigorACS MYSQL:
MySQL:
reate snmpdb db successfully....
reate snmpdbh db tabl
reate snmpdb tabhle successfully....
igorACS and snmpdb install Successfully

H. Install mysql

2. Install java

2. Install VigowACS ¢ It will build one mysgl datahase : snmpdbh >
4. Upgrade UigorACS ¢ It will upgrade snmpdb database >

5. Exit

input select num :

[rootPlocalhost B.8.1.3.11# Ausr/localrsvigoracs-UigorACS binsvigoracs.sh
. start mysqgl
. gshutdown mysgl
. start UigorACS

4. shutdown UigorACs

5. edit bind ip of VigorACS Server(please keyin ip or servername)

6. set the MAX and MIN memory vaule of punning java <It will valid after restarting UigoeACS >

. view the MAX and MIN memory vaule of running java
8. exit
input select num @

. edit bind ip of VigorACS Server(please keying IP or server name)
. set the MAX and MIN memory value of running java (It will valid after restarting

Type item number 1 to start MySQL database if necessary. Usually MySQL daemon will start
automatically after installing VigorACS server.

Note: You can type "ps -ef|grep mysqgl" to view the content of MySQL. If you want to
shutdown MySQL database, simply type the menu item 2 to close MySQL.

Start/Shutdown VigorACS

For the first time of starting the VigorACS on Linux system, the startup program will need you to
input Server IP. Select item number 3 for starting VigorACS. And type the required IP address
used for initiating.

DrayTek

29

VigorACS Sl User's Guide



'"'vigoracsserver.sh"
[rootB@localhost hinl# 1s
jhoss_init_redhat.sh probe.sh set_memory.sh StartUigorACS.bat vigoracs.sh
Jh init_suse.sh run.hat shutdown.bat twiddle .bat UigorACS . url
memory.txt run.conf shutdown.jar twiddle. jar wstools.bat
noip.hat Pun. jar shutdown.sh i wstools.sh
jhoss_init_hpux.sh prohe.bat i sh ShutdownVigorACS .hat vigoracsserver.sh
[rootPlocalhost binl#t chmod 755 vigoracs
[rootPlocalhost binl#t chmod 755 vigoracs
[rootPlocalhost binl#t ./vigoracs.sh
- start mysgl
- shutdown mysgl
- start UigorACS
d_ cshutdown UigorfiCs
- edit bind ip of VigorACS Server<{please keyin ip or servername?
- set the MAX and MIN memory vaule of running java (It will valid after restarting UigorACS >
- view the MAX and MIN memory vaule of running java
8. exit
input select num :

Which ip address do vou want to bhind for VigorACS service ¢ x.x.x.x or Enter for bind localhost.localdomain serverd?

The system will start VigorACS with the specified IP address.
Edit VigorACS IP

Once you input the IP address, VigorACS will keep it on startway.txt. However, if you want to
change the server bind IP for some reason, please follow the steps below:

1.  Execute "/usr/local/vigoracs/VigorACS/bin/vigoracs.sh” instruction.

2. Stop VigorACS by selecting item number 2 to shutdown VigorACS. Such action can make
sure the new changed IP setting being effective.

Then select item number 5 to edit startway.txt by using vi editor.

4. When you finished the change of bind IP, please select item number 3 to start VigorACS
again.
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Chapter 3 Getting Start

3.1 Brief Introduction of Main Screen

The main screen of VigorACS Sl is shown as below and it can be divided into several parts:

DrayTek

Essentials

# Networks and Devices !

Netvrork: Network Yiew

B2 natvork () vie

Your reliable networking solutions partner

wen .mwna\a;s ()48 Management

%2 Network View(27)
% alvaco(1)

%7 Other(1)

% RD3(D)

» %7 RDG(1)

%7 RD3(6)

% RD8_2(3)

- %7 testbnetwork(0)
i 2320

ray JPk_O0LDAA Viga

Networks And Devices

Managed networks and devices 1P Address Device Name Device Type
:’, Total number of networks:7 118.166.184.... | DrayTek_DOSOTF Vigor.. | VigeraP 900
Alarm netuorks:S 172,16.2.69:80 | DrayTek_O0SO7F _Vigor,,  Migor2260
Total number of devices:15 AR || HED Vigorz1 3o
Hurber of alarmed devicas:14 116,166,162, . | DrayTek OO0LDAA Vigor. | Vigor28eove
118,166,181,  DrayTek_DOSOTF_Vigar_..
192,168,110,  DrayTek_001DAA Viger,.  VigorAP 310G

Unknown Devices

ek _0010AA_Vigo

ayTek_0010A4 Vigo

W OrayTek_n01DA% Vigo
@ DrayTek_0010A%_Vigo
&P DrayTek_D01DAS_Vigo

- @D DrayTek_DO1DAS_Vigol

T, Wizards

% Reports

& Inventory Monitor

Latest Alarms

L0y [@eritical

Level Time Device Name Network Description

2016/07/28 00:47:04 PM | DrayTek_001DAA_VigorAP 910C,,. | Metwork View DevicelossConnection

Metwork View DevicelossConnection

@ critical 2016/07/26 11:25:47 AM | DrayTek_001DAA_Vigor2860Un_..,

W critical 2016/07/26 11:25:46 AM | 2130 Metwork View DevicelossCannaction

Hetwork View DevicelossConnaction

@ critical 2016/07/26 11125140 AM | DrayTek_00S07F_VigoraR 900_.

@ critical 2016/07/26 11:25:136 AM | DrayTek_00S07F_Vigor2960_00,., | Metwork View DevicelossCennaction

@ critical 2018/07/26 11:20:57 AM | DrayTek_00S07F_Vigor_00S07F.,, | Metwork View DevicelossCannection

Part 1

Such area displays different operation modes. Each mode will bring
out different parameters for configuration or different information for
reviewing. Simply move your mouse on each one of them to open the
corresponding web page.

E Device Management
m Alarm

E Log

Provision

m Admin

System

m User

Help

Logout

DrayTek
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Part 2 Such area displays device(s) managed by VigorACS Sl. All of the
devices will be queued automatically.

More Devices — If the number of CPE managed by VigorACS Sl is
over 100, such icon will appear. By clicking it, the next 100 CPEs
will be shown in queue.

Part 3 Such area displays information about the number of networks and
devices, unknown devices and latest alarms.

-

+3 Wiew ?)‘JF‘N .-"'h'l.l'l.l'ireless :::AF‘ Managerment

In addition, the menu bar provides menu items which are classified
into Network, View, VPN, Wireless and AP Management.

Network — Display the devices managed by VigorACS in icons, with
pie chart, with map and text.

View — Click Refresh to renew current page. However, if you click
Sub Devices Recursively, VigorACS will display the devices with
the ones grouped under the devices.

VPN - VigorACS can manage Vigor router easily. In the home page
of VigorACS, VPN wizard is offered in default which allows the
system administrator to build VPN among different Vigor devices.

Wireless — In the home page of VigorACS, wireless WDS wizard is
offered in default to assist the system administrator to make WDS
connection if required.

AP Management — VigorACS can manage VigorAP devices via
Internet. Therefore, the function of AP Status can open a web page
with brief status information for all of VigorAP devices.

3.2 Operation Procedure

Follow the instruction listed below to operate VigorACS:
®  Create networks and add devices (CPE).
For more details, go to Chapter 4 Admin Operation.
®  Create users,
For more details, go to Chapter 5 User Operation.
Each CPE device can be assigned to one user group only.
®  Create user groups,
For more details, go to Chapter 5 User Operation.
Assign users under different user groups.
RootGroup is the group defined in factory.
e  Edit and modify the settings for the TR-069 devices, refer to Chapter 6 Device Management.

Below shows a brief illustration to describe the relationships among CPE, user group, network and
network group.
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Network
Group?2

Network1

iy

PELLERET T

User Group 1 User Group 1 User Group 2
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3.3 Creating a New Network and Device

VigorACS allows the administrator to build several networks (and sub-network) for different CPE
devices under the root level, Main network.

1. Click the Admin tab to access into administration operation mode.

2. Click the Device Management button.
S | | 9

3. Click Network View under Networks And Devices field to make the Add button being
available on the right side.

DrayTek

Essentials

& Networks And Devices

b 57 Network View(16)

Y =N

‘ Metwork ID: 2

4. Click @J to open the following screen to add a new network.

Add Metwork ¢

Parent Network: Main network

Mame: Marketing

Location: HsinChu

User Mame: market
Password: market

l oK Jl Cancel J
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5. Fillin the name, location, user name and password. Click OK to save the settings and exit the
dialog. The new network has been created and displayed under Networks And Devices.

qﬁ: Networks And Devices

¥ 7 dain networ(6)
- R Draytek(D)

w
T

----- (A CrayTek_00S07F_Wigor_O
..... (MCrayTek_00S07F_Wigor_0
----- (A CrayTek_00S07F_Wigor_O
..... (MCrayTek_00S07F_Wigor_0
----- (A CrayTek_00S07F_Wigor_O
..... (MCrayTek_00S07F_Wigor_0
F- Fr Marketing(0)

3.4 Creating a User and User Group

Follow the steps below to create a user.
1. Click the User tab to access into administration operation mode.

2. Toinsert a user, simply click l@

3. Anew line with input boxes will appear for the user to type personal information for being
identified by VigorACS.

ithi EtLtIdsMFedurnHIn®0wg s
BrotherTyw 47 HBY 7 QRVREIdtMACsc ermmma@brother cormbw (02927582171

[4

Follow the steps below to create a user group.

1. Click User Group item under Menu.

UserPanel ‘
L/ Bl #]

UserName Password
T FkEEEEEEEE
admin FkEEEEEEEE
B Al Y ser Group operator FEEXFEEEEF
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2. Toinsert a user group, simply click @J

3. A new line with an input box will appear for the user to type personal information for identified

by VigorACS.
5 Graup_V v 4 1
& Group_Test [v] [v] 1
7 carrie ¥ L1 1
2 Tirn_&@roup &4 4 1
i] II v |v] 1

3.5 Logout VigorACS

Simply click Logout icon to logout.
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This page is left blank.
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Chapter 4 Admin Operation

Admin page allows you to modify the information for Networks and Devices.

For network, it can

®  Add new network (s) for new client which will be managed by VigorACS.

®  Delete existed network if the client will not be managed by VigorACS.

®  Modify the name and location of the network for management.

For device, it can

®  Modify the name of the device (CPE) for easy identification and management by VigorACS.

®  Modify the location of the device (CPE) easily. It can be identified precisely while using
GoogleMap to search it.

®  Modify the user name/password of certain device (non-DrayTek CPE) to be managed by
VigorACS.

Enable or disable the management of the device (CPE) for VigorACS.
Select certain protocol (e.g., TR-069) for the device (CPE) for management.

It can be divided into two parts, Device Management and Topology Management.
o | [ 3 ) LI |

E} J Device Management ﬂ’ Topology Management
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4.1 Device Management
To edit, change or delete devices under different network or add, change or delete a network,

please click lﬁ] Device Management for advanced operation. Then, choose any one of the
CPE displayed on Networks And Devices tree view to make the options for Device Management
being available.

Dray Tek \

Your reliable networking solutions partner

Essentials DeviceManagement

& Networks And Devices

¥ 5 Network Wiew(15)
L s 2130(1)
e Br2710(2)

2750(1)
= 2820(1)
5r 2830(2)

52 2910(1)

Br2920(2)

5r3900(1)

5 APgO0(2)

(D DrayTek_001DAA Vigor_0

‘o () DrayTek_00507F_vigor_od

Available settings for such feature will be shown as follows:

ltems Description

| @ | Add New Network Click this button to add a new network.
| E Save Network Click this button to save the change.
| m Remove Network Click this button to delete selected network.

Confirmation
Areyou sure to delete this networlk’?

| 49 | Refresh Record Click this button to refresh current page.
‘i Change Network After clicking this button, a dialog box will appear for you

to specify the selected CPE to be placed in another network.
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Items Description

Name: 2130
Add to network: L Network View YJ
¥ Metwork View
EJ 2130
| Apply I Cancel PJ 2710
Iv 2750
IFJ 2820
FJ 2830
IJ 2010
bJ 2020
Iv [ 3900
D-J APEOD
Name You can modify the name of the parent network.
Location Type the address for such network.
User Name Display the name of the selected network. Change it if
required.
Password Display the password of the selected network. Change it if
required.
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4.2 Creating a New Network to Manage Devices (CPEs)

VigorACS allows the administrator to build several networks (and sub-network) for different CPE

devices under the root level, Main network. Click

new network.

IE{-)I

to open the following screen to add a

Add Network ¢

OK

Parent Nebwork:

Main network

Mame:

Marketing

Locaton:

Hsin Chu

User Hame:

market

Password:

| | Cancel

market

Available settings for such feature will be shown as follows:

Items Description

Name Type name for the new network.

Location Type a brief description for the new network.

User Name Type a name (e.g., market) for the new network.

Password Type a password (e.g., market) for such new network. If you

are going to group several CPE devices under such network,
please open System Maintenance>>TR-069 in the web
configuration page of CPE. Next, type the same user name
and password (in this case, both are market) in the
corresponding fields.

System Maintenance >> TR-069 Setting

ACS and CPE Settings

ACS Server On Internet v

ACS Server
URL
market

Password market

CPE cClient

© Enable & Disable
URL
Part

Username

Periodic Inform Settings
O Disable
® Enable

Interval Time 500

second(s)
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Networks And Devices

v _T-. Main netwror (6]

§- Fr Draytek(0)

..... (BDrayTek_00S07F_Vigor_0
----- (BDrayTek_00S07F_Wigor_0
..... (BDrayTek_00S07F_Vigor_0
----- (BDrayTek_00S07F_Wigor_0
..... (BDrayTek_00S07F_Vigor_0
----- (BDrayTek_00S07F_Wigor_0
B B2 Marketing (0]

Deleting a Network
To delete a network, click to select the network link displayed under Network View and click

L | Remove Network

VigorACS will ask you to confirm such action. You can click OK to execute the action, otherwise,
click No to cancel this action.

If there is still one device grouped under a sub-network, such network cannot be deleted by this
function unless that device is removed.

4.3 Changing the Network for Devices (CPES)

The administrator can create several sub networks for different CPEs. Also, the administrator can
change the network for the CPEs.

To change the network, simply click that network and drag it to the directory you want. VigorACS
will ask you to confirm such action. You can click Yes to execute the action (Update success),
otherwise, click No to cancel this action.

Confirmation

Areyou sure to change this device to Update successl!!

"Marketing" network? ﬁ
For example, you want to move DrayTek 00507 _Vigor XXXXX onto Marketing. You can drag
and hold it to that group directly. When the mouse cursor changes into “+”, please release your

mouse cursor. VigorACS will ask you to confirm such action. If you click Yes, it will be moved to
the new location.
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¥ &7 Main network(6) | E ¥ %7 Main networl(6)

§- %r Draytek(0) b 57 Draytek(0)

[~

..... E;]DragTek_DDSD?F_Vigor_D Doui (M DrayTek_00S07F_Vigar_0
""" (D orayTek_00507F Vigar_0 Metweo e (B DrayTek_00S07F_Viger_0
..... (M DrayTek_00507F_Wigor_0 Model | . () DrayTek_00507F_vigar_o
..... "{_?jDral,lTek_DDSD?F_Vigor_D Device | ) DrayTek_00507F vigor_0
..... :;iora?Tek_nn5n?F_vigor_n Mac Ad . (D DrayTek_D0SO7E_vigor_0
..... (M DrayTek_00507F_Wigor_0 Lo v %+ Marketing(1)

p 57 Marketing (0 P
; a(0) ‘(A DrayTek_00SO7F_Vigo

F_Vigor_0050

Or,
Open the tree view of Networks And Devices and select the CPE you want. Click the button of

&J Change Network to specify which network will have such selected CPE.

Change Network [

Mame: 2130

Add to network: L Hetwrork Wiew v

¥ i Network View
r_l 2130

-] 2710

-1 2750

-1 2820

-1 2830

-1 2910

-1 2920

-1 2900

-] APS0O

| Apply | | Cancel

Click Apply after you make your choice. Later, a dialog will appear to inform you the CPE
changing has been done.

Lpdate successll
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4.4 Modifying General Information of Selected CPE

Administrator can modify certain settings (e.g., device name, address for the selected device, and
etc.) for the selected CPE (device) respectively. Note that different CPE will bring about different
configuration pages.

Dray Tek

DeviceManagement Your reliable networking solutions partner
| |
(B[ [s5] @] |

Essentials

+  Metworks And Devices

v 57 Network View(27)

.. Bralvaco(1)

e
r- &7 Other(1) Device ID: 28

e
.. B2 RDZ(0) Metwork ID: 2
- 57 RD6(1) Model Hame:  Wigorz13ow
- 57 RDB(6)

Device Hame: 2130

.. BrRDE_2(3)

- B testénetwode(0)

- (2130

- (D) DrayTek_0010AA_Vigo
(D DrayTek_0010A%_Vige

- (M DrayTek_001084 Viga

Serial nurmbar:

Mote 1:

Mote 2

MAC Address: 00507FC77REE

Location:

() DrayTek_nnibas_vigs Ernergency phone number:
(D DrayTek_0010A%_Vige

- (D) DrayTek_001084 Viga

Domain Hame:
1P 192.168.21.10

(A DrayTek_n01DAM Vigo

- (A DrayTek_0010a8_vigo
- (D) DrayTek_0010AA_Vigo

() DrayTek_0010AA_Vigo
e

Port: 2069
URT:  fowrnd CRH. bl

User Hame:  wvigor

Passuardi  passward

Manzgement Protocol: E

Available settings for such feature will be shown as follows:

ltems Description

| E Save Device Click this button to save the change.

| m Remove Device Click this button to delete selected device.

Confirmation
Are you sure to delete this device?

| 9 | Refresh Record Click this button to refresh current page.

j | Change Network Click this button to change the device into other network.

Change Network [ ]

Device name: DrayTek_00507F_Wigor_00507FAF7ES0

Add to network: [ Wholenetwork | v ]

¥ i Wholenetwork =
+ [ uknetwork

Apply Cancel ] itnetwork
- ] Henetwork
+ [ usanetwork

- ] gminetwork
- ] brmetwork
=[] mxnetwork
- ] ametwork
- ] grmetwork
- ] plnetwork
# ] mbnetwork |

[ TR L
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Choose the network that you want from the drop down list
of Add to network. Then, click Apply. The device will be
grouped under the network you specified.

Device ID Display the identification number for the device.

Network ID Display the sequence number for the device under such
network.

Model Name Display the model name of the device.

Device Name Display the name that you specify for such device. If

required, you can change the name.

Serial number

Define a serial number of the selected device for
identification.

MAC Address

Display the MAC address for the device.

Location

Type the address for the selected device. It will be helpful to
be searched while using Topology Management.

Emergency phone number

Type an emergency phone number for contact if required.

IP Display the WAN IP address of the selected device.

Port Display the port number of the selected device.

URI Display the URI for the selected device.

User Name Such name is set in default for the CPE. Do not change it.
You also can find such information from System
Maintenance>>TR-069 in the web configuration page of
CPE.

Password Such password is set in default for the CPE. Do not change

it. You also can find such information from System
Maintenance>>TR-069 in the web configuration page of
CPE.

System Maintenance >> TR-069 Setting

ACS and CPE Settings

ACS Server On Internet +

AGS Server
URL

Username

Password

GPE Client

© Enable  ® Disable
URL

Port

Username

Fassword

Periodic Inform Settings

© Disable
© Enable

Interval Time s00 second(s)

Management Protocol

The administrator can specify which protocol (http or https)
will be used for accessing into the web page of the CPE
controlled by VigorACS. Refer to the following figure.
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System
Status: Morrmal
g Manufacurer: CravTek

Hardware Model: VigorAP 200

Firrmware Wersion: 1.0.3RC3
Hardware Wersion: 1.003
Serial Mumber:
Mas Address: O0307FS23ERS
Web URL: http://111.243.160.147:80
Proxy URL:  http://111.243.169.147:80

Location:

“http” displayed on Web URL and Proxy URL is the
management protocol typed in this field.

Management Port Type the port number according to the port number set by
the selected CPE. Refer to the following figure.

System
Status: Marrnal
Q Manufacturer: CrayTek

Hardware Model: WigarAP 200

Firrmware Wersion: 1.0.3RC3
Hardware Wersion: 1.0.3
Serial Mumber:
MAC Address: O0507FS23ERS
Web URL: http://111.243.169.147:80
Proxy URL:  http://111.243.169.147:80

Location:

“80” displayed on Web URL and Proxy URL is the
management port chosen in this field.

Status Choose Enable to show the status of the selected device;
choose Disable to hide the status of the selected device.

Device Type In general, VigorACS can manage and control the CPEs
which follow TR-069 standard. Do not change it.

Known Device This setting can let the selected CPE not displayed on the
Unknown Devices from the Home page of VigorACS SI.
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4.5 Topology Management
To display the location of the selected CPE with a bird’s eye view, choose the CPE first from the
tree view of Networks And Devices and click LJ Topology Management for advanced

operation.
Topology Management Your reliable networking solutions partner
L o || 89 |
Location | H | |
f WERH
|
Asia ’
North Europe o North Eui
America America
Alfantic Atantic
Africa Afr
— South :\ South
..'.-:.ljﬁ America - ‘: ey America
"’“Ij Seean Australia f :
i
Coogle e

Available settings for such feature will be shown as follows:

ltems Description

: You can type the address (description) manually and
Location click Zoom icon to search the device in the map.

| | Search Click this button to search CPE.

| g | Save Click this button to save the change.
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Chapter 5 User Operation

Users who want to control CPE through VigorACS server can access VigorACS with private name
and password. The user management function allows a user to set name, password, and e-mail
address as identification in VigorACS system.

Each time, when the user wants to access into VigorACS, he/she can type the name and password
that configured in this page. Other people also can set different name and password for accessing
VigorACS. However, the password will be displayed with codes for prevent peeping by other users.
Therefore, you have to remember your password.

You have to:

®  Define User (refer to 5.1)

®  Define User Group (refer to 5.2)

®  Assign User (s) to certain User Group (refer to 5.3)
°

Use Role Management to specify certain authority to User Group(s) for displaying
different functions (refer to 5.4)

5.1 User

To add/edit/delete a user, choose User item from Menu. The following web page will be shown on
the screen.

Dray Tek

Your reliable networking solutions partner

Essentials UserPanel

il ipti Status
>User Group UserName Email Telphone Description

roct@emns Systern Administratar Active

>User Group Management
zdmin@ems Adrministrator Active

>Role Management operator@ems Operator Active

>Function Management Active

i Active
>Device Group

>Wholesale Wizard

Available settings for such feature will be shown as follows:

Dray Tek 49 VigorACS Sl User’s Guide



Items Description

| Ef\") | Add user Click this button to add a new record.

| E | Save user setting Click this button to save the record.

| m | Delete user Click this button to delete the selected record.

|_ [Py | Refresh Click this button to refresh current page.

UserName Display the name that users created.

Password Display the password that users typed. It will be displayed

with random codes. If you forget the password, simply click
the item and click Update for changing the password

manually.

Email Display email address for certain user for receiving the mail
notification.

Telephone Display the telephone number for certain user for receiving
the SMS notification.

Description Display the authority of the user. There are three levels —
administrator, operator, and system administrator.

Status Display current status of the user. “Active” means the user
is on the network.

MailNotify When this function is enabled, an e-mail will be sent to the
one listed here as a notification when the device gets alarms.

SMS Notify When this function is enabled, an SMS will be sent to the

one listed here as a notification when the device gets alarms.

5.1.1 Add a User

To insert a user, simply click | E) ! (under Menu>>User). A new line with input boxes will
appear for the user to type personal information for being identified by VigorACS.

operator FEEEEEEEES Operator
SMS reciever FEEFFEEEEE Admin

et ok
SMS notification FEREFFEEEESE
575 EEEEEEEEELE

guest FEEEEEFFFF

EEEEEEEEESE

Available settings for such feature will be shown as follows:

ltems Description ‘

User Name Type a name for the new added user.

Password Type the password for the user.

Email Type the e-mail for communication between the user and
VigorACS server.
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Items Description

Telephone Type the telephone number for receiving the SMS
notification.

Description Type a brief description for the user.

Status Choose Active to let the user can access into VigorACS at
any time. Choose Inactive to prevent the user accessing into
VigorACS.

MailNotify Check the box to enable the function. When it is enabled, an
e-mail will be sent to the user as a notification when the
connected device gets alarms.

SMS Notify Check the box to enable the function. When it is enabled, an

SMS will be sent to the one listed here as a notification
when the device gets alarms.

5.1.2 Edit a User

To edit a user (if it is useless or unsatisfied) setting, please select the one that you want to edit and

modify each box directly.
5.1.3 Delete a User

To delete a user (if it is useless or unsatisfied) setting, please select the one that you want to delete

and click | [ J.

DrayTek
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5.2 User Group

This page allows you to add a new user group with common authority which will be shared by the
users under the same group. RootGroup is defined in factory and owns the highest authority. You
can define new user group(s) to fit your requirement.

Dray Tek

UserGroupPanel Your reliable networking selutions partner
(S B][(m [B] =
GroupID EL VLB Delete user group with wholesale SEERLEEE L Nodes

Raotdroup

Essentials

= Menu

{tEGroup

>User Group Management MexicoGroup

>Role Management testdEroup

5 jasondroup
>Function Management

123

>Device Group et
ime

>Wholesale Wizard DrayTekFAE

FEEEEEOERE
D00D0EDOEE
mimimimlaimlE|

AGHsolutions

Available settings for such feature will be shown as follows:

Items Description

| @ | Add user group Click this button to add a new group.

| E Save user group Click this button to save the record. When you add, edit or

setting delete a user group, click this button to save the changes.

| m | Delete user group Click this button to delete the selected group.

|' [E) | Delete user group Click this button to remove the selected user group with

with wholesale wholesale.

| G5 | Refresh Click this button to refresh current page.

GrouplD Display the index number for the user group.

GroupName Display the name of user group.

EnableGlobalMailServer Display the status of Global Mail Server. It is enabled if the
box is checked.

EnableGlobalSNMPServer Display the status of Global SNMP Server. It is enabled if
the box is checked.

Nodes Display the number of device (CPE) for such group can
have. Value “-1” means there is no limit of the number.

EnableExpireDate Display if Expire Date is enabled or not.

ExpireDate Display the date of the Expire Date.

UsedNodes Display the number of used Nodes.
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5.2.1 Add a User Group

To insert a user group, simply click | E) . A new line with an input box will appear for the user
to type personal information for identified by VigorACS.

5 Sroup_W I!I IL{I i
[ Group_Test ¥ ] 1
7 carrie Iil L i
& Tirn_Group I!I IL{I i
a | V] [v] 1

Available settings for such feature will be shown as follows:

ltems Description

GrouplD Display the index number for the user group.

GroupName Type the name (e.g., Marketing) that can represent the user
group. When you finish the typing, click | E | to save it.

EnableGlobalMailServer Check it to display the status of Global Mail Server. It is
enabled if the box is checked.

EnableGlobalSNMPServer Check it to display the status of Global SNMP Server. It is
enabled if the box is checked.

Nodes Double click it to type a new number of device (CPE) for
such group can have. Value “-1” means there is no limit of
the number.

EnableExpireDate Check it to display the Expire Date.

ExpireDate Use the drop down calendar to specify the date you want.

UsedNodes Dispaly the number of used Nodes.

5.2.2 Edit a User Group

To edit a user group (if it is useless or unsatisfied) setting, please select the one that you want to
edit and modify each box directly.

5.2.3 Delete a User Group
To delete a user group (if it is useless or unsatisfied) setting, please select the one that you want to
delete and click | (I I
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5.3 User Group Management

This page allows you to specify users who want to access VigorACS into different user groups.

DrayTek

Essentials UserGroupManagement

= UserGroup: | RootGrouy
Menu L L

5 VigorACS

)

Auailable Users

>Role Management
|

| PFunction Management

| *Device Group

»Wholesale Wizard
L

Available settings for such feature will be shown as follows:

ltems

UserGroup

Selected Users

Description

Choose one of the user groups from the drop down list.
RootGroup is the default one.

UzerGroup: l Admin Group | v |
Available User FIEmInEE UE
Marketing
t
operatar CperatorGroup
RootGroup

Except RootGroup and AdminGroup, all the other user
groups can be defined in the section 10.2 User Group. If
you want to add a new group, please refer to section 10.2
User Group for detailed information.

| &9 | Refresh

Click this button to refresh current page.

Available Users

This box displays all the selectable users in VigorACS.

root — It has the highest authority. The one with such
authority has such level can do all of the jobs in VigorACS
without limitation.

admin — It has the higher authority.

Selected Users

This box displays the users selected by this group.

Click one of the users in Available Users and drag to
Selected Users, that one will be categorized under such user
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Description

group. As to adding new users in VigorACS, please refer to
section 10.1.1 Add a User for detailed information.

5.4 Role Management

This page can specify the authority for a user / user group.

Basically, each group will be assigned with a Role in default by VigorACS. You can modify the
role whenever you want.

Dray Tek

Essentials Role Management Your reliable networking solutions partner
e )
(B2 ] |

root Systern Administrator

>User Usaers Role

=User Group

admin Adrministrator

| >User Group Management operatar Operator

tirm Swstern Administrator

=Function Management CHSE0 Group Adrinistrator

viviantest Group Administrator
>Device Group
carrie Sroup Administrator

| >Wholesale Wizard rabin Oparator

test Operator

W= wm K e

Available settings for such feature will be shown as follows:

ltems Description

I H Save user setting Click this button to save the settings.

| o5 | Refresh Click this button to refresh current page.

Users This field displays all the users in VigorACS.

Role Choose the role for the selected user. Different role

represents different authority that the user group will have.
The great the authority is, the more functions the user /user
group can have.

A

View Only Operator
Group Adrministrator
Adrministrator
Cperatar

Swstern Adrninistrator
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ltems Description
View Only Operator — Have the lowest authority.

Group Administrator —Have the middle authority high
than “Administrator”.

Administrator — Have the middle authority.

Operator — Have the low authority higher than View Only
Operator.

System Administrator — Have the highest authority.

5.5 Function Management

In addition to specifying the authority for the user, the administrator also can determine what
functions the user can have.

Dray Tek B YigorACS |

Essentials [ R P —— Your reliable networking solutions partner
2
ELTR T |
SUser Role Show Unknown Device Wireless Is Writable
System Administrator v v
>User Group ’ = =
‘ Operator L] v
| >User Group Management Administrator I ™
| >Role Management | Group Administrator v v
View Only Operator O It

>Device Group
[

>Wholesale Wizard
t

Available settings for such feature will be shown as follows:

Items Description

I H Save user setting Click this button to save the settings.
| &9 | Refresh Click this button to refresh current page.
Role View Only Operator — Have the lowest authority. You can

view the information but not edit it. However, there is no
time out for viewing the information with such role.

Group Administrator —Have the middle authority high
than “Administrator”.

Administrator — Have the middle authority.

Operator — Have the low authority higher than View Only
Operator.

System Administrator — Have the highest authority.
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Description

Show Unknown Device Unknown device can be seen / hidden if it is checked /
unchecked for different role.

5.6 Device Group

VigorACs allows administrator to manage users who want to access into VigorACS. In addition, it
also allows the administrator (user) to manage networks and devices.

Though the VigorACS server allows the administrator to create several user groups in the database,
yet each CPE device can be assigned to one user group only. Therefore, if the CPE has been
specified in certain user group, it will not be accessed by other users in different user group.

DrayTek VigorACS

Essentials DeviceGroup

+
= Menu L g | %2
Name User Group
>Usar
¥ FrHetwork Wiew(20) RootGroup -
>User Grou,
B » Frzii001) (As Parent) M
User Group Management » Frzi13001) (As Parent) v
e
>Role Management > Fra2vioiy) {8=iBasent) hl
» Frzezo(z) (As Parent) v
>Function Management
b Frzeaofz) (As Parent) -
b Brzes001) (As Parent) v
>Wholesale Wizard > ’j_' 291001) [As Parent) ¥ |
b Rrzozoz) (As Parent) v
+ Fr310001) (As Parent) M
> Frzo0001) (As Parent) v
B R apgooid) Tim_Group -
» BrIrrEX 2820(1) (As Parent) M
b %7 uiviantesti1) Group_Test v

Available settings for such feature will be shown as follows:

Items Description

| g Save Click this button to save the record.

| G5 | Refresh Click this button to refresh current page.

Name Display the devices controlled by VigorACS.

User Group As Parent — Choose the same setting as the previous layer.
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Your reliable netwarking solutions pariner

L= L&)
aren sr Grimagr

¥ B2 Main netvork(s) _ Roettroun x,
(@ 0rayTek_00507F Vigor 0080TFALSALD (s Parwt) =
(DorayTeb_00207F_vigor 0050TFALS: (A Parant] =]
(DYOrayTab_00307F_vige:_0¢ (s Parunt) -
(DorayTas_00807F uig (A5 Darant) -
(DorayTak_00507F_Vigor DOSDIFALSLI0 (A Parant] "
(Diorayrek_oos07e_viger w .

5.7 Wholesale Wizard

This section can guide the administrator to a create user, user group and network via a wizard.

Dray Tek o

Essentials wholesaleWizardPanel Your reliable networking solutions partner

| SU=en UserName:
| ¥User Group Paszword:
| >User Group Management Ernail:
| Role Management Telphona:

>Function Management

[ Description:

Status: Active A4

WailMotify: ||

| >Device Group

SMS Motify: [

Fole: Group Administrator A

tancel

Please follow the steps listed below to create:
1. Choose Wholesale Wizard. The following screen for creating a user will appear.

Create a user

UserMame:  carrie
Password: 04160146

Ernaili | carie_ni@draytak.com
Telphona: 5972727

Description: test WigorACS

Status: Active hd

Mailiotify: ]
SMS Hotify: ]
Role: [ Group Administrator | ¥ ]

Systemn Administrator
Group Adrninistrator

Adrministrator

Operator
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Available settings for such feature will be shown as follows:

ltems Description

UserName

Type a new name.

Password

Type a new password.

Email

Type email address of such user for receiving the mail
notification.

Telephone

Type the telephone number of such user for receiving the
SMS notification.

Description

Give a brief introduction of such user.

Status

Choose “Active” to make such user being seen on the
network.

MailNotify

When this function is enabled, an e-mail will be sent to the
user as a notification when the device gets alarms.

SMS Notify

When this function is enabled, an SMS will be sent to the
user as a notification when the device gets alarms.

Role

Assign a Role for such user.

Next

Go to next configuration page.

Cancel

Exit the setting page without saving any configuration.

2. When you finished tying the above settings, click Next to create a new group or specify an

existing user group for such user.

Create a user group

. Existing group

») New group

GroupMarne:
EnableGlobalMailserver:
Modes:
EnableExpirelrate:

ExpireDate:

carrie

M o=

2011707715

| Previous || Next || Cancel |

Available settings for such feature will be shown as follows:

Description

Existing group

Click the radio button. The existing user groups will be
available for you to choose.

DrayTek
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UzerGroup! [ RootGroup

FoootiGroup

New group ukgroup
ukdealerigroup

: ukdealerzgroaup

| ukdealerigroup

New group Click the radio button to create a new group for such user.

GroupName - Type the name (e.g., Marketing) that can
represent the user group.

EnableGlobalMailServer — Check the box to enable the
global mail server.

Nodes - Type the number of Nodes for such group. The
default number is “-1”.

EnableExpireDate - Check the box to enable the expire
date setting.

ExpireDate - Use to pop-up calendar to specify the expire

date.
Previous Back to previous configuration page.
Next Go to next configuration page.
Cancel Exit the setting page without saving any configuration.

3. When you finished tying the above settings, click Next to create or specify an existing network
for such user.

Create a network

| Existing network

o

(2] Mew network

Parent Metwork: L Metwork View v |

MetworkMarme: carrie_netwark

Location: rmarketing

User Marne: carrie

Paszword: 04160416

| Pravious I Next I Cancel |
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Available settings for such feature will be shown as follows:

Items Description

Existing network

Click the radio button. The existing network will be
available for you to choose.

Metwark: l Wholenetwork | 'rJ

» ] Wholenetwork
New netwo

New Network

Click the radio button to create a new network for such user.

Parent Network — Choose one of the existing networks as
the Parent Network.

NetworkName — Type a name for the new network.
Location - Type a brief description for the new network.

User Name - Type a name (e.g., market) for the new
network.

Password - Type a password (e.g., market) for such new
network.

Previous Back to previous configuration page.
Next Go to next configuration page.
Cancel Exit the setting page without saving any configuration.

4. When you finished tying the above settings, click Next to review the settings. A summary for
the new user and network will be displayed as the following figure.

Summary

User:

Userlame: carrie

Password: 04160146

Email: carrie_ni@draytek.com
Telphone: 5972727
Description: test WigoraCs
Status: Active

Mailtotify: true

SMS Motify: true

Fole: Group Administrator

UserGroup:

Mew group

GroupMame: carrie
EnableGlobalMailServer: true
Modes: -1
EnableExpireDate: true
ExpireDate: 2011/07/15

5. Click Finish to save the settings.

| Previous || Finish | | Cancel |
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6. Open User. The new added user profile will be shown on the UserPanel.

Essentials

>User Group

>User Group Management

*Role Management

*Device Group

>=Wholesale Wizard

VigorACS Sl User's Guide

UserPanel

UserName

root
adrain
aperator
tirm

vivian
viviantest

carrie

Your reliable networking solutions partner

Password
+EW1NIOXIFO0FIQmx LI
ODPIKUNIPMDEILCuw1h
fpbdoRvgxBtOKD qSkmLt
eq3ESrthgtA3K4EISFRMLE
+EW1NIOXIFO07IQmx LI
+EWNIORIFO0FIGmxSLw

FanywHIyPStrSHVIEKTwH:

62

Email
tim_yang@draytek, com
admin@ems

operator@ems

cania_ni@draytek. com 5972727

Telphone

Systern Admin
Adrinistrator

Operator

test VigorAls
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Chapter 6 Device Management

The home page for VigorACS is Device Management.

Basically, a summary screen with Network and Devices, Unknown Devices and Latest Alarms will

be brought out for your reference whenever such mode (Device) is selected.

The welcome screen for VigorACS can be divided into two boxes, one is Essentials (the left side)
and the other is main screen (the right side). Essentials contains four groups (containing drop down
items), Networks and Devices, Wizards, Reports, and Inventory Monitor. Main screen will be
changed based on the group selected in Essentials.

Essentials

» Networks and Devices
=2 Network View(27)
. B2 alvaco(1)
. 57 Other(1)

57 RD3(0)

57 RD6(1)

%7 RDE(6)
- B2 RDE_2(3)

%7 testbne twork (0)

2130
- 4P DrayTek_001DAA Vigo
- 49 DrayTek_DO1DAA Vige
- 40 DrayTek_D01DAA_Vigo
- 4 DrayTek_D01DAA_Vigo
AP DrayTek_001DA4_Vigo
AP DrayTek_001DA_Vigo

A_ Wizards
Reports

7 Inventory Monitor

DrayTek

Network: Network view

Your reliable networking solutions partner

B2 Hatwark () view Burn .mereless 1)ap Manzgement

Networks And Devices

- Managed networks and devices

-

oJ Temlnumber of netuorks 7
Alarm networks: S

Total nurnber of devices:27

Nurnber of alarrmed devices:25

IP Address
192.168...,
90.145.2..,
112166,
172.16.2....
118.166....

2130

118,166,

Device Name
DrayTek_001DAA...
DrayTek_001DAA...
DrayTek_00S07F...

DrayTek_00S07F...

DrayTek_00104A.

Device Type Action

, T

Vigorz3en

Wigorzd 30V

&
<
Wigorap 200 (]
[+
[+
o

Vigarz8s0vn

[<]

Latest Alarms

Level Time

4 Critical 2016/07/28 05127130

W critical 2016/07/28 05127130
W critical 2016/07/28 05:27:22
W critical 2016/07/28 05:26:54
&P critical Z01E/07/28 05:12:30

P Critical 2016/07/28 05:12:28

Device Name

DrayTek_001DAA Migor...

2130

DrayTek_00S07F_Vigara,.,
DrayTek_00S07F_Vigarz..,
DrayTek_00S07F_Vigar_..

DrayTek_001DAA_Migor2..,

Network

Network View

Metwork View

Network View

Network View

Hetwork View

Hetwork View

Description

DevicelossConnection

xi
£l
s

DevicelossConnection
DevicelossConnection
DevicelossConnection

»
DeviceLossConnection [ %)

DevicelossConnection

There are four menu items offered for users/administrator to adjust corresponding settings. Move
your mouse cursor on any one of them, the drop down menu items will be shown automatically.

L Inventory Monitor

Available parameters for NAT DMZ Host settings include:

DrayTek
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Items Description

Networks and Devices This field displays network and devices controlled by
VigorACS. To get the detailed information for each
device/network, just click one of device/network. Device
Details will be shown on the right side. Refer to the
following figure.

# Networks and Devices

¥ Fr Wholenetwork(54) [
.. 5ruknetwork(1)
- Eritnetwork(10)
- B thnetwrork(9)
- Brusanetwork(0)

- Br gminetwork(0) i
- EBrbmetword(4)
- Brmxnetwork(4)
- Brametwork(2)

Dray Tek

/001DAAASABS0 Your reliable networking solutions partner

|: (¥ Device @) System [l Lan @ wan Dven L= Firevall @UEET Enat 1T Applications —EAdvan:e

oo ot CT— .

Device: DrayTek 00507F_Vigoj

4 Networks and Devices

¥ 7 Network View(39)

% Carrie(0) Status: Normal UpTime: & days 03:02:24 Name Index| VLANID| DHCP P
Hardwars Modzl: Viger3900 CPU: 73%

% FAE(21

’ (21) Firmware Version: 1.0.8_Bets Memory: 64% Wan 1 10 172.18.1.1

%7 Jason(2) Hardware Version: 1.0 Note 1:

Wan 11 114.43.210..]

MAC Address: OD1DAAABABED | Note 2:

Serizl Number: Web: http://114.42.2]

Device Name: DrayTek_00507F  Proxy: http://114.43.2]
MyVigor License:
Start Date:

» KdS_rd3(3)

B:

- ) DrayTek_00507F Vi |
i @ DrayTek_00507F_Vvi =
Lo jgad DrayTak_BLEUT

Wan 13 172.18.4.1 n

[+] [+

End Date:

%7 MexicoNetwork(0)
27 NL(4)
& VoIP Status
*7 Others(0)
% RD2(0) Interface | Status UpTime Tx Rate Not supported on your devics.
& RD3(6) lan1 @ o o
& ro5(0) lanz @ o 0
¥+ RDo(L) lan3 @ o o
T, Wizards S @ o o
. & Reports van2 @ o 0
r—= - van3 @ o 0
& Inventory Monitor 1 ol
T

@ Alarm / Note
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ltems Description

Wizards

Backup, restore, firmware upgrade, reboot, factory reset and
WCF batch operation for CPEs can be done via Wizards.

¥ | Configuration

¥ [ Firmware
P | | Firmware upgrade
¥ [7Reboot

¥ | Factory Resat
- | ] Reset System Password
¥ | MyVigor License

..... | | Batch Activation

o | ] Bind With MyWigor Accoun

Note: Refer to Section 6.3 and Chapter 12 for detailed
information about wizards operations.

Reports

Such groups allow the user to check traffic statistic, graph,
firmware, IP, Status, Device, MyVigor License information
for all the CPE controlled by VigorACS.

% Reports
» || Traffic Reports
» ] Firmware
» ] Network
¥ [ 5tatus
- | ] Status Owverview

¥ | 7 Information

L |

| MyVigor License
. _| Batch Activation
b _‘l Bind With MyVigor Accoun

Note: Refer to Section 6.3 for detailed information for
printing reports with PDF files.

DrayTek
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Items Description

Inventory Monitor Click Inventory Monitor to display the devices (CPES)
under different model series.

% Reports

& Inventory Monitor

¥ 7 Inventory View
- 57 Vigor120(2)

- BrVigor2110(1)

- Bz Vigorz 130(1)
- B# Vigor2710(6)

- B Vigor27 10e(1)
- B2 Wigor27500(1)
- Bz Vigor2g20(15)
- Br Vigor2010(12)
- Bz Vigor2920(1)
- Br Vigor2930(1)

- Bz Vigor2950(3)
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6.1 Networks

This page displays the information and current status for network(s) and device(s).

A convenient design offered by VigorACS is that you can select the menu items from menu bar or
side bar according to your usage habit.

Side Bar

Netmnel: ni-s Your reliable networking solutions partner

Hetwork QView QVPN ."\\Wireless 'E‘:}AP Management) ([ | A
p——

S

Menu Bar .
- I~ Managed networks and devices IP Address Device Name Device Type Action &
":’ Total number of networks:7 192,168, DrayTek_001DAA... 9 =
Alarm networks:S 90,1452, CrayTek_0010AA., 0
Total number of devices:27 118.166.... | DrayTek_00S07F..  VigarAP 900 (] -
Murnber of alarmed devices:25 172.16.2....  DrayTek_00507F..  Migor2é0 0
118.166.... | 2130 Wigorzl 3o o
118.166..., | DrayTek_001DAA.,,  VigorZ260un @ |-

Latest Alarms

Level Time Device Name Network Description Action

Los . W critical 2016/07/28 05:27:30 DrayTek_001DAA_Vigor2.. = Metwork View DevicelossConnacion a9 v
N . . [
@ critical 2016/07/28 05:27:30 2130 Metwork View DeviceLossConnedtion [ %)
. . . [
P Critical 2016/07/28 05127122 DrayTek_00S07F_VigorA... Metwark Wiew DeviceLlossConnecion ﬁ hj
. . . [
& critical 2016/07/28 05:26:54 DrayTek_00S07F Vigorz.., | Metwark View DeviceLossConnection [CR%]
N . . [
AP critical 2016/07/28 05:12:30 DrayTek_00S07F_Wigor_... Metwark Wiew DevicelossCaonnedion u ;j
X . . [
P critical 2016/07/28 05:12:28 DrayTek_001DAA Vigorz..., Metwork Wiew DevicelossConnedcion Q J

Network: Network View Your reliable networking solutions partner

U ':" Network Q\fiew QVPN .mwireless {:":}AP Managernent o l_
MWetworks And DeviQ® Unknown Devices ( m
M d networks and devi - - . [ Metwork Surnmary

_- lanaged networks and devices IP Addres Device Name Device Type  Action
- W || Metwork Devices
Total number of netvorks: 7 192.1... | DrayTek_0... o |k
o 4 = || Metuerk Map
Alarm networks: 5 30,14, DrayTek_0... 9 [ pashboard
. E
Total number of devices:27 a0 OrayTak_0... VigorAP 900 O
Hurnber of alarrmed devices:25 "
172.4.. | DrayTek_0..  Vigor2seo ]
118.1... | 2130 Wigorz130W )
118.1.. CrayTek_0O... Migorzgeivn 9 I
Latest Alarms
' Level Time Device Name Netwrork Descripton Action
4= . Whcriical | 2018/07/28 055 DrayTek_001DAA.. | Network Visw  DevicelossConnection 99k
E
AP critical 2016/07/28 05t 2130 Hetwork View  DevicelossConneckion Ej m -J
@D critical | 2016/07/28 050 [rayTek_00S07F..  Metwork View DevicelossConnectiol fud ol
-
P critical 2018/07/28 03t DrayTek_00S07F... Network Wiew | DevicelossConnection ﬁ 53
@ critical | 2016/07/28 050 prayTek_00S07F.. | Metwork View | DevicslossConnectiol ol
@ criticsl | 2016/07/28 05 prayTek_001DAA.. | Netuork View | DevicelossConnectiol Gl L |fr o’ VPN
e De DTIO
Menu Bar Available menu items for the network contain Network,

View, VPN (e.g., VPN wizard), Wireless (e.g., wireless
wizard) and AP Management.

Available menu items for selected device will be changed
based on the model of the selected device.
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Side Bar Only the common used menu items for the network will be
displayed. That is, not all the available parameters settings
can be seen in this area.

The Side Bar can be unfolded whenever you click on any
one of the menu items.

Network And Devices This area will display the total number of networks/devices
managed by VigorACS.

Unknown Devices This area will display the devices detected by VigorACS
which has not grouped under any network to be managed by
VigorACS.

If you click the “+” button, a pop-up window (as shown
below) will appear for you to specify which network the
device can be added to.

Add device to a network

Add to network: L Network View |

Device name: DrayTek_001DAA_Vigor2760_001DAAD407ES

Location:

Emergency phone number:

Set to known device:

&

Apply Cancel

After finished the settings, click Apply. The device will be
added to the specified network and will be removed from
unknown devices area.

Latest Alarms This area will display the record of the device/network with
latest alarm message.

Below shows an example to open a menu item from menu bar or side bar:

®  Click the Network menu item from the Menu bar and choose Network summary.

Bp vetwork () view Fven

! ﬁ Metwork Surnmary

~ m Metwork Devices
T

3 I“ Metwork Map

Wil Cazhboard

®  Click the Network icon on the Side Bar, a drop down menu items or expanded menu items
will be shown as follows.
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| | Metwark Surmrnary
| | Metwork Devices
| ] Metwark Map

| ] Dashboard

Click the Close arrow on the unfolded side bar to fold the Side Bar again.

| ] Metwark surnrnary || Metwork surnrmary
| ] Metwork devices | ] Metwark devices

| ] Metwark map - | | Metwork map

Et Network
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6.1.1 Network Summary

|_] Metwork Surnrmary

] E Metwork Surmmary
| ] Metwark Devices

" m Metwork Devicas |
L |_] Metwork Map

" [
'l Metwork Map
' | ] Bashboard

Cashboard

Network Summary provides summary for the whole management and shows the Networks
information, devices information, latest alarms information and unknown devices information.

Network: Network Yiew Your reliable networking solutions partner

|I:‘ =; Metwark Q\u"iew QVPN .mwireless {-"@AP Managerment |L’H
Networks And Dev &} Network 3

|| Metwark Surnmmary

L Managed networks and devices IP Addres Device Name = Device Type  Action
-~ - || Metwork Devices
< ;/ Total number of networks: 13 5.11.... CrayTek_00.,,  “igerZ7eo 0
< ] Metwork Map
Alarm networks:16 220,1... | DrayTek_00,,,  “igoresP 800 0 [ Dashboard
Total nurmber of devices:3 111.2.., DrayTek_00...  igorz760Wn 0

Murnber of alarmed devices: 2

Latest {\__I_arms

Level Time Device Name Network
Hetwark Wiew DevicelossConnedio ﬁ ﬁ

Description Action

s P critical Mon Jul 27 11:3 DrayTek_00507F...
QCriticaI Man Jul 27 11:3  prayTek_00104,.. Metwark Wiew DewicelossConnedio ﬁ ﬁ

) VPN

7 DrayTek
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6.1.2 Network devices

B2 network () view Fven
] ﬁ Metwork Surmmmary |_] Metwork Surnrmary
. m Metwark Devices I I_.] Metwork Devices
'4 !ﬁ Metwork Map " L] Metwork Map

c
iil] Dashboard | ] rashboard

A list of managed and controlled CPEs under the selected network will be displayed with icons in
this page. On the left side of the page, the tree view shows all the created groups. On the right side,
the CPEs under selected group will be displayed.

Network: Network View Your reliable networking solutions partner
|I:1 ;" Metwork QView @VPN .'\ Wireless 'E:':}'AP Managernent

@ prayTek_00507F_... & DrayTek_001DAA_.. 40 DrayTek_001DAA_.. &9 DrayTek_001DAA_.. 4 DrayTek_001DAA_.. &P DrayTek_o0 1IDAA_.. |

- N % - N

U DrayTek_00507F_... & DrayTek_001DAA_.. &P DrayTek_001DAA_.. &P DrayTek_001DAA_.. & DrayTek_00507F_... 4 2130

B -

U DrayTek_001DAA_.. & DrayTek_00507F_... &P DrayTek_001DAA_..

e

To have the detailed information for each CPE, simply move your mouse to the device (represented
as an icon) you want and click on it. A Device Details page for the selected CPE will be displayed
immediately for your reference.
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Device: DrayTek_00507E_Vigop00507F798528 Your reliable networking solutions partner
|:‘ J Device {‘ System QLAN Ha) WAN VPN :_.ﬁ:: Firevall User %NAT :l Applications —EAdvance

Device Kefe === a
Status: Normal UpTime: 3 days 23:16:14 Name Index VLANID DHCP P
Hardware Model: Vigor2300 CPU: 58%
Firmware Version: 1.0.8_Bats Memory: 67% Wan 1 10 192.168.60..
Hardware Version: 1.0 Note 1: B
Wan 2 11 . .6.15
MAC Address: D0507F798528 Note 2: 220.133.6.1
Serial Number: Web: http://172.17.5, Wan 3 12
Device Name: DrayTek_00507F. Proxy: hittp:/f172.17.5,
MyVigor License: Wan 4 13 i
Start Date: |
| 4] [T | [+
End Date: -

Pori Stalus VoIP Siatus

Interface | Status UpTime Tx Rate = Not supported on your device.
lani @ 0 0

lanz [+ o o

lanz @ o 0

wani @ o o

wan2 @ 0 a

wan2 @ 0 0 -]

| P i | 1*]

6.1.3 Network map

A MR A e =

! a Metwork Surnrnary |_] Metwork Surnmiary
m Metwork Devicas | | Metwork Devices
iﬁ Metwark M Metwark Ma
- etwor ap d P
Wil Daszhboard || Dashboard

Such mode allows you to view the devices with a bird view. Network map can assist you to find
out the location of the devices conveniently and easily.

irevall f§l User (Qnat -

‘IZ* (J¥ Device &) system [l Lan QJWAN Hven (@ vaip ."\\Wireless ."\\w\relessja D) o5L = Multi-BYCs cfa Diagnostics == Bandwidth L3

Sanzn Jmshan
= . _ Map | Satellite
~ DrayTek 2850 114 I
DravTek 2850 114
(< >

Mac Address: 0050TFAGEEES
| Manufacturer DrayTek
Dansht  wargware 222
¥P | Phone Number 765544332

@ Location: taipei
12 1P 17217 511480

%m < |

Shuangxi

) :
Map data ©2014 Google! Kingway . Terms of Use |
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6.1.4 Dashboard

:; Metwaork {‘_‘lview ?)UF‘

==
| ﬁ Metwork Surnrmary

' m Metwork Dewvices
!H Metwork Map

Wil Dazhboard

CASS ../
|| Metwark Surmirnary
|| Metwork Devices

|| Metwark Map
d Dashboard

This page can display the network status, online/offline, number of routers/network groups and
router inventory for the whole network or for the selected network group by using pie diagrams
with different colors.

Essentials

& Networks and Devices

Network: Network View

T B netvork (O view Dven R\ wireless (40Ap Management
o 24 L)

Your reliable networking solutions partner

¥ "7 Network View(27)
%7 alvaco(1)
%2 Other(1)
57 RD3(D)
%sRD6(1)
- 57 RDB(6)
- B2RDB_2(3)
- 57 testbnetwork(0)
- 4 2130
- @ DrayTek_D01DAA Vigo
- @ DrayTek_001DAA_Vigo
- @ DrayTek_001DAA Vigo
- @ DrayTek_001DAA_Vigo
- @ DrayTek_D01DAA Vigo
B CrayTek_001DAS_Vigo

Wizards

Reports

' Inventory Monitor

Network Status

Routers Online /Offline

No. of routers ‘netrrork Router Inventory

Vigor2925n
B vigorar s02
| BLUE Vigor2130¥

Vigor2860¥n

VigorAP 910¢C
Other ¥igor2025F¥n
M rps_2 Vigor2860¥
B testonetwork VigorAP 900

alvaco ¥igor2960

VigorAP 810

Vigor2860ac

Vigor2860Ln

6.1.5 Refresh

(:I Fefrazh

ﬁ Sub devices recursively

This function can refresh current network information displayed on the screen.

DrayTek
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6.1.6 Sub devices recursively

(:I Fefrazh
ﬂ Sub devices recursively

This function can display the statistics for networks and devices through pie chart.

Device: DrayTek_00507F_Y¥igor2960_005(

F7CBBFD

Your reliable networking solutions parine

|I: ‘; Metwork QView QVDN ."‘hWireless QIQAP Managerment

Netw ork Status

Routers Online /Offline

0w

. down

VigorACS Sl User’s Guide

No. of routers /nethwork

74

|
|
[ |
[ |
RD3
|
RD S
RD6
Other
RDE_2
testinetwork

alvaco

Router Inventory

Yigor2925n
YigorAP 902
Yigor2 130V
Yigor2860¥n
VigorAP 910C
Yigor2z925F¥n
Yigor2iGoV
Yigorz910¥
Vigor2g20¥
YigorAP 900
Yigor2960
VigorAP 810
Vigor2 132F¥n

Vigor286Glac

a
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6.1.7 VPN

VigorACS offers an easy method to configure VPN settings for building VPN connection between
two CPEs.

.g)'u'l-'w :\\Wire'ESS
w VPN Wizard

Click VPN Wizard from VPN menu to open the following page.

1 Brmatuork u\u‘iew ‘J)VPN .:\\Wireless '::':}AF‘ Managerment

YPMN Wizard

Network Group
B FETE
M IPsec

VPN Fail

Tip: Drag device from Metwork Monitor at left, and arrange dewice position with rmousze cursar,

— 1 — T —— T,

Available settings for such feature will be shown as follows:

ltems Description

..l-. Add device... Click this button to add a device for building VPN
connection. If you do not click this button first, you can not
drag any device from Network View.

T PPTP To build a quick VPN connection with PPTP, simply click
= this button first and then drag the device from Network
View to the black area.
== | |Psec To build a quick VPN connection with I1PSec, simply click
= this button first and then drag the device from Network
View to the black area.
){r Advance Connection To build a VPN connection with detailed configuration,

click Advance Connection tool. For detailed information,
please refer to the section of Building an Advanced VPN
Connection later.
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3
=
:

4+ (E (E| (5] W) (X (&P ()

Click this button to remove the selected device without
VPN connection.

| m Remove the device....
N/

~f. | Disconnect

To disconnect a VPN connection, Click this button and

move the mouse cursor to the VPN connection that you

want to disconnect. Notice that the mouse cursor will be
transformed into a scissor.

VPN Wizard

ot WPN connection.

If you press Enter, a confirmation dialog will appear. You
can click Yes and the VPN connection will be cut off
immediately.

Confirmation
Disconnect WFMN from 17217 3192 to

1721731917

—_P Change LAN IP Setting

If there is LAN IP segment conflict in VPN connection,
please select that device and click this button to change
LAN IP setting.

45| Refresh VPN Wizard

Click this button to reconnect both devices.

How to Build a Simple VPN Connection

Please follow the steps to build a simple VPN connection.

1. Open VPN>>WPN wizard. You will get the following page. Selected CPE will be
displayed in the middle of the screen. There is no VPN connection existed.

VigorACS Sl User's Guide
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VPN Fail

B2 Marketing (1)
- &) Draytek_Robin
- &4 Draytek_alan
- &4 Draytek_Eric

Draytek_Alan
Device ID: 2
IP: 172.17.3.192

- () Draytek _Jenny

(. 9 CrayTek_Rambo

3. Click the Add device button.

C2)

Add device for YPMN connection and

topology arrangement

4. Choose one device from the Networks and Devices that you want to build a VPN
connection with the current selected device. Drag it from the Networks and Devices to
the page of Device Details.

VPN Wizard

Tip: Drag de Monitor at left, and arrange d
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5. If you want to build VPN connection through PPTP or IPSec, click the PPTP or IPSec
icon first. Then, drag one of the devices to the other.

YPN Wizq_rd

Tip: Setup a PPTP WPN connection by drag-drop one device to another.
6. A confirmation dialog will appear. Click Yes.

Confirmation

Link VPN from 172173192 to
1721731917

R

7. Now, the system will configure parameters automatically between these two devices.
Please wait patiently.

Tip: Waiting device for parameter configuration...

Waiting for device ¥PN configuration, retrieving ¥PN status in 9 seconds

8. When the VPN connection has been done, an arrow will appear and indicate the direction

between these two devices. VPN connection information also will be displayed below the
black area.

9. Different colors for arrows represent different protocols used in VPN connections. Green
means PPTP mode; blue means IPSec mode; and red means the VPN connection is failed.
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6.1.8 Wireless

WDS Wizard offers a quick and simple way to build WDS network between Vigor routers and
network.

4 @A\ Hireless ighap m:

R, WDS Wizard

Click WDS Wizard from Wireless menu to open the following page.

- w—
I“'"i ",‘ Metwaork QView pVPN .'\ Wireless {T}AP Managernent

onitar at left, and arrange device positio

Available parameters for this function include:

Items Description

..l-. Add device... Click this button to add a device for building WDS
connection. If you do not click this button first, you can not
drag any device from Network View.

|F=1| Bridge To build a quick WDS connection in Bridge mode, simply
click this button first and then drag the device from
Network View to the black area.

| 0 Repeater T_o build gquic_k WDS co_nnection in Repeater mo_de,,
simply click this button first and then drag the device from
Network View to the black area.

| m Remove the device.... Click this button to remove the selected device without
WDS connection.
“ | Disconnect To disconnect a WDS connection, click this button and

move the mouse cursor to the WDS connection that you
want to disconnect. Notice that the mouse cursor will be
transformed into a scissor.

Dray Tek 79 VigorACS Sl User’s Guide



'N connection.

If you press Enter, a confirmation dialog will appear. You
can click Yes and the WDS connection will be cut off

immediately.
—9| Change LAN IP If there is LAN IP segment conflict in WDS connection,
Se.tting please select that device and click this button to change
LAN IP setting.
| (R, | Refresh Click this button to refresh this page.

6.1.9 AP Management

3 :I;f-'xl-' Manageren

5\‘\ AP Status |

At present, only AP Status is available. Click it to check the status of VigorAP managed under
current selected network.

= 2. F 5 :
|-| B2 netvork () view J)ven g\ wirsless %

RIETFTRIBYLEEE [l ;

Device ID Device Name Device IP SSID 551D 5G Encryption Encryption 5G Channe g

1z VigorAP 800_00507FC8434 192.168.1.2 DrayTek-LAN-A  DrayTek-5G Mixed(WPA+WPAZ)/PSK Disable

[«

Available parameters for this function include:

Items Description

l By | Refresh Click this button to refresh this page.

Click this button to save related information of AP status as

[E | Exportto CSV
L= =P a CSV file.
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[ | First When there i_s more than one page for relat_ed information of
AP status, click this button to display the first page.

‘JL- Previous When there is more than one page for related information of
AP status, click this button to display the previous page.

ji) Next When there i_s more than one page for related information of
AP status, click this button to display the next page.

| Last When there i_s more than one page for related information of
AP status, click this button to display the last page.
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6.2 Devices

Most of the Vigor CPEs controlled and managed by VigorACS can be viewed and modified though
VigorACS. Click one of the CPEs from the tree view under Essentials>>Networks and Devices.

Note: The menu items displayed on menu bar /side bar will be different according to the Vigor
router selected. Here, in this section, Vigor2960 is selected as an example for introducing
device management.

Side Bar

Your reliable networking solutions partrz:

>

Device: DrayTek 00507F Vinnr20en nncodreceanon

¥ Device @] systern [dLan h;’;WAN Hven =a.-'-.:Firawa|| @uSerCE)NAT :lAppli.:ations

Menu Bar

Device Intormanon -
Status: Morrnal UpTirme: 11 days 15:43:17 Link Status Name Index VYLANID DHCP a
Hardware Maodel: Wigarz9&0 CPRU: &%
Firmware Version: 1,3,0_Beta Mernory: 42% up Wi an 1 1o 1721 )
Hardware Version: 1.0 Mote 1: W Dizable wean 2 11 =
MAC Address: DOSOFFFF3900 Mote 2: =
Serial Number: Web: hitp://172.16.2.1 & up Lan 1 10 false 1921
Dewice Marne: DrayTek_00S07F. Proxy: httpe//172.16.2.0
Myvigor License: Metwork Marne: Metwork View risable Lan 2 a false D.D.D. |
Start Date: = b |
End Date: [] ! [»] v

i Status H
Port Status VolIP Status M

Interface | Status UpTime Tx Rate Tx Enal * Mot supported on your device,

lanl [~ o o

lanz [*] i} o !
lan3 [ ] a o .
lan4 [*] [1} [1}

wanl [ ] a a [
wanz @ =0 0 B

[« ] [+

® Alarm / Note

Your reliable networking solutions partner

= —= - =
(¥ Device @] Systam [ dan l.a)WAN Hen L EFirawall @uSer Lﬁ."pNA‘r ) applications

BOF [mm O

Device Information

Hardware Model: Vigorzosn TR B

Firmware Version: 1,3.0_Beta Memary: 42| | Up Wi an 1 10

_

Hardware Wersion: 1.0 Mote 1: : £
MAC Address: D0S07FFF3300 Note 2: Qpoicable | wan : .
Serial Hurnber: web: bt (& 0p Lem 1 10 -
Device Narme: DrayTek_00S07F_ Prasxy: ht -
Myvigar License: Metwaork Mame: Me &P Dizable Lan 2 o
Start Date: [ ] Device Systern Log

End Date: [«] - ] I

- | Firmware Status
| Ping/TraceRoute From ACS

Port Status VoIP Status | Firmware Upgrade

] Firrware Upgrade Log

Interface | Status UpTime Tx Rate | * Haot supparted on your device, || Reboot Device

lani [~ ] o o | Factory Reset Device
lan2 @ o ] ) copy Parareters
lanz [*] o [1} ] Copy Parameters Lag
land @ o ]

wanl @ [o i

wanz @ o o |~

Pl [ I v

ltems Description

Menu Bar Display all the available menu items for the device, such as
Device, System, LAN, WAN, VPN, Wireless, DSL,
Multi-PVC, VoIP, NAT, and etc. Different model of CPE
will bring out different menu items.

Side Bar Only the common used menu items for the selected CPE
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will be displayed. That is, not all the available parameters
settings can be seen in this area.

The Side Bar can be unfolded whenever you click on any
one of the menu items.

Device Information This area display general information for the selected CPE.

| E - Click it to backup current configuration for the
selected CPE as afile.

| t, - Click it to perform the restoration of the latest
configuration file for the selected CPE.

| ﬂ - Click it to download the latest configuration file
for the selected CPE.

Port Status This area will display current status (online/offline, up time
and transmission rate) for LAN, WAN, and WLAN of the
selected CPE.

Network This area will display current network configuration, such
as VLAN ID setting, DHCP server enabled/disabled, IPv4
address, IPv6 address, proxy enabled/disabled for LAN,
WAN and VLAN of the selected CPE.

VolP Status If the selected CPE does not support VoIP, you will get a
message of “Not supported on your device”.

However, if the selected CPE does support VoIP, you will
get VolIP Status as the following figure.

YoIP Status

SIP Account Registered Account Ring B * |
1 o 100

z (&) 200 Phonez

3 [ draytek 5555 Fhonel,p|

4 =) draytek 5556 Phonez

5 [ fannylz23 r
3 [ v |
<J . ]

6.2.1 Device Summary

:ll Lieice

S

% Surnrnary

Click one of the CPEs from the tree view under Essentials>>Networks and Devices. Then Open
Device>>Summary. Device details for the selected CPE will be shown with the summary
information of system, alarm, network and note. The following example shows the summary of
Vigor2960.
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Essentials Device: DrayTek_00507F_Vigor2960_0050#FFF3900 Your reliable networking solutions partner
T e |: J Device @] System QLAN @WAN ))VDN ;___Fwewall @userL@NAT :)Apphcatmns
Boe

&P DrayTek_0010AA Wigo

- @ DrayTek_00104A Viga Status: Normal UpTime: 11 days 18:48:45 Link Status Name Index| VLANID DHCP -
Hardware Model: Vigor2960 CPRU: 9%
) Tek_0010AA Vi
L oravTek —ae Firraware Version: 1,3.0_Beta Mernory: 429 e e 2 1o LB
DrayTek_D01DAA_Wigo jon: N =
W DrayTek | _Mig Hardware Version: 1.0 Mote 1: @ Disable Wan 2 1t H
@ CrayTek_001045 vigo MAC Address: DOSOTFFF3300 Hote 2: =
- - T Serial Hurnber: web: http://172.16.2.1 | & up Lan 1 10 false 1921
-~ 4 DrayTek_001DAA Vige Device Mame: DrayTek_00S07F. Proxy: http// 172.16.2.1
- @ DrayTek_0010AA_Wigo MyVigor Licensa: Netwark Name: Network View W pisable Lan 2 o false 0.0.0 ]
) DrayTek_0010AA Vi Stars Dave: A
W CrayTek_ _Migo e Doter [+1 Iv]

- 4 DrayTek_D01DAA Wigo

- ) DrayTek_0010AR_Vige 3
[ - & DrayTek_00507F Vigo UpTime Tx Rate Tx Enak 2 Mot supported an your devics.
- = = @ 0 e
&9 DrayTek_00507F_vigo lanz @ o o
- lan3 @ o a
¥, Wizards land @ o a
Reports wanl @ |0 o
wan2 @ o 0 2

" Inventory Monitor

[0 ] D]

% Alarm / Note

You can switch into other page to check additional information, e.g., location of CPE, list of
managed CPEs, Web URL to connect CPE and so on. Just move your mouse to Device menu and
select one of the items from the drop down list.

6.2.2 Device Map
J Device

I:? Diagnostics == Bandwidth r_.’.
Satellite
' | Map ,,at__lllt_
l._. - T B "
\
< 2> DrayTek 001DAA Vigor2925n_001DAAC |
v P | Mac Address: 001DAACBCEDE | X L
Finland | Manufact i
Sweden \ 7
. i
r 4
g ;
United + | N P I
Kingdomy T - Ca
| Poland_ o _RE “
Cemany, > I:lllemlne 8 Kazakhstz ™y >
Frajpeg~" 7 r
L *lnaly -
Spain | & o 4 F
P ” J Turkey hn North Unil
1) AL —— AW Kores Pacific
Afghanist y
i ! AragY e O \./ Ocean
[ Abgeria Libya Egypt. < “Pakistan Q
B . Saudi Arabia India ar B ] k
- Thailand f
Sudan
ad ; . T
* “Ethiopia
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6.2.3 System Management for Selected CPE

VigorACS allows you to view device system log, firmware status, time, TR-069, password setup,
syslog setup, statistics, ping/trace route, firmware upgrade, reset/reboot the device, management,
copy parameters, CPE notify log, CPE exclude parameters, Login greeting and so on by using
System menu items.

Click one of the CPEs from the tree view under Essentials>>Networks and Devices to display

general information for the selected CPE.
DrayTek ______ VigorACS

Essentials Device: DrayTek_D01DAA_Vigor2860ac_0Q#DAAR9E6S0 Your reliable networking solutions partner
BN

= [t @ systern LA A,
i Networks and Devices [ o bkl nt

- Bralvaco(1)

- &7 Other(1)

Status: Critical UpTirne:

Parameter error:  Device no response.
Hardware Model: Vigorz8éiac cpu:

Firraware Version: bets_D414 Mernary:
- B7RD3(0) Hardware Wersion: s Hote 1
. 52RDE(1) MAC Address: DDLDAABSEEED Hote 2
Sarial Humber: Web: http://111.251.2
57 RDB(6) Device Narne: DrayTek_001D88, Proxy: httpr//111.251.2
57 RDE_2(3) Myigor License: Metwork Marme: Metwork View
. Start Date:
%7 testbnetwork (0) End Date:
g2130

- 48 DrayTek_001DAA Migo
- 4 DrayTek_0010AA_Migo
&P DrayTek_0010AA Wigo

Port Status VoIP Status

Parameter errar; Device no response. Parameter error:  Device no response.

@ DrayTek_D0L0AA Vigo
- 4B DrayTek_001D&A Wigo

‘F: Wizards
Reports

" Inventory Monitor

% Alarm / Note

Next, open the System menu by using the drop down menu or clicking the System button on side
bar.

L—1jp | Note: The menu items under System will be different according to the model of CPE selected.
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Checking Device SysLog for the Selected CPE

The administrator can check syslog for selected CPE. Simply choose System>>Device System
Log.

.J Systam l! @ fg

| rr—r— (T i—
L -

|_ Firmware Status

| §:_' Time

1 @ TROGS Setting

ﬂ Admin Password Setup 1§ Device operation

|'i'|? User Password Setup u Device System Log
SysLog Setup u Firmware Status
Mail Alert Setup | | Ping/TraceRoute From ACS
Stotistics |_‘| Firmware Upgrade

[ ] Firmwara Upgrade Log
|_‘| Reboot Device

Ping/TraceRoute From ACS

Firmware Upgrade
| | Factory Reset Device

Firmware Upgrade Log
|_‘| Copy Parameters

Reboot Davi
shoot Levies | ‘| Copy Parameters Log

Factory Reset Device

Copy Parameters

B8 Y CUiii e < S il

Copy Parameters Log

Related page will be shown as follows:
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(@ omvem ) sreer Bl O i G v v Do
DrayTek_001DAA_Vigor2860n_001DAAB96670
Firewall VPN UA Ccall WAN Others
B
il | Q Search ( Search
P System Time Client Time Host Name [ Class Name

-

| 4] i ] |

If you want to check syslog for all devices which are controlled by VigorACS, please refer to
Chapter 6 Log View for more detailed information.
Checking the Firmware Status for the Selected CPE

To get the information of firmware version for the selected CPE, please open System>>Firmware
status.

= @] System Lyl Lan whwaN J)ven

! §= Diavice System Log

@ Firmware Status
) gz Time |
l@ TROGS Setting

a
ﬂ Admin Password Setup

\ ] Device operation

[i]? User Password Setup |—.| Device system log

|_'| Firmware status
SyslbLog Setup
|_"| Ping/TraceRoute
Mail Alert Setup |
e |_] Firrmware upgrade
Statistics

| ] Firmware upgrade log
|| Reboot device
Firmware Upgrade | | Factory rezet device

Firmware Upgrade Log |_'] Copy pararnetars

Ping/TraceRoute From ACS

(i o 3 G i

Reboot Device |_] Sepy parameters log
Factory Reset Deavice

Copy Parameters

Copy Parameters Log

BERYS
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A screen of firmware status for the selected CPE will be shown as follows.

Firmware
=)

Index 1
Modem Firmware ¥Yersion 211011_A Annex_A
Lofhware Version 3.3.6
Manufacturer OUI 00507F

Model Name Vigor2710¥n

Available parameters for this function include:

ltems Description

Index Display the index number of the CPE in current network
group.

Modem Firmware Version Display the firmware version for the hardware that the CPE
used currently.

Software Version Display the software version that the CPE used currently.

Manufacturer OUI Display the characters of OUI. OUI means “organizationally

unique identifier” of the device manufacturer.

Model Name Display the model name of the selected CPE.

EI Save parameter Click this button to save the parameters settings.
=)

settings

Specifying the Time Setting for the Selected CPE

To get the information of time setting or modify the time setting for the selected CPE, please open
System>>Time.
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Index 1

NTP Server 1 pool.ntp.org

Current Local Time 2014-09-15T09:01:18

Local Time Zone +00:00

Local Time Zone Name [ Greenwich Mean Time : Dublin v |

Daylight Savings Used | |

Available parameters for this function include:

ltems Description

Index Display the index number of the CPE in current network
group.

NTP Server 1 Type the web site of the time server.

Current Local Time Display current time.

Local Time Zone Type the time zone where the router is located.

Local Time Zone Name Select the time zone name where the router is located.

Daylight Savings Used. Check the box to enable the daylight saving. Such feature is
available for certain area.

Checking the TR-069 Settings for the Selected CPE

The administrator can view TR-069 settings for the selected CPE.
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[ Lan ‘1.; WaAN B VRN

Crevice Systermn Log

Firmmware Status

o1& iji|®

Tirme

IR Tross » :-'JTE% TROES Setting
rll? Password Setup b HEE;-‘. Dizable TROES Server Setting
;— SysLog Setup B8 Health Pararmeters
L'i:_, Mail Alert Setup |
I[l_'! Statistics
+ PimgsfTraceRaoute From ACS

‘.‘ Firmware Upgrade ]
@ Reset/Reboot [

I:I Managerment
ﬂm Copy Pararneters »

CPE Motify Lag
E; CPE Exclude Parametars

D:'EI Lagin Greeting

A screen of TR-069 status for the selected CPE will be shown as follows.

E

Index 1

ALS Server:URL http:/ /tim-2930.ath.cx / ACSServer/services / ALS Serviet

ALCS Server:Usermame

ALCS Server:Password

CPE Client:URL  http://61.216.228.23:8069/cwm / CRN.himl

CPE Client:Usermame wigor

CPE Client:Password

Periodic Informi:Enable v/

Available parameters for this function include:

ltems Description

Index Display the index number of the CPE in current
network group.

ACS Server: The original URL /username/password of VigorACS
URL/ Username/ Password Sl will be displayed in these fields. You can modify
the username and password if required.

CPE Client: The original URL /username/password of the managed
URL/ Username/ Password CPE will be displayed in these fields. It is not
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Items Description

necessary to change it.

Periodic Inform: Enable The default setting is Enable (checked). Uncheck the
box to close the mechanism of notification.

Periodic Inform: Interval Please set interval time or schedule time for the router

Time to send notification to CPE is Periodic Inform is
enabled.

Click this button to save the parameters settings.

| E Save parameter

settings

Checking the Statistics for the Selected CPE

The administrator can view specified date of statistics for CPE(S).

= Device system log TR
I ﬂ Firrnware status Wireless

@ TROE9 zetting VolIP

@ Statistics

Q-I-I» PingfTraceRaute

@] svstern Lgllian W wan S

] Device operation

® Firrnware upgrade + Statistics

E: Firrmware upgrade log | | Statistics
.‘ Feboot device

- Factory reset device

[jm Copy parameters

ullll Sopy pararmeters log

Please open System>>Statistics. Such page will display graphics for LAN statistics, WAN
Statistics and VPN statistics of the selected CPE.
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Statistics

lgj l Last & Hour v J

~Name: NAT_1{220.132.146.223) at DrayTek_00507F_\igor_00507F8C6098
i q e el

B0 Lo L i

Sessiohs Status [session

0500 0&:00 0700 0F:00 0900 10:00

O sessions
bvg=2.19 @ sessions Max=3.91 @ sessions
[ Thu Jul 14 2011 04:22:33 ] -- [ Thu Jul 14 2011 10:22:33 ]

=
—Name: LAN_1(10.179.193.209) at DrayTek_00507F_Vigor_00507F8C6098 =
o . S e S S T — i
4 g
g oz =
§ 200 E

Pinging or Tracing the Route for the Selected CPE

To trace the route of a host or ping a specific host for the purpose of diagnosis, please open
System>>Ping/TraceRoute.

&) svstern gl Lan wwAN o

| s —

Device systerm log

Firmmware status

@ TRO&9 setting

| ﬂ! Statistics

| * PingsfTraceRoute

"} Device operation

: E Firrmware upgrade

_ 2== Firmware upgrade log

| —

L Feboot device
I

-~ Factory reset device

2

[ m Capy parameters
] @ Copy parameters log

|| Device systern log

u Firrmware status
upinngraceRnute

u Firmware upgrade

|_'| Firrmware upgrade log
u Feboot device

|| Factary reset device
u Copy parameters

|_'| Copy pararnetars log

This page allows you to specify a host for tracing route or pinging.
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Ping/TraceRoute <]

host:  gg.247.22.244

=) Ping

) TraceRoute

| Start |

Available parameters for this function include

Items Description

Type in the IP address of the Host/IP that you want to
ping or trace.

host

Ping /TraceRoute

Start - Click this button to start the ping work. The

result will be displayed on the screen.

Stop — Click this button to stop the work of pining or

tracing.

Upgrading the Firmware for the Selected CPE

Firmware Upgrade web pages allow you to do firmware upgrade for specified CPE device.

Note: If you want to upgrade the firmware for multiple devices at one time, please go to
section 4.2.3 Firmware Upgrade for more detailed information.

Please open System>>Firmware upgrade.

DrayTek
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- ] svstern gl Len whwan o

{= Device systerm lo
=

RS

ﬂ Firrmware status

@ TRO59 zetting

o ﬁ Statiztics

1 G-I-l Ping/TraceRoute

g

3 * Firrmware upgrade

i— Firmware upgrade log

g =
L Reboot device
4

ol Factory reset device

2
[jm Copy parameters

il Copy parameters log

Wireless

| ] Device systern log

|} Firrmware status

| ] Ping/TraceRoute
l_‘lFirrnware upgrade

| ] Firmware upgrade log
| Reboot device

| ] Factory reset device
| ] Copy pararmeters

| ] Sopy parameters log

A screen of firmware used by current selected CPE will be shown as follows.

v21320001, all
W2B30_a? _336,rst
V2E30_a9_336.all

WEEZ0_w03351_211011_A.all

File

7.0 Me

S.6 MB

5.6 MB

5.4 MB

Size Path
JSRootGraups SharedFirmms
S RootGroupd SharedFirmms
JRootGroupfSharedFirmms

JRootGroupfSharedFirms

Available parameters for this function include:

Items Description

Click this button to add the newly firmware driver to
VigorACS server. You have to download from
DrayTek website first and then click this button for

\EL) Add file(s)

uploading.

| m Remove files (s)

Click this button to remove the selected firmware file.

Q Cancel upload

Click this button to terminate uploading procedure.

| [ | Upgrade firmware with

Click this button to upgrade the firmware of selected
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Items Description

selected file CPE. A confirmation dialog box will appear. Click
Yes to continue the upgrading process, or click No to
cancel this job.

Confirmation
Upgrade with this firmware image?

Ve =———|

Note: If you do not add any new file to VigorACS
server, the confirmation dialog box will not appear.

File Display current firmware on VigorACS.
Size Display the file size for the firmware.
Path Display the location of the firmware.

Performing the Firmware Update
To do the firmware upgrade, please:
1. Upload the required firmware from vendor for the CPE that you want to upgrade to VigorACS

server by clicking Add @J

2. Choose suitable firmware for the CPE that you want to upgrade. You must specify which
firmware to be applied in the CPE device requiring for firmware upgrade. The uploaded
firmware will be displayed in the screen as shown below:

L) (M) @ &

File
v2B820_a_RCS.all

3. When the uploading process is finished, please choose the file and click @ to upgrade the
firmware with the selected file to the current selected CPE.

Confirmation
Upgrade with this firmware image?

e

4. When the upgrading is completed, the new driver will be shown on the screen.
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Firmware is upgrading.
Flease check FileTransfer Log for

result.

5. Click OK. Open click the Log icon. Under Device Action, choose FileTransferLog. The new
result will be added on the top.

i B 5 | W |Userreup: | AN_userGrouw = e = 171 ‘
mjmjs )| T (LA f K" BRI AN L]
¥ [ Device Action Q Q Q Q Q
- ] AtionLog 5
| JRebootlog 8702 s0 DrayTek_00S07F_Vigor_00% 00S07FEF3ZED 2.112.73.10 Backup
- || RebootBycPELag
T T e e T T T
- ] setParametarlog
£701 50 DrayTek_00S07F_Vigor_00% 00S07FEF3ZED 2.112.73.10 Backup
| FileTransferLog
£700 51 DrayTek_00S07F_Vigor_00% 00S07FEF27ED 2.112.73.98 Backup
- ] FirmuwareUparadeyizard
6693 s0 DrayTek_00S07F_Vigor_00% 00S07FEF3ZED 2.112.73.10 Back
[ settingProfileLog EHVEA =M S
. [ DeviceSysLog g6 51 DrayTek_00S07F_Vigor_00% 00S07FEF2TED 2112,73.98 Backup
» [ System £E57 50 DrayTek_00S07F_Vigor_00% 00S07FEF3ZED0 2,112,73.10 Backup
SE96 51 DrayTek_D0SO7F_Wigor_00% 00S07FEF2TED 2112,73.98 Backup
6695 50 DrayTek_00S07F_Vigor_00% 00S07FEF3ZED0 2,112,73.10 Backup
£694 51 DrayTek_D0SO7F_Wigor_00% 00S07FEF2TED 2112,73.98 Backup
6693 50 DrayTek_00S07F_Vigor_00% 00S07FEF3ZED0 2,112,73.10 Backup
6E92 51 DrayTek_D0SO7F_Vigor_D0S 00S07FEF2760 2,112,73,98 Backup
6691 50 DrayTek_D0SO7F_Vigor_D0% 00S07FEF3ZEO0 2.112.79.10 Backup
[] n I [+]

Checking the Firmware Update Log

Please open System>>Firmware upgrade log to check the firmware update history.

TR B T C—

B LAN

I i=— Device systern log
]

ﬂ Firmmware status

| @ TROES setting
ﬁ Statiztics z VoIP

Wireless

i 4-}' Ping/TraceRouts "} Device operation

| _—_! Firrmware upgrade || Device system log

] EE Firrmware upgrade log || Firmware status

i L Feboot device | ] Ping/TraceRoute

- & Factory reset device |_.] Firrnware upgrade

| nm Copy parametars |_'|Firrnware upgrade lag
e | Reboot device

il Copy parameters log

| ] Factory reset device
|_] Copy pararneters

| ] Sopy parameters log

A screen of firmware upgrade log current selected CPE will be shown as follows.
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Firmware upgrade log

l[[l]u [-Dn ¢ | @] @) ] e

=1 ManuFirrmUpgr_12952253 Success Mon Jan 17 08:48:31 GMT+0200 2011

Status Time

Available parameters for this function include:

Items Description

| m | Delete Click this button to delete a selected record.

| E | Delete All Click this button to delete all of the records.

| &5 | Refresh Click this button to refresh this page.

| 13§ | First When there is more than one page for the firmware

— upgrade records in this user group, click this button to
display the first page.

I Cj | Previous When there is more than one page for the firmware

— upgrade records in this user group, click this button to
display the previous page.

| (6 | Next When there is more than one page for the firmware

— upgrade records in this user group, click this button to
display the next page.

| T | Last When there is more than one page for the firmware
upgrade records in this user group, click this button to
display the last page.

LogID Display the arrangement number for each firmware
upgrade record.

CommandKey Display the key that VigorACS sends to CPE while
performing download/upload job.

Status Display if the firmware upgrade is successful or not.

Time Display the time that firmware upgrade is performed.
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Rebooting the Selected CPE

When you finish configuration, please open System>>Reboot device to make the new settings
enabled.

ﬂj Suystem

EE peuics System Log m

|_ Firmware Status

B LaN
Q Time
@ TROES » Wireless
ﬁ Pazsword Setup ]

= VoOIP

ey

Swslog Setup

=

@I Mail Alert Setup ﬁ Device nFErﬂtinn

ﬂ! Statiztics

0-!-! Ping/TraceRoute Frarm ACS I_.] Device systemn IDg
|—__* Firrmware Upgrads » |_'] Firmware status

@ Reset/Reboot » L Feboot Device | ] PingsTraceRoute

0 Managernant ﬁ Factory Reset Device I_'-I Firmware upgrade

@ Copy Parameters ’ | ] Firmware upgrade log
= CPE Mokify Log

Reboot device
% CPE Exclude Parameters u

oE| Login Greeting | ] Factory rezet device

|| Copy parameters
|_]=opy parameters log

In the confirmation dialog box, click Yes to reboot the selected CPE or click No to cancel the
reboot process.

Confirmation
The device will be reboot, continue’?
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Returning to Factory Default Settings for Selected CPE

If, any time, you want to return to the factory default settings for the selected CPE, choose the
device and click System>>Factory reset device.

ﬂj Suystem

E: Cevice Systern Log

& Device

|_ Firmware Status
@ Time ﬂ E‘}'stem

TROES
ﬂg ' |_] Device systern log

| ] Firmware status
Swslog Setup

[3:1 Mail Alert Setup || Statistics
ﬂ! Statistics | ] Ping/TraceRoute
Ql!lb Ping/TraceRoute From ACS I_"I Firmmware upgrade
E & u d )
¥ Firmuare Upgrade ’ | ] Firmuware upgrade log
@ Rezet/Reboot ] c’ Reboot Device .

|_] Reboot device
0 Managernent ﬁ Facktory Reset Device

Factory reset device

ﬂm Copy Pararmeters 3 |_-| #
i= CPE Notify Log || Copy parameters
% CPE Exclude Parameters | ] Sopy parameters log

ﬁ:El Login Greeting

In the confirmation dialog box, click Yes to rest the selected CPE or click No to cancel the reset
process.

Confirmation
The device will be factory reset,

continue?
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Copying Parameters for Selected CPE

Such function allows you to copy parameters from the selected CPE to the devices specified in the
of Copy Parameter page.

(¥ Device @) Systam [lian 'QDWAN (g voir QVDN DDSL& ."\h = Multi-pyCs t;.'bNAT
Copy parameter
Model name: | vigorzszow | v | Modem version: v

Copy time: () Mow () Schedule

Start day: | 2oi1-n08-24 Ll Start time(HH MM o0 - | ! oo -
End tirne(HH: MM 2z | w | 50 | w

# Networks and Devices

' Network Wiew(10)

- 4 DrayTek_00507F_Wigor_ 00307
Q CrrayTek_00S07F_Wigor 00507
Q CrrayTek_00S07F_Wigor_00507)
g CrrayTek_2130_Jdirmmy
QDrayTek_ZlSD_Jimrny52
& DrayTek_2820_alan
&P DrayTek_2220_Boham
g DrayTek_2820_Kewin
- DrayTek_2820_Ramba

Select devices:

Name Model name Filmware ver... Modem version Copy

¥ %7 Hetwork View(S)

@ orayTek_2820_Alan  Vigor2820V beta_0414 211011 A Annesx_f v
(D orayTek_2820_Bohar vigorzezow beta_0414 211011 A Annex_A ™
‘_A = @DravTekizszoiKeuin Wigorzgzow beta_0D414 211011 A Annex_ A \"_/l
. Wizards
- @DravTek_ZSZU_Ramt Vigorzgzow beta_D414 211011_A Annex_A ™|
Reports (@D orayTek_2820_Robin vigorzezow beta_0414 11011_& Annex_A O
7 Inventor. Monitor
Next Cancel
Selected CPE Devices chosen for applying the
parameters coming from the selected

Follow the steps below to perform the operation of Copy Parameter.
1. Choose a device from Networks and Devices. Next, open System>> Copying Parameters.

EEME TR~ v =

i= Device systemn log P LAN
4 -ﬂ Firrmware status L .
— Wireless
- @ TROET zetting L,
_— = VoIP
[ ﬁ Statistics =
4{'} Ping/TraceRoute ] CI Device operation
2 Firmware upgrade | ] evice systermn log
i= Firrnware upgrade log | | Firmware status

Reboot device | ] Ping/TraceRoute

| ] Firmware upgrade

| ] Firmware upgrade log
| ] Reboot device

| ] Factory reset device

Copy pararmetars

ﬂ Factory reset device

dlil Copy parameters lag

|_] Copy pararmetars
| ] Sopy parameters log
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2. The following page will be shown. Set the corresponding settings and select devices from the

tree view.

Copy parameter

Profile:

v || pDelete Profile | Save Profile: |"_f| Marme: | tasy

Model narme:

v | Modern version:

Select devicas:

Copy tirne: (=) Mow [

_) Schedule

Start day: zo1z-05-11 2 Start tirme(HH: MM Lnn

Mane Model name Firmware ve...
T Rf Metwork Wiew(:
¥ Frzizocld
@DrayTek Wigor2l3ow wl. 5.2 RC2a

End time(HH:MM]: 23

L

Modem wersion

Mo DEL

Copy

Available parameters for this function include:

ltems Description

Profile

Use the drop down list to choose a existing profile.

Delete Profile — If the selected profile is not the one

you want, click this button to remove the profile from
VigorACS server.
Save Profile — If you want to create a new profile for

the job, check this box first. The, type a new name in
the field of Name.

Model name

the job.

Use the drop down list to choose the model to perform

Modem version

Some model might need to choose modem version. If
yes, use the drop down list to select the one you need.

Copy time

set here.

Now — To perform the job immediately.

Schedule — To specify a certain time to perform the
job, choose this one and specify start day, start time
and end time respectively. VigorACS will perform the
job for the selected CPE (s) according to the schedule

Start day — Use the drop down calendar to specify the
day you want to start the operation.

Start time - Use the drop down menu to specify the
hour and minutes you want to start the operation.

End time - Use the drop down menu to specify the
hour and minutes you want to finish the operation.

Select devices

parameters.

Choose the device (CPE) that you want to do copying

DrayTek

101

VigorACS Sl User's Guide



Description

Next

Click it to access into next web page. If you do not
choose any CPE, such button will not be available.

3. After specified the CPE to be applied with the parameters from the selected CPE, click Next to
access into the following page. In this case, three devices are selected.

Copy parameter

LAMN WAN

L& IP Address

Subnet Mask

Muli-P¥(Ls_General

Multi-P¥Cs_ATMQoS

Parameter
L& IR Address
Subnet Mask
LS
DHCP Server Enable
DHCP MinAddress
DHCP MaxAddress

DHCP SubnetMask

Multi-P¥Cs_Port| b | :|

Description
lan ip address=
subnet rask
dns
dhcp server enab
dhcp minimun ac
dhcp maximun a

dhep subnet rmas

| Previous | | Next | | cancel

4. From the above page, choose the parameters that you want to copy. In this case, LAN IP
Address and Subnet Mask are selected. Click Next. The parameters with values will be
displayed on the screen.

Copy parameter

LAN -
DrayTek_2820_Alan DrayTek_ 2820_Boham DrayTek_2820_Kewvin -
Index Parameter Yalue
1 LANM IF Address 192,168.30.1
i Subnet Mask -
=J

| Previous | | Finish | | Cancel

5. Values will be displayed automatically. Such values are from the selected CPE under
Networks and Devices. Note that the selected devices will be displayed with tabs respectively.
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You can click every tab for every device for checking or modifying the parameters and values.
If you want to modify any value, simply move and click your mouse on the value field.

6. If you are satisfied with the settings, click Finish. Later, the following dialog will appear.

Add successll

Checking the Copying Parameters Log

Only the operation that failed to copy parameters will be displayed in this page.
Please open System>> Copying Parameters log to check the log.

ﬂj Sustern

— % WAN

E: Crevice Systern Log

|£' Firrware Status r LAN
Tirme -

Q Wireless

@ TROGD »

[.? Passwaord Setup 3 VolP

EE Swzlog Setup

@I Mail alert Setup

1"} Device operation

ﬁ Statistics | ] Device systern log
'I-I-I Ping/TraceRoute From ACS d Firmware status

I_;‘ Firrnware Upgrade » d Ping/TraceRoute

@ Resat/Rebaat » || Firmware upgrade

a Mansgermeant | ] Firmware upgrade log
m Copy Parameters 4 m Copy Parameters |_.'| Reboot device

gé CPE Notify Log ’T_ﬂ Copy Pararneters Laog | ] Factory reset device

% CPE Exclude Parametars l_"l Copy parameters

&:El Login Greeting

d Copy parametars log

A screen of copy parameters log will be shown as follows:
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Copy parameters log

|
p- —
EENR-E B
Time Type Start Day Start Time End Time
Mo 2011-058-24 ao:ao 23159
Mo 2011-02-24 oo oo 2EEe
K0! ) A

Available parameters for this function include:

ltems Description

| Eg | Detail Such button will bring up another dialog and display

— detailed information for the selected CPE.

| By | Refresh Click this button to refresh this page.

| m | Delete Click this button to delete a selected record.

Time Type Display the copy time specified on the Copy Parameters
page.

Start Day Display the start day specified on the Copy Parameters
page.

Start Time Display the start time specified on the Copy Parameters
page.

End Time Display the end time specified on the Copy Parameters
page.

Status No setting will be displayed in this field. It means no action
done to the selected CPE yet.

Retry Number Display the times of the copy parameters performed.

Time Display the time that copy parameters are performed.

Username Display the username that access into VigorACS for
performing the copy parameters.
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6.2.4 LAN Settings for the Selected CPE

The administrator can check and edit LAN settings for the selected CPE/group if it is necessary to
modify. Simply open LAN>>LAN.

0 v frouens

| & vian I L Lan
_? IPRouting I_']"u‘LAN
4 1P Bind MAC | | IPRauting

_y InterLAN Routing

DHCP Option Setup

@ LAN IPvE

) @l LAN IPvE Static

The following screen will appear with all of the LAN settings for the selected CPE/group.

| Device: DrayTek_00507F_Vigor2960_005g#FFF3900 Your reliable networking solutions partner

" R A 3 B 4 - I
\;l Device ﬂu: Systermn QLAN h’pWAN ‘))VPN _Flrewall @User L&NAT -IAppllcatlons

LAN

=REIICIN I
Index MAC Address Enable ¥LAN ID Status LAN IP Address Subnet Mask

1 00:50: 7 Ferbbifl true io Up 192.,168.1.3 255.255.255.0

2 00:50: 7 Farbbifo false o Dizable 0.0.0.0 0.0.0.0

3 00:50:7f: Faibb:fo false o Dizable 0.0.0.0 0.0.0.0

4 00:50: 7 Farbbifo false o Dizable 0.0.0.0 0.0.0.0

5 00:50: 7f: 7o bbfo falze 1} Dizable 0,0.0.0 0,0.0.0

[ 00:50: 7f: 7oibbefo falza 0 Dizabla 0,0.0.0 0,0.0.0

7 00:50:7fiffi39:00 false o Dizable 0.0.0.0 0.0.0.0

= 00:50:7fiffi39:00 false o Dizable 0.0.0.0 0.0.0.0

el 00:50:7fiffi39:00 false o Dizable 0.0.0.0 0.0.0.0
m [ | [+ ]

Available parameters for this function include:

Items Description

Index Display the index number of the CPE in current network
group.

Mac Address Display the MAC address of the CPE.

Status Display current connection status for the selected CPE.

“Up” means the CPE is controlled by VigorACS and runs
well. “Down” means there is no data transmission/receiving
on CPE.

LAN IP Address Display the IP address of the CPE. Such value can be edited
if required.
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Items Description

Subnet Mask

Display the subnet mask of the selected CPE. Such value
can be edited if required.

DNS

Display the IP address of DNS server. Such value can be
edited if required.

TX/RX Packets

Display the packets of data transmission/receiving.

TX/RX Bytes

Display the size of data transmission/receiving.

DHCP Server Enable

If the DHCP server is enabled, the word of “true” will be
shown here. Otherwise, the word of “false” will appear.
Such value can be edited if required.

DHCP MinAddress

Display the starting IP address for the range of DHCP
server. Such value can be edited if required.

DHCP MaxAddress

Display the ending IP address for the range of DHCP server.
Such value can be edited if required.

DHCP SubnetMask

Display the subnet mask for the DHCP server. Such value
can be edited if required.

,_ = |Save parameter settings

Click this button to save the parameters settings.

| A Edit

Click this button to open a window for editing the
parameters settings of the selected CPE.

| LANSetting

Index

Mac Address
Status

LAN IP Address
Subnet Mask

DNE

TX Packets

R¥ Packets

T Bytes

RX Bytes

DHCP Server Enable
DHCP MinAddress
DHCP MaxAddress

DHCP SubnetMask

1
00:50:7F:50:73:C8
Up

102.168.4.1

233.233.233.0

18390412
25780121
1036237826
1504742483

4

192.168.4.10

192.168.4.59

255.255.255.0

| Apply || cancel |

Checking and Editing VLAN Settings for the Selected CPE

WAN settings relate to access Internet for CPEs. If you want to change VLAN settings for
specified CPE(s), please choose the device. And, open LAN >>VLAN.

Note: Only the CPE supporting VLAN feature can be modified by VigorACS. Otherwise, the
system will display “Lack of required parameters”.
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£ e ) Lan
ﬁ IPR.outing ._.] LA
|_] IPRouting

The following screen will appear with all of the VLAN settings for the selected CPE/group.

Your reliable networking solutions partner

2020_A_00507FC93B24

| (¥ Device @] System [l Lan W wan g}vpm a 5\ ."“ D

LAMN_VLAN

Index Name P1 P2 P3
1 WLAMO true true true
2 WLAML false false false
3 WLANZ false false false
4 WLAMZ false false false

m i

Available parameters for this function include:

ltems Description

Index Display the index number of the CPE in current
network group.

Name Display the name of the VLAN group.

P1-P3 If the LAN port is selected for such VLAN, the
corresponding field will display “true”. Otherwise,
“false” will be display to indicate such port is not
selected for the VLAN group.

H Save parameter setting Click this button to save the parameters settings.
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Items Description

| }{f Edit Click this button to open a window for editing the
parameters settings of the selected VLAN group.

LAN_YLANSetting E3

Mame VLAMD

NEEEEK

[ Apply I Cancel |

Checking and Editing IP Routing Settings for the Selected CPE

If you want to change IP route settings for specified CPE(s), please choose the device. And, open
LAN >>IPRouting.

Note: Only the CPE supporting IP routing feature can be modified by VigorACS. Otherwise,
the system will display “Lack of required parameters”.

Ll Lan P wan

A LLY E—
EEES I

i
Lo wLan ) Lan
_’ IPR.outing | ] vLan
|_JIPRouting

The following screen will appear with all of the VLAN settings for the selected CPE/group.
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| Device: 2920_a M0507FC93B24 Your reliable networking solutions partner

(J¥ Device @] System Cllien ..:IEJWAN Duen G ."'h ."'h DosL= =rpandw

LAMN_IPRouting

ElE

Index 1

For IP Routing Usage [V

IP Address 192.168.99.1

Subnet dMask 233.233.253.0

DHCP:5tart IP Address 192.168.99.10

DHCP:IP Pool Counts 5

DHCP:Use LAN Port

DHCP:Use LAN Port P 1

DHCP:Use LAN Port P2

O & OC

DHCP:Use MAC Address

Available parameters for this function include:

ltems Description

Index

Display the index number of the CPE in current network
group.

For IP Routing Usage

Check the box to enable such function.

IP Address

The original setting will be shown here. If you want to
change it, simply re-type the IP address.

Subnet Mask

The original setting will be shown here. If you want to
change it, simply re-type the subnet mask.

DHCP:Start IP Address

Such field defines the starting IP address of DHCP server. If
you want to change it, simply re-type the IP address.

DHCP:IP Pool Counts

The original count number will be shown here. If you want
to change the total number for IP assignment, simply re-type
the value in this field.

DHCP:Use LAN Port/
DHCP:Use LAN Port P1/
DHCP :Use LAN Port P2

Check (or uncheck) the box to change the port usage status.

DHCP :Use MAC Address

Check (or uncheck) the box to use the MAC address for IP
routing.

'[E]| save parameter setting

Click this button to save the parameters settings.

@ Detail

Such button will bring up another dialog and display
detailed information for the selected CPE.
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Items Description

=]

POVO_A_ODSOTFEOEER

[Ty yr—

6.2.5 WAN Settings for the Selected CPE

WAN settings relate to access Internet for CPEs. If you want to change WAN settings for specified
CPE(s), please choose the device. And, open WAN >>WAN.

B Dvn @

‘;}J A L] AN

¥
‘ﬁ WAN Status

The following screen will appear with all of the WAN settings for the selected CPE/group.

Device: DrayTek_00507F_¥igor2960_005(

FE3000 Your reliable networking solutions partner
I:‘ J Device @l Systermn DLAN h’b ))VPN ;,_::Firewall Wl User Lﬂ)NAT : Applications
WaN

|ﬂ| |K| |E| |‘*_"|
Alarm Enable Index MAC Address Enable YLAN ID Port Up Time

dizable 1 true 10 WANL 331612
disable 2 falze 11 AN Z

|T,

Available parameters for this function include:

ltems Description

Alarm Enable Display the activation status for alarm mechanism.

Index Display the index number of the CPE in current network

group.
Mac Address Display the MAC address of the CPE.
Up Time Display the up time for the connection of the CPE.
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Items Description

Connection Mode

Display the connection mode that such CPE used to access
Internet.

IP Enable

Choose True or False to enable/disable IP address on
Ethernet port.

Addressing Type

Display the connection type that the CPE used. Available
types for such CPE can be seen from the drop down list.
You can change the connection type if required.

IP

Display the WAN IP address of the CPE. Such value can be
edited if required.

Subnet Mask

Display the subnet mask for the CPE.

Gateway Display the gateway of the CPE. Such value can be edited if
required.

DNS Servers Display the DNS server used for the CPE.

PPP Enable Choose True or False to enable/disable PPP connection.

PPP User Name

Display the user name of PPPoE connection.

PPP Password

Display the password of PPPOE connection.

Modem Type Display the modem type (e.g., DSL, Broadband, etc..) of the
CPE.
Link Status Display current connection status for the selected CPE.

“Up” means the CPE is controlled by VigorACS and runs
well. “Down” means there is no data transmission/receiving
on CPE.

Tx/Rx Bytes

Display the size of data transmission/receiving.

Tx/Rx Packets

Display the packets of data transmission/receiving.

,_EJ Save parameter
settings

Click this button to save the parameters settings.
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Items Description

| ){;l Edit Click this button to open a window for editing the
— parameters settings of the selected CPE.

WANSetting <]

Static/DHCP PPPoE

IP Enable () 1P Enshle
Addressing Type -
P 08.247.22.244
Subnet Mask
Gateway  £8.247.20.1

DNS Servers

St.atic,.fDH[:P PPPoE
PPP Enable O] PPP Enahle
PPP User Mame  ergpancar @tinet
PPP Passwol rd
Apply Cancel
| Ql Alarm Click this button to enable/disable the Alarm mechanism for
— such WAN.

waNAlarmSetting B3

|| Enable alarm

| Apply [ | Cancel |

Checking WAN Status for the Selected CPE
WAN settings relate to access Internet for CPEs. For checking the status, open WAN >>WAN
Status.

vy L) Ve (5

";f; W fa

‘? wAM Status

The following screen will appear with all of the WAN settings for the selected CPE/group.
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Device: DrayTek_00507F_Vigor2960_o0sgfrrason  Your reliable networking solutions partner |

.-Flrewall @User L&NATI ) Applications k
)
Index Enable Line Name Mode Up Time P G
i true wanl static[MAT) 331853 172.16,.2.69 173

2 falze wanz unknow unknow unknow 17z

|4l [ ] |>|

6.2.6 VoIP Settings for the Selected CPE

This page allows you to set VolP configuration which maps with SIP accounts of the selected
device.

\ Note: If the selected CPE doesn’t support VVolP function, such menu will be invalid.

T (E ValP %NﬁT ——]

|¢"EI WolP accounts

|_"| WaolP accounts

Click VolP>>VolP accounts to open the following screen.
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| Device: DrayTek_D0507F_Vigdr 00507F708098 Your reliable networking solutions partner

- - - p— R 4] e
(JF Device @] system [ can Q:;IWAN Hven .'"h .'"h D DSL == multi-pucs (g VoIp I,EJNAT =
=S
Index Inbound Auth User Auth User Display Name Password Re
1 S885858458
2 0325178250
8 0325179269 0225179269
4 0285471829 0285471829 iinetp
3
[« ] ]

Available settings for such feature will be shown as follows:

Items Description

Index Display the index number of the CPE in current
network group.

Inbound Auth User Display the authentication ID which is specified by the
web configuration page of the selected device.

Auth User Display the account name/account number which is
specified by the web configuration page of the selected
device.

Display Name Display the display name which is specified by the web
configuration page of the selected device.

Password Display the password which is specified by the web
configuration page of the selected device.

Registrar Server Display the IP address or domain name of the registrar
server for such account.

Proxy Server Display the IP address or domain name of the proxy
server.

Register Via Display the registration interface for such account.

Ring Port Display the ring port for such VolP account.

Click this button to save the parameters settings.

,_ g, Save parameter setting
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Items Description

, %I . Click this button to open a window for editing the
=) Edit parameters settings of the selected account

YoIPSetting |}

Index 1

Inbound Auth User |

Auth User 1001

Display Hame 1001

Password

Regis brar Server

Proxy Server
Register Wia | LAN_WPN ¥ |

Ring Port | Phonel |
- @@

| Apply | | Cancel |

Inbound Auth User - Type the authentication ID
which is specified by the web configuration page of the
selected device.

Auth User - Type the account name/account number
which is specified by the web configuration page of the
selected device.

Display Name - Type the display name which is
specified by the web configuration page of the selected
device.

Password —Type the password which is specified by
the web configuration page of the selected device.

Registrar Server —Type the IP address or domain
name of the registrar server for such account.

Proxy Server —Type the IP address or domain name of
the proxy server.

Register Via —Use the drop down list to choose the
registration interface (including None, Auto, WAN1,
WANZ2, LAN_VPN, PVC) for such account.

Ring Port - Choose the ring port (including Phonel,
Phone2, Phonel, Phone2) for such VolP account.

Apply - Click it to save the settings.

Cancel — Click it to exit the screen without saving any
settings.
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6.2.7 VPN Settings for the Selected CPE

VPN Wizard - Creating VPN Connection between Two CPEs
VigorACS offers an easy method to configure VPN settings for building VPN connection between

two CPEs.

2 I)DSL:Q; .ﬁ‘\

K WPH wizard

'i_‘-\l WPH creator wizard

‘]a) WPM rermote dial-in user

| &) VPN status

Open VPN>>VPN wizard, the following screen will appear.

Index VPN Active

¥PHN Mame ¥PHN Type
1 true toMerkez

2 true p_c_FA0

Authentication

Encryption
IPSec_Tunnel 2DES MDS

FPTR MPPE MDS

Available settings for such feature will be shown as follows:

ltems Description

-l-' Add device...

Click this button to add a device for building VPN
connection. If you do not click this button first, you can
not drag any device from Network View.

T PPTP To build a quick VPN connection with PPTP, simply

= click this button first and then drag the device from
Network View to the black area.

Pzec | | Psec To build a quick VPN connection with 1PSec, simply

click this button first and then drag the device from
Network View to the black area.

}{’ Advance Connection

To build a VPN connection with detailed configuration,
click Advance Connection tool. For detailed
information, please refer to the section of Building an
Advanced VPN Connection later.
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Items Description

1+ 1B (= (&) W) (X (@@ (&)

| m Remove the device. ... Click this button to remove the selected device without
VPN connection.
| Disconnect To disconnect a VPN connection, Click this button and

move the mouse cursor to the VPN connection that you
want to disconnect. Notice that the mouse cursor will
be transformed into a scissor.

VPN Wizard

ct VPN connection,

If you press Enter, a confirmation dialog will appear.
You can click Yes and the VPN connection will be cut
off immediately.

Confirmation
Disconnect WFMN from 17217 3192 to

1721731917

—D Change LAN IP Setting If there is LAN IP segment conflict in VPN connection,
- please select that device and click this button to change
LAN IP setting.

9| Refresh VPN Wizard Click this button to reconnect both devices.

® Building a Simple VPN Connection
Please follow the steps to build a simple VPN connection.

10. Open VPN>>WPN wizard. You will get the following page. Selected CPE will be
displayed in the middle of the screen. There is no VPN connection existed.
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VPN Wizard

tor at left, and arrang

Index VPN Active YPMN Name VPN Type Encryption Authentication
i true toMerkez IPSec_Tunnel 3DES MDS
H true F_c_FAD PPTP MPPE MDS
o . [

b Br Marketing(1)

&) Draytek_Robin

) Draytek_Alan

& Draytek_Eric

&) Draytek_Jenny
[ 9 CrayTek_Rambo

Draytek_Alan
Device ID: 2
IP: 172.17.3.192

12. Click the Add device button.

c2)

Add device for ¥YPMN connection and

topology arrangement
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13. Choose one device from the Networks and Devices that you want to build a VPN
connection with the current selected device. Drag it from the Networks and Devices to
the page of Device Details.

VPN Wizard

Tip: Drag device from Metwork Monitor at left, and arrange device position with mouse cursar,

14. If you want to build VPN connection through PPTP or IPSec, click the PPTP or IPSec
icon first. Then, drag one of the devices to the other.

YPN Wizard

Tip: Setup a PPTP VPN connection by drag-drop one device to another,

15. A confirmation dialog will appear. Click Yes.

Confirmation
Link WPMN from 17217 32192 to
1721731917

e ]

16. Now, the system will configure parameters automatically between these two devices.
Please wait patiently.

Tip: Waiting device for parameter configuration...

Waiting for device ¥PN configuration, retrieving YPN status in 9 seconds
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17. When the VPN connection has been done, an arrow will appear and indicate the direction
between these two devices. VPN connection information also will be displayed below the

black area.

18. Different colors for arrows represent different protocols used in VPN connections. Green
means PPTP mode; blue means IPSec mode; and red means the VPN connection is failed.

® Building an Advanced VPN Connection
Please follow the steps to build an advanced VPN connection.

1. Open VPN>>WPN wizard. You will get the following page. Selected CPE will be
displayed in the middle of the screen. No other device connects to it.

Device Details Your reliable networking solutions partner I

(0¥ Device @] system [ Lan @ wan @G verr Duer [IosL g\ N = multi-pucs Lnat (g provision < 4

VPN Wizard

Lt (B (¥ (X] (] [X] (@@ (&)

W FRTR

M IPsec

WPHM Fail

Index VPHM Active ¥PN Name VPN Type Encryption Authentication 2
1 true i_510_4E= IPSec_Tunnel AH SHAL a
H true p_s_4ES PRTP MPPE SHAL o

| 4 i | | k|

3. To build an advanced VPN connection through PPTP or IPSec, drag the selected CPE s to
the one you want to build.

Device Details Your reliable networking solutions partner

| (Jf Device @) systam [ Lan ) wan (G verr Duer LIosL g\ o = mutti-pucs L nat [ provision -5+

| (X =P (&%)

Tip: Setup WPHN connection with customized configurations,
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4. A confirmation dialog will appear. Click Yes.

" Confirmation
Link %FM from 172,173,196 to

1721731937
5. A dialog appears as follows. Please set the corresponding parameters and settings
manually and click Connect.

¥PMN Advance Connection Setting

Dial Type: (s) PPTP () IPSec

o Ly

VPN Connection Through: WAN1_First -

PRTP:

Username:

Password:

PPP Authentication: PAP_or CHAP L

W] Compression: (=) on ) off

| Connect | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Dial Type Choose PPTP or IPsec. Relational settings based
on the type you choose will be displayed below

VPN Connection Use the drop down list to choose one way for VPN
Through connection.

VPN Connection Through: l WANI1_First | - J

WrAML_First
. WANL Cnly
WAMZ_First
WANZ_Only

PPTP When you click PPTP as Dial Type, you have to
fill the username and password, choose PPP
Authentication and specify if VJ compression
should be on or off for such connection.
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ltems Description

IPSec When you click IPSec as Dial Type, you have to
type IKE Pre-Shared Key, and choose IPSec
Security Method for such connection.

IPSec Security Method: [ AH

AH

" DES_MO_AUTH
DES
SDES_MO_AUTH

20ES

6. Now, the system will configure parameters automatically between these two devices.
Please wait patiently.

+ (B (= XY@ |

Hetwork Group ||

B PPTP

W IPsec

VPH Fail

Tipt Waiting device for pararmater configuration...

- |

Waiting for device ¥PN configuration, retrieving ¥YPN status in 4 seconds

7. When the VPN connection has been done, an arrow will appear and indicate the direction
between these two devices. VPN connection information also will be displayed below the
black area.

BEED IR
W PPTP
M IPsec

WEH Fail

anfigurations,

Index VPN Active ¥PN Name VPN Type Encryption Authentication -
1 true i_510_4E= IPSec_Tunnel AH SHAL a
H true p_s_4ES PPTP MPPE SHAL o
4] [ | | v
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Note: Different colors for arrows represent different protocols used in VPN
connections. Purple means Network Group; Green means PPTP mode; blue means
IPSec mode; and red means the VPN connection is failed.

VPN Wizard

@ U}

Tip: Drag device from Metwork Monitor at left, and arrange device position with mouse cursor,

® Changing LAN IP Setting
If there is LAN IP segment conflict in VPN connection, you can change the LAN IP setting

for the device and avoid the conflict. Choose the device on the screen and clickliJChange
LAN IP Setting. The following dialog will appear.

LAM IP Setting:Draytek_Robin

Device ID: 1

Device IP: 172.17.2.191

LAM IP: 192.168.1.1

Subnet mask: 255.255.255.0

DHCP server enable: |V

Start IP: 192.168.1.10

End IP: 192.168.1.59

Gateway: 192.168.1.1

Force NS manual setling: L

Primary IP:

| Change LAN IP |

Available settings for such feature will be shown as follows:

ltems Description

Device ID Display the identification number of the selected device
(CPE).

Device IP Display the WAN IP address of the selected device
(CPE).
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ltems Description

LAN IP

Display the LAN IP address of the selected device.
You can change it with another IP address to avoid the
conflict.

Subnet mask

Display the subnet mask of the selected device. You
can change it if required.

DHCP server enable

DHCP server has been activated. If you uncheck this
box, you have to specify static IP address for the
selected device.

Start IP Type the starting IP address for the range that DHCP
server can utilize.

End IP Type the ending IP address for the range that DHCP
server can utilize.

Gateway Type the gateway address of the selected device.

Force DNS manual
setting

Check this box to force Vigor router using DNS servers
in this page instead of DNS servers given by the
Internet access server (PPPoE, PPTP, L2TP or DHCP
server).

Primary IP (DNS)

Specify a DNS server IP address here for the ISP
should provide you with usually more than one DNS
Server. If your ISP does not provide it, the router will
automatically apply default DNS Server IP address:
194.109.6.66 to this field.

Change LAN IP

When you finish the modification, click this button to
save the configuration and exit this dialog.
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VPN Creator Wizard - Creating LAN to LAN VPN Connection

To create a LAN to LAN connection for the selected CPE, choose VPN creator wizard. You can
create up to 32 profiles for such CPE.

> &) oDSL.:h .:'?
f_‘i WPN wizard

] ii WPM creator wizard

db/} WPM rernote dial-in uszer

iy .!) VPN status

Open VPN>>VPN creator wizard, the following screen will appear.

¥PN Creator Wizard

— L
e |
! JI_*=_) Q )
Alarm Enable Index i MName Status
dizable i toMerkez Enable
dizable 2 p_c_FAd Emable
dizable b} EEL Dizable

Available settings for such feature will be shown as follows:

Items Description

Alarm Enable Display the activation status for alarm mechanism.

Index VigorACS Sl allows you to create up to 32 index
numbers (profiles).

Name Display the name of the LAN-to-LAN profile.

Status Display if such profile is enabled or disabled for such
CPE.

| g | Detail Click this button to edit the selected VPN profile or

click it to add a new VPN profile.

] Click this button to refresh current page.
|_®™ | Refresh Pag

g Click this button to enable/disable the Alarm
|&' Alarm

mechanism for such WAN.
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Items Description

waNAlarmSetting B3

|| Enable alarm

| Apply ) | Cancel |

® Adding/Editing a new LAN-to-LAN VPN Profile

To add a new LAN-to-LAN VPN profile, simply choose the one with the name (???) and click
the Detail button lE_IE'J
To modify a VPN profile, choose one of the profile names from the list and click the Detail

button l@l The following dialog will appear. You can modify the LAN to LAN settings to
fit your necessity.

VPN Lan To Lan Setting [ 2]

'

Index:

Profile Name:
Enable this profile: | |

Call Direction: i) Dial-Out iJ Dial-In

Host Name or Server IP/Cli...

Dial Type: i) PETE ) IPSec

VPN Connection Through: § WAN1_First v | -

PPTP:

Username:

Password:

PPP Authentication: [ PAP_or_CHAP ‘I"J

V1 Compression: 2 on [_) off
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DrayTek

VPN Lan To Lan Setting [

"

A

Fy

Remote Network Mask:

More -> Remote Network:

More -> Create Phase2 SA f...

V1 Compression: (=) on | _) off
TCP/IP Network Settings:
My Wan IP: 0.0.0.0
Remote Gateway IP: 0.0.0.0
Remote Network IP: 0.0.0.0

255.253.255.0

L

| Apply | | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Profile Name

Display the profile name. Modify it if it is required.

Enable this profi

le Check the box to enable such profile.

Call Direction

Specify which direction that such profile will use
Dial-In or Dial-Out.

Host Name or Se

rver IP Type the IP address for the server / client or the host

/Client IP name.

Dial Type Click the radio button to specify the dial type.
VPN Connection Use the drop down list to choose one way for VPN
Through connection.

¥PHN Connection Through: [ WAN1_First | - ]

WAM1_First

WANL Snly

WaMZ_First
WANZ Snly
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Items Description

PPTP When you click PPTP as Dial Type, you have to fill the
username and password, choose PPP Authentication
and specify if VJ compression should be on or off for
such connection.

IPSec When you click IPSec as Dial Type, you have to type
IKE Pre-Shared Key, and choose IPSec Security
Method for such connection.

TCP IP Network My WAN IP — Specify the WAN IP address for the
Settings selected CPE.

Remote Gateway IP — Specify the IP address for the
remote client.

Remote Network IP — Specify the IP address for the
remote server.

Remote Network Mask — Specify the network mask
for the remote server.

More->Remote Network — Specify additional 1P
address and subnet mask for the remote server.

More - >Create Phase2 SA Function — Check the box
to enable the Phase2 SA function.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.

Click Apply to save the configuration and exit such window.
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Creating Remote Dial-in User Profile for VPN Connection

The administrator can manage remote access by maintaining a table of remote user profile, so that
users can be authenticated to dial-in via VPN connection. The administrator may set parameters
including specified connection peer ID, connection type (VPN connection - including PPTP, IPSec
Tunnel, and L2TP by itself or over IPSec) and corresponding security methods, etc.

o/ =R .“\\Wireless o

‘!‘(—\ WEM wizard
1 ‘I‘i\ WPM creator wizard

i?,:' VPN rernote dial-in user

.E) VPN status

Open VPN>>VPN remote dial-in user, the following screen will appear.

Remote Dial-in User

— -
| (3]
Index & User Status

1 e Disable

Available settings for such feature will be shown as follows:

Items Description

| [£2] | Detail Click this button to edit the selected profile or click it to add

— a new profile.

| & | Refresh Click this button to refresh current page.

Index VigorACS Sl allows you to create up to 32 index numbers
(profiles).

User Display the name of the remote dial-in profile.

Status Display if such profile is enabled or disabled for such CPE.

® Adding/Editing a new Remote Dial-in User Profile

To add a new remote dial-in profile, simply choose the one with the name (???) and click the

Detail button ==,
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To modify a selected profile, choose one of the profile names from the list and click the Detail

button | E .. The following dialog will appear. You can modify the settings to fit your
necessity.

VPN Remote Dial-in User Setting

Enable this account:

L
Allowed Dial-In Type: |V| PPTP  |V] IPSec W] L2TP
Specify Remote Node: | |

PPTP:

Usernmanie:

Password:

IPSec:

IKE Pre-Shared Key:

Apply | | Cancel [

Available settings for such feature will be shown as follows:

ltems Description

Enable this account

Click it to enable such account.

Allow Dial-in Type

Allow the remote dial-in user to make a
PPTP/IPSec/L2TP VPN connection through the
Internet. You should set the User Name and Password
of remote dial-in user below.

Specify Remote Node

You can specify the IP address of the remote dial-in
user if you check this box. If you want to build a VPN
that all the IP address can connect through the router.
Do not check the box.

Client IP

Type the IP address of the remote client that is allowed
to pass through VPN connection.

PPTP

Username — This field is applicable when you select
PPTP policy above.

Password — This field is applicable when you select
PPTP policy above.

IPSec

IKE Pre-Shared Key - Type in the required
characters (1-63) as the pre-shared key if IPSec is
selected as Allow Dial-in Type.
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Items Description

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.

Checking VPN Connection Status

VPN Status displays VPN name, remote IP address, virtual network address, VPN type, VPN
Active, encryption, authentication, transmission packets, transmission bytes, receiving packets,
receiving rate, and connection time for the selected CPE.

.f) gvolp ."\'\Wireless =)

f‘i‘ WEM wizard
‘l_"i WPM creator wizard

|'I]?_} WPM rernote dial-in user

) VPN status

Open VPN>>VPN status, the following screen will appear.

VPN Status
~a
= |

g} 1 toMerkez
@ z p_c_FAD

Add Index VPN Name

Profile Name

RemoteIP VirtualMetwrore VPN Type
TE.186,22,249 192.1658.0.0/24 IPSec_Tunnel
28, 247.22.24 192,168, 2.0/ 24 PPTP
'
Remote IP

Available settings for such feature will be shown as follows:

Items Description

Eb Add to monitor

Make the selected VPN tunnel to be monitored and
display in the field of VPN Monitor.
Choose any one of the CPEs (or profiles) and click

Add to monitor button to make the selected one to be
monitored by VigorACS.

Index Display the number of the VPN tunnel.

VPN Name Display the VPN profile name that created by using
VPN Wizard or VPN creator wizard.

Remote IP Display the IP address that the VPN tunnel connected.
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Items Description

Virtual Network Display the private IP address with subnet mask.

VPN Type Display the connection type used by such VPN tunnel.

VPN Active Display the status of such VPN tunnel. “true” means
the VPN tunnel has be connected; “false” means the
VPN tunnel has be disconnected.

Encryption Display the method for encryption used by such VPN
tunnel.

Authentication Display the mode for authentication used by such VPN
tunnel.

Tx Packets Display the packet size of the transmitted data.

Tx Bytes Display the size of the transmitted data.

Rx Packets Display the packet size of the received data.

Rx Rate Display the receiving rate for data receiving.

Up Time Display the connection time for such VPN tunnel.

Monitoring VPN Tunnel

In the VPN Status page, basic information for each VPN tunnel will be shown on the screen.
However, if you want to check the total traffic of VPN tunnel, you have to do the job of VPN
Monitor.

Add Index VPN Name RemotelP VirtualNetwork VPN Type "
g y 1 i_4E8_510 172.17.5.192 192.168.20.0/24 IPSec_Tunnel true
; -’ 2 i_4E8_4ED 172.17.5.191 192.168.10.0/24 IPSec_Tunnel true
g y 3 i_4E8_B20 172.17.5.195 192.168.50.0/24 IPSec_Tunnel true
[ ]

- —
L II[I )

Profile Name Remote IP
i_4E8_4ED 172.17.5.191
i_4E8_510 172.17.5.152
i_4E8_B20 172.17.5.195

Available settings for such feature will be shown as follows:

Description
Name Display the name of the profile.
Profile Name Display the name listed in VPN Name field.
Remote IP Display the IP address that the VPN tunnel connected.

Choose the VPN tunnel(s) (in this case, p_c_FAO and toMerkez are selected) that you want to
monitor and click the Add to monitor icon. Next, open System >> Statistics.
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Device: DrayTek_l]l]Sl]?F_‘ufigur
(¥ Device @) system L an @wam G

YPMN Stat EE Cevice systerm log

I_ Firrmware status
& |

L~ ﬁ Statistics

Add I iil PingsfTraceRoute

Ea 1 |—_‘ Firrnware upgrade
L Feboot device

~ Factory rezet device

The statistics for the above three profiles will be displayed on the screen as shown below.

Statistics

l"'_ﬁj [ Last & Hour v J

NAT_1{88.247.22.244) at DrayTek_00507F_Vigor_00507F5084D8_2710_Selbil
1]

g
(]
= 3
= =l
ﬁ a0 =
u =
= &0 2
- [T
&
Il 40
I
[Fa]
a 20
[l
in
]
LA 17:00 1800 19:00 20:00 21:00

O zessions
dvig=5.45 @ seszions Max=580.73 @ sessions
[ Mon Apr 18 2011 16:05:45 1 -- [ Mon Apr 18 2011 22:05:45 ]

6.2.8 DSL Settings for the Selected CPE
This page display DSL settings for the selected CPE. You can modify the settings if required.

\ Note: If the selected CPE is not a DSL router, such menu will be invalid.

DSl 2Ny Wi
Dr:t g

j)DSL I

Open DSL>>DSL, the following screen will appear.
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DSL

|E|

Index 1

ADS5L Status Up

AD5L DOperation Mode [ Multinode

Download Speed 7483
Upload Speed s00
SHE Margin 13
Loop Attenuation 190

Protocol PPPoE

(e Y

PYC:¥PI/VLCL PYC:8/35

User Nanme ergpancar@tinet

Available settings for such feature will be shown as follows:

ltems Description

,_ = |Save parameter settings

Click this button to save the parameters settings.

Index Display the index number of the CPE in current
network group.
ADSL Status Display current connection status for the selected CPE.

“Up” means the CPE is controlled by VigorACS and
runs well. “Down” means there is no data
transmission/receiving on CPE.

ADSL Operation Mode

Specify the type of DSL module used on the interface
associated with connection.

l Mulimode | - J
SDEL -
WhEL

ADSL 2 _annex_M
ADSL_Z2plus_annex_M

Multirmade

Download Speed

Display the download speed of the selected CPE.

Upload Speed

Display the upload speed of the selected CPE.

SNR Margin

Display the quality of SNR (signal to noise ratio). The
higher the SNR Margin is, the better the connection
speed is.

Loop Attenuation

Display the loss of signal over distance. Many factors
will influence the value of loop attenuation. The lower
the value is, the better the connection speed is.
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Items Description

Protocol Select an IP mode for the WAN interface of the
selected CPE.
Protocol | PPPoE |- |
IPoA |
PPPoA
FPPaE
CIP |

Uncanfigurad Ill

PVC:VPI/VCI VPI stands for Virtual Path Identifier. It is an 8-bit
header inside each ATM cell that indicates where the
cell should be routed. The ATM, is a method of
sending data in small packets of fixed sizes. It is used
for transferring data to client computers.

VCI stands for Virtual Channel Identifier. It is a
16-bit field inside ATM cell’s header that indicates the
cell’s next destination as it travels through the
network. A virtual channel is a logical connection
between two end devices on the network.

User Name Type a user name for the selected Protocol such as
PPPoOE, PPPoA and so on.

Password Type a password for the selected Protocol such as
PPPoE, PPPoA and so on.

CRC Errors Display the CRC (Cycle Redundancy Check) error of
your hardware.

ATU CRC Errors Display the ATU CRC (Cycle Redundancy Check)
error of your hardware.

Encapsulating Type Drop down the list to choose the type provided by ISP.
Encapsulating Type . LLC | - .

LLC
C WS

Available types will be changed according to the
model (CPE) you select.
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6.2.9 Wireless Settings for the Selected CPE
This page display wireless settings for the selected CPE. You can modify the settings if required.

| Note: If the selected CPE does not support wireless function, such menu will be invalid.

- o
.'\ General

1 i“\'\ Genaral 5510
ﬂi\ Security

&
r AccessControl

‘,‘ WPS

E'J} APDiscovery

s= StationList

General Setting for Wireless Connection

This page allows you to enable the wireless LAN connection for the selected CPE; specify different
wireless mode; change wireless channel and invoke the Long Preamble function for the selected
CPE.

Open Wireless>>General, the following screen will appear.

Wireless_General

El

Index 1
Wireless LAN Enable | |

Mode ¥ Mixed(11b+11g+11n) v

Channeal i Channel_6,2437MHz |

Long Preamble | |

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the CPE in current
network group.

Wireless LAN Enable Click it to enable the wireless LAN function for such
CPE.
Mode Choose the wireless mode for such CPE.

VigorACS Sl User's Guide 136 Dray Tek



Items Description

L Mixed(11b+11g+11n) v

11b_Cnly

J
1ig_only
1in_Only
Mixed(1iib4+11g]
-

Mixed(1lg+11in]

Channel Means the channel of frequency of the wireless LAN.
The default channel is 6. You may switch channel if
the selected channel is under serious interference. If
you have no idea of choosing the frequency, please
select Auto to let system determine for you.

Long Preamble This option is to define the length of the sync field in
an 802.11 packet. Most modern wireless network uses
short preamble with 56 bit sync filed instead of long
preamble with 128 bit sync field. However, some
original 11b wireless network devices only support
long preamble. Check it to use Long Preamble if
needed to communicate with this kind of devices.

General SSID Setting for Wireless Connection
This page allows you to configure SSID for the selected CPE.

Open Wireless>>General SSID, the following screen will appear.

Wireless_General_SSIN

IE,I I‘E,I
Index Enable Hide 551D 55ID Isolate LAM Isolate Men
i true false SatisMagazasi false false
2 falze falze falze falze
3 falze falze falze falze
4 falze falze falze falze
Kl - '

Available settings for such feature will be shown as follows:

ltems Description

g 'Save parameter settings Click this button to save the parameters settings.
I._.

| % [Edit Click it to edit the settings of the selected profile.
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Items Description

Index Display the index number of the profile in current
network group.

Enable Display if such profile is enabled (true) or not (false).

Hide SSID Display if the SSID of such profile is hidden (true) or
not (false).

SSID Display the SSID of the wireless profile.

Isolate LAN Display if such function is enabled (true) or not (false).

Isolate Member

Display if such function is enabled (true) or not (false).

Isolate VPN

Display if such function is enabled (true) or not (false).

Rate Control Enable

Display if such function is enabled (true) or not (false).

Upload

Display the transmitting rate for data upload.

Download

Display the transmitting rate for data download.
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Editing the SSID Setting
To modify a selected profile, choose one of the profile names from the list and click the Edit

N,
button lil. The following dialog will appear. You can modify the settings to fit your necessity.

Wireless__General _SSIDSetting

Index i
Enable I"_fl
Hide S5ID L

551D LatisMagazasi

Isolate LAN
Isolate Member

Isolate ¥PM

OO0OC

Rate Control Enable

Upload 30000

Download 30000

I Apply [ | Cancel |

Available settings for such feature will be shown as follows:

Iltems Description

Index Display the index number of the CPE in current
network group.

Wireless LAN Enable Click it to enable this setting.

Hide SSID Check it to hide the SSID of such wireless profile.

SSID Means the identification of the wireless LAN.

SSID can be any text numbers or various special
characters. The default SSID is "Draytek. We
suggest you to change it.

Isolate LAN Check this box to make the wireless clients
(stations) with the same SSID cannot access wired
PCs on LAN.

Isolate Member Check this box to make the wireless clients
(stations) with the same SSID not accessing for
each other.

Isolate VPN Check this box to make the wireless clients
(stations) with the same SSID not accessing for
other VPN.

Rate Control Enable It controls the data transmission rate through
wireless connection.

Check the box to enable such function.
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ltems Description

Upload Type the transmitting rate for data upload. Default
value is 30,000 kbps.

Download Type the transmitting rate for data download.
Default value is 30,000 kbps.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any
change.

Security Setting for Wireless Connection

Display the security settings that Vigor router supports. The administrator can modify and save the
changes for the Vigor router remotely by using VigorACS. However, not all of the Vigor routers’
wireless security settings can be handled by VigorACS. Here, we take VigorAP 800 as an
example for explanation.

Wireless_ Security

IEI I_EJ
Index Mode WPA Algorithms Pass Phrase Key Renewal Interva
1 Mixed [ WPAHWPAZ] TEIFP 2a00
2 Mixed[WRAHWRAZ], TEIR Z&00
<] Disable
4 Dizable
Ll ! |

Available settings for such feature will be shown as follows:

ltems Description

E 'Save parameter settings Click this button to save the parameters settings.
=)

| XI Edit Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current
network group.

Mode Display the mode used by such router.

WPA Algorithm Display the algorithm used by WPA.

Pass Phrase Display the Pass Phrase used by such router.

Key Renewal Interva Display the renewal security time for authentication to
the network.

PMK Cache Period Display the expire time of WPA2 PMK (Pairwise
master key) cache.

Pre-Authentication Display if IEEE 802.1X Pre-Authentication is enabled
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Items Description

(true) or not (false).

WEP Key Index Display the number of WEP Key is used.

WEP Key Display the content of the WEP Key.

WEP Key Type Display the type of the WEP Key.

802.1x WEP Display if WEP Encryption is enabled (true) or not
(false).

RadiusServer:Use internal Display if RADIUS Server is enabled (true) or not

RADIUS Server (false).

RadiusServer:1P Address Display the IP address of external RADIUS server.

RadiusServer:Port Display the UDP port number that the external

RADIUS server is using.

RadiusServer:Shared Secret Display the shared secret that the external RADIUS
server and client share.

RadiusServer:Session Display maximum time of service provided before
Timeout re-authentication.

Editing the Security Setting

To modify a selected profile, choose one of the profile names from the list and click the Edit

N,
button 'ﬁ'. The following dialog will appear. You can modify the settings to fit your necessity.

Wireless_SecuritySetting

Index 1
Mode | Mixed(WPA+WPAZ2)/PSK - |
WPA Algorithms TKIP A 4

Pass Phrase

Key Renewal Interva 3600

PMEK Cache Period 10

Pre-Authentication

WEP Key Index 2

WEP Key

WEP Key Type Hex -
802.1x WEP

C

RadiusServer:Use internal RADIUS Server

C

RadiusServer:IP Address

RadiusServer:Port 1812

RadiusServer:Shared Secret

RadiusServer:Session Timeout L]

| Apply | | Cancel |

Available settings for such feature will be shown as follows:
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Items Description

Index Display the index number of the profile in current network
group.
Mode There are several modes provided for you to choose.

Disable - The encryption mechanism is turned off.

WEP - Accepts only WEP clients and the encryption key
should be entered in WEP Key.

WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK
- Accepts only WPA clients and the encryption key should
be entered in PSK. The WPA encrypts each frame
transmitted from the radio using the key, which either PSK
(Pre-Shared Key) entered manually in this field below or
automatically negotiated via 802.1x authentication.

WEP/802.1x - The built-in RADIUS client feature enables
VigorAP 800 to assist the remote dial-in user or a wireless
station and the RADIUS server in performing mutual
authentication. It enables centralized remote access
authentication for network management.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Select WPA, WPA2 or Auto as WPA
mode.

WPA/802.1x - The WPA encrypts each frame transmitted
from the radio using the key, which either PSK (Pre-Shared
Key) entered manually in this field below or automatically
negotiated via 802.1x authentication.

WPA2/802.1x - The WPA encrypts each frame transmitted
from the radio using the key, which either PSK (Pre-Shared
Key) entered manually in this field below or automatically
negotiated via 802.1x authentication.

WPA Algorithm Select TKIP, AES or TKIP/AES as the algorithm for WPA.
Such feature is available for WPA2/802.1x, WPA/802.1x,
WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK
mode.

Pass Phrase Either 8~63 ASCII characters, such as 012345678. (or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde..."). Such feature is available for
WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK
mode.

Key Renewal Interval WHPA uses shared key for authentication to the network.
However, normal network operations use a different
encryption key that is randomly generated. This randomly
generated key that is periodically replaced. Enter the
renewal security time (seconds) in the column. Smaller
interval leads to greater security but lower performance.
Default is 3600 seconds. Set 0 to disable re-key. Such
feature is available for WPA2/802.1, WPA/802.1x,
WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK

VigorACS Sl User's Guide 142 Dray Tek



Items Description

mode.

PMK Cache Period

Set the expire time of WPA2 PMK (Pairwise master key)
cache. PMK Cache manages the list from the BSSIDs in the
associated SSID with which it has pre-authenticated. Such
feature is available for WPA2/802.1 mode.

Pre-Authentication

Enables a station to authenticate to multiple APs for
roaming securer and faster. With the pre-authentication
procedure defined in IEEE 802.11i specification, the
pre-four-way-handshake can reduce handoff delay
perceivable by a mobile node. It makes roaming faster and
more secure. (Only valid in WPA2)

Check the box to enable IEEE 802.1X Pre-Authentication.

WEP Key Index

Four WEP Keys can be configured for such router. This
field is used to indicate which one will be applied. Available
numbers are 1 ~ 4.

WEP Key

The format of WEP Key is restricted to 5 ASCII characters
or 10 hexadecimal values in 64-bit encryption level, or
restricted to 13 ASCII characters or 26 hexadecimal values
in 128-bit encryption level. The allowed content is the
ASCII characters from 33(!) to 126(~) except '# and ',
Such feature is available for WEP mode.

WEP Key Type

Choose the type (ASCII or HEX) of the WEP Key.

802.1x WEP

Check the box to enable the WEP Encryption.

RadiusServer:Use internal
RADIUS Server

There is a RADIUS server built in VigorAP 800 which is
used to authenticate the wireless client connecting to the

access point. Check this box to use the internal RADIUS
server for wireless security.

Besides, if you want to use the external RADIUS server for
authentication, do not check this box.

RadiusServer:IP Address

Enter the IP address of external RADIUS server.

RadiusServer:Port

The UDP port number that the external RADIUS server is
using. The default value is 1812, based on RFC 2138.

RadiusServer:Shared Secret

The external RADIUS server and client share a secret that is
used to authenticate the messages sent between them. Both
sides must be configured to use the same shared secret.

RadiusServer:Session

Set the maximum time of service provided before

Timeout re-authentication. Set to zero to perform another
authentication immediately after the first authentication has
successfully completed. (The unit is second.)

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.

Access Control Setting for Wireless Connection

Display the Access Control settings that Vigor router supports.
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Wireless_AccessContrd

I.E_I I_E.I I.:_m_l
Index Policy
1 Dizable
2 Disable
3 Disable
4 Cisable

Available settings for such feature will be shown as follows:

Items Description

g 'Save parameter settings Click this button to save the parameters settings.
I._.

| %I Edit Click it to edit the settings of the selected profile.
|[EZ]| Detail Click it to edit the advanced settings of the selected
— profile.

Index Display the index number of the profile in current

network group.

Policy Display the selected policy for the wireless control.

Editing the Access Control Setting
To modify a selected profile, choose one of the profile names from the list and click the Edit

N,
button lﬁl. The following dialog will appear. You can modify the settings to fit your necessity.

Wireless__AccessControlSetting

Index 1

Policy | Disable | - |

Available settings for such feature will be shown as follows:

Description

Index Display the index number of the profile in current network
group.
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Items Description

Policy Determine the policy for the wireless control.

|. Activate MAC address filter | k4 |

Disable
Activate MAC address filter
Blacked MAC address filter

Later, click 'E" to configure advanced settings for the

policy.
Apply Click it to save the settings and exit the screen.
Cancel Click it to exit the screen without saving any change.

WPS Setting for Wireless Connection
Display the WPS settings that Vigor router supports.

Wireless_WPS

5
=2 |_/i'_|
Index Enable wpPs WPS Configured WPS S5ID WPS Auth Mode WPS E
1 false ez DrayTek-LAN-& W PASPSEWRAZ PSKMixed]
K J bl

Available settings for such feature will be shown as follows:

ltems Description

E 'Save parameter settings Click this button to save the parameters settings.

=}

| % [Edit Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current
network group.

Enable WPS Display if the WPS profile is enabled (true) or disabled
(false).

WPS Configured Display related system information for WPS. If the
wireless security (encryption) function of Vigor router
is properly configured, you can see ‘Yes’ message
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Items Description

here.
WPS SSID Display the SSID that such WPS specified.
WPS Auth Mode Display the authentication modes such router supports.
WPS Encrypt Type Display encryption mode (None, WEP, TKIP, AES,

etc.) of Vigor router.

AP PIN Display the number which is used for remote client
entering the registrar’s PIN code in remote station to
make a network connection.

Editing the WPS Setting
To modify a selected profile, choose one of the profile names from the list and click the Edit

\,
button 'A'. The following dialog will appear. You can modify the settings to fit your necessity.

Wireless  WPSSetting

Inde:x 1
Enable WPs | |
WPS Configured Yes
WPS SS5ID DrayTek-LAM-A
WPS Auth Mode  WPA/PSKWPAZ/PS5KMixed(WPA+WPAZ),/PSK
WP5 Encryp Type TKIP

AP PIN F2OGFAFEF

I Apply | | Cancel I

Available settings for such feature will be shown as follows:

Items Description

Index Display the index number of the profile in current network
group.

Enable WPS Check this box to enable WPS setting.

WPS Configured Display related system information for WPS. If the wireless

security (encryption) function of Vigor router is properly
configured, you can see “Yes’ message here.

WPS SSID Display the SSID that such WPS specified.

WPS Auth Mode Display the authentication modes such router supports.

WPS Encrypt Type Display encryption mode (None, WEP, TKIP, AES, etc.) of
Vigor router.

AP PIN Display the number which is used for remote client entering
the registrar’s PIN code in remote station to make a network
connection.
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Items Description

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.

AP Discovery Setting for Wireless Connection
Display the AP Discovery settings that Vigor router supports.

Index 551D B5SSID R5SI Channel Encryption A~

1 PE74 S0:67:f0:1a:0 100% 1 MOME

2 Default SSI0 0012341542 26 % 1 MOME

3 DrayTek_kyeh_222C 00:5007F6F 55 10 % 1 AES

4 00Z24A57217A8-1 Om24:a5:72:1 100% 1 MOME

=1 O0Z24A57217A8 00:24:a5:72:1 100% 1 MCOME

[ DrayTek 00:50:7Faal 100% 1 AES

7 FAE-29Z222220 00:50:7f:c9: 3L 100% 4 AES

2 mis_test 00:12:0e: 372 44 % [ TKIP/AES Mixed

9 DrayTek 0050 Ffrat e 24 % [3 MOME ||

10 DrayTek700-A80 o0:1fiificd:8s8 100% [} AMES

11 Dennis_Test 00:50:7Fc3: 50 86 %% & MOME

iz default 00:1d:7d:34:c 55 % 3 MME

13 PoA-tang 00:50:7fice:bi 70 % [ TRIF Mixed

14 DrayTek 0050 7fiad: 3 100% [3 M ME ILI
[+] [+

Available settings for such feature will be shown as follows:

Items Description

Index Display the index number of the profile in current
network group.

SSID Display the SSID of the AP scanned by Vigor router.

BSSID Display the MAC address of the AP scanned by Vigor
router.

RSSI Display the signal strength of the access point. RSSI is
the abbreviation of Receive Signal Strength Indication.

Channel Display the wireless channel used for the AP that is
scanned by Vigor router.

Encryption Display the encryption mode for the scanned AP.

Authentication Display the authentication type that the scanned AP
applied.

Station List for Wireless Connection

Display the stations connecting to Vigor router.
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6.2.10 Wireless 5G Settings for the Selected CPE

At present, VigorAP 800 supports wireless 5G function. You can modify the settings for
VigorAP800 via VigorACS SI.

| Note: If the selected CPE does not support wireless 5G function, such menu will be invalid.

ot —
:‘h General
ri:\\ General S5I0

ﬁ-ﬁ Security

Y
L AccessControl
{‘F} APDizcovery

*= Stationlist

General Setting for Wireless Connection
This page display wireless settings for the selected CPE. You can modify the settings if required.

Wireless_General
=]

Index 1
Enable Wireless LAN |V

Mode Mixed(1ib+1ig+11in) v

L

Enable 2 Subnet (Simulate 2 APs) V]

Channel Channel_11,2462MHz v

—

Rate

Tx Burst

= [&{
'l

WhM Capable

Antenna 2TZR v

|

Available settings for such feature will be shown as follows:

ltems Description

H Save parameter settings Click this button to save the parameters settings.
=)

Index Display the index number of the profile in current
network group.

Mode Choose the wireless mode for such CPE.

VigorACS Sl User's Guide 148 Dray Tek



Items Description

| Mixed(11b+11g+11n) | v]

11b_<nly

11g_Only

1in_2nly
Mixed(1lib+11g)
Mizxed(1ib+11g+11in]

Enable 2 Subnet (Simulate 2 Check the box to enable the function for two

APs) independent subnets. Once you enable this function,
LAN-A and LAN-B would be independent. Next, you
can connect one router in LAN-A, and another router in
LAN-B. Such mechanism can make you feeling that
you have two independent AP/subnet functions in one
VigorAP 800.

If you disable this function, LAN-A and LAN-B ports
are in the same domain. You could only connect one
router (no matter connecting to LAN-A or LAN-B) in
this environment.

Channel Means the channel of frequency of the wireless LAN.
The default channel is 6. You may switch channel if the
selected channel is under serious interference. If you
have no idea of choosing the frequency, please select
Auto to let system determine for you.

[ Channel_11,2462MHz | v |

Channel_2,2452MHz -
Channel_10,2457MHz
Channel_11.2482MHz
Channel_12,2467MHz

|
Channel_132,2472MHz |L|

Rate If you choose 11g Only, 11b Only or 11n Only, such
feature will be available for you to set data
transmission rate.

—

Auto -
1 Mbps |
2 Mbps
5.9 Mbps
& Mbps |L|
Tx Burst This feature can enhance the performance in data

transmission about 40%* more.

WMM Capable To apply WMM parameters for wireless data
transmission, please click the Enable radio button.

Antenna VigorAP 800 can be attached with two antennas to
have good data transmission via wireless connection.
However, if you have only one antenna attached, please
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Items Description

choose 1T1R.

2T2R | v |

2TZR
1TiR

General SSID Setting for 5G Wireless Connection
This page allows you to configure SSID for the selected CPE.
Open Wireless_5G>>General SSID, the following screen will appear.

Wireless_5G_General_¥
y
| g| i /21
Index Hide SSID SSID Subnet Isolate LAN Isolate Member
1 false DrayTek-5G LAM-2 false false
z falze false false
L4l ) k]

Available settings for such feature will be shown as follows:

ltems Description

| E 'Save parameter settings Click this button to save the parameters settings.

| %| Edit Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current
network group.

Hide SSID Display if the SSID of such profile is hidden (true) or
not (false).

SSID Display the SSID of the wireless profile.

Subnet Display which subnet is used for the selected CPE.

Isolate LAN Display if such function is enabled (true) or not (false).

Isolate Member Display if such function is enabled (true) or not (false).

VLAN ID Display the VLAN ID of the selected CPE.
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Items Description

Enable Mac Clone

Display if such function is enabled (true) or not (false).

Mac Clone

Display the MAC address of the selected CPE.

Editing the SSID Setting

To modify a selected profile, choose one of the profile names from the list and click the Edit

b
button 'A'. The following dialog will appear. You can modify the settings to fit your

necessity.

Wireless_General_SS5IDSetting

Enable

Index

Hide 551D

S5ID

Subnet

Isolate LAN

Isolate Member

YLAM ID

Mac Clone

Mac Clone

e

DrayTek-LAN-A

LAM-A

"

l Apply JL Cancel J

Available settings for such feature will be shown as follows:

ltems Description

Index

Display the index number of the CPE in current
network group.

Hide SSID

Check it to hide the SSID of such wireless profile.

SSID

Means the identification of the wireless LAN. SSID
can be any text numbers or various special characters.
The default SSID will be displayed in this field. We
suggest you to change it.

Subnet

Choose LAN-A or LAN-B for each SSID. If you
choose LAN-A, the wireless clients connecting to this
SSID could only communicate with LAN-A.

LAN-A | ¥

LAk -A
LamM-B

Isolate LAN

Check this box to make the wireless clients (stations)
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ltems Description

with the same SSID cannot access wired PCs on LAN.
Note: If Isolate LAN is checked, do not type any value

for VLAN ID.
Isolate Member Check this box to make the wireless clients (stations)
with the same SSID not accessing for each other.
VLAN ID Type the value for such SSID. Packets transferred from
such SSID to LAN will be tagged with the number.
Enable Mac Clone Check this box to enable the function.
Mac Clone Manually enter the MAC address of the device with

SSID 1. The MAC address of other SSIDs will change
based on this MAC address.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.

Security Setting for 5G Wireless Connection

Display the security settings that Vigor router supports. The administrator can modify and save the
changes for the Vigor router remotely by using VigorACS. However, not all of the Vigor routers’
wireless security settings can be handled by VigorACS.

Wireless_5G_Security

IEI I.E_I
Index Mode WPA Algorithms Pass Phrase Key Renewal Interva
1 Disable F600
2 Dizable 3600
3 Dizable 3600
4] J 3

Available settings for such feature will be shown as follows:

ltems Description

E Save parameter settings Click this button to save the parameters settings.
=]

I.EJ Edit Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current
network group.
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Items Description

Mode

Display the mode used by such router.

WPA Algorithms

Display the algorithm used by WPA.

Pass Phrase

Display the Pass Phrase used by such router.

Key Renewal Interval

Display the renewal security time for authentication to
the network.

PMK Cache Period

Display the expire time of WPA2 PMK (Pairwise
master key) cache.

Pre-Authentication

Display if IEEE 802.1X Pre-Authentication is enabled
(true) or not (false).

WEP Key Index

Display the number of WEP Key is used.

WEP Key Display the content of the WEP Key.
WEP Key Type Display the type of the WEP Key.
802.1x WEP Display if WEP Encryption is enabled (true) or not

(false).

RADIUS Server: User
internal RADIUS Server

Display if RADIUS Server is enabled (true) or not
(false).

RADIUS Server: IP Address

Display the IP address of external RADIUS server.

RADIUS Server: Port

Display the UDP port number that the external
RADIUS server is using.

RADIUS Server: Shared
Secret

Display the shared secret that the external RADIUS
server and client share.

RADIUS Server: Session
Timeout

Display maximum time of service provided before
re-authentication.

Editing the Security Setting
To modify a selected profile, choose one of the profile names from the list and click the Edit

N
button lﬁl. The following dialog will appear. You can modify the settings to fit your
necessity.
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Wireless_5G_SecuritySetting

Index 1
Mode
WPA Algorithms | v |
Pass Phrase
Key Renewal Interva 3600
PME Cache Period 10
Pre-Authentication
WEP Key Index 1
WEP Key
WEP Key Type | Hex v
802.1x WEP | |
RadiusServer:Use internal RADIUS Server | |
RadiusServer:IP Address
RadiusServer:Port 1812
Radius Server:Shared Secret

Radius Server: Session Timeout L]

| Disable 4

L Apply )L Cancel )

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.
Mode There are several modes provided for you to choose.

Disable - The encryption mechanism is turned off.

WEP - Accepts only WEP clients and the encryption
key should be entered in WEP Key.

WPA/PSK or WPA2/PSK or Mixed
(WPA+WPA2)/PSK - Accepts only WPA clients and
the encryption key should be entered in PSK. The
WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key)
entered manually in this field below or automatically
negotiated via 802.1x authentication.

WEP/802.1x - The built-in RADIUS client feature
enables VigorAP 800 to assist the remote dial-in user
or a wireless station and the RADIUS server in
performing mutual authentication. It enables
centralized remote access authentication for network
management.

The WPA encrypts each frame transmitted from the
radio using the key, which either PSK (Pre-Shared
Key) entered manually in this field below or
automatically negotiated via 802.1x authentication.
Select WPA, WPA2 or Auto as WPA mode.
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Items Description

WPA/802.1x - The WPA encrypts each frame
transmitted from the radio using the key, which either
PSK (Pre-Shared Key) entered manually in this field
below or automatically negotiated via 802.1x
authentication.

WPA2/802.1x - The WPA encrypts each frame
transmitted from the radio using the key, which either
PSK (Pre-Shared Key) entered manually in this field
below or automatically negotiated via 802.1x
authentication.

WPA Algorithm Select TKIP, AES or TKIP/AES as the algorithm for
WQPA.. Such feature is available for WPA2/802.1x,
WPA/802.1x, WPA/PSK or WPA2/PSK or Mixed
(WPA+WPA2)/PSK mode.

Pass Phrase Either 8~63 ASCII characters, such as 012345678. (or
64 Hexadecimal digits leading by 0x, such as
"0x321253abcde..."). Such feature is available for
WPA/PSK or WPA2/PSK or Mixed
(WPA+WPAZ2)/PSK mode.

Key Renewal Interval WPA uses shared key for authentication to the
network. However, normal network operations use a
different encryption key that is randomly generated.
This randomly generated key that is periodically
replaced. Enter the renewal security time (seconds) in
the column. Smaller interval leads to greater security
but lower performance. Default is 3600 seconds. Set 0
to disable re-key. Such feature is available for
WPAZ2/802.1,WPA/802.1x, WPA/PSK or
WPAZ2/PSK or Mixed (WPA+WPA2)/PSK mode.

PMK Cache Period Set the expire time of WPA2 PMK (Pairwise master
key) cache. PMK Cache manages the list from the
BSSIDs in the associated SSID with which it has
pre-authenticated. Such feature is available for
WPAZ2/802.1 mode.

Pre-Authentication Enables a station to authenticate to multiple APs for
roaming securer and faster. With the pre-authentication
procedure defined in IEEE 802.11i specification, the
pre-four-way-handshake can reduce handoff delay
perceivable by a mobile node. It makes roaming faster
and more secure. (Only valid in WPA2)

Check the box to enable IEEE 802.1X
Pre-Authentication.

WEP Key Index Four WEP Keys can be configured for such router.
This field is used to indicate which one will be
applied. Available numbers are 1 ~ 4.

WEP Key The format of WEP Key is restricted to 5 ASCII
characters or 10 hexadecimal values in 64-bit
encryption level, or restricted to 13 ASCII characters
or 26 hexadecimal values in 128-bit encryption level.
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Items Description

[ The allowed content is the ASCII characters from
33(!) to 126(~) except '# and ',". Such feature is
available for WEP mode.

WEP Key Type

Choose the type (ASCII or HEX) of the WEP Key.

802.1x WEP

Check the box to enable the WEP Encryption.

RadiusServer:Use
internal RADIUS Server

There is a RADIUS server built in VigorAP 800 which
is used to authenticate the wireless client connecting to
the access point. Check this box to use the internal
RADIUS server for wireless security.

Besides, if you want to use the external RADIUS
server for authentication, do not check this box.

RadiusServer:IP
Address

Enter the IP address of external RADIUS server.

RadiusServer:Port

The UDP port number that the external RADIUS
server is using. The default value is 1812, based on
RFC 2138.

RadiusServer:Shared
Secret

The external RADIUS server and client share a secret
that is used to authenticate the messages sent between
them. Both sides must be configured to use the same
shared secret.

RadiusServer:Session

Set the maximum time of service provided before

Timeout re-authentication. Set to zero to perform another
authentication immediately after the first
authentication has successfully completed. (The unit is
second.)

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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Access Control Setting for 5G Wireless Connection

Display the Access Control settings that Vigor router supports.

Wireless_5G_AccessCd

EEE

Index

Policy
Disable
Disable

Dizable

Available settings for such feature will be shown as follows:

ltems Description

,_ = |Save parameter settings

Click this button to save the parameters settings.

|£| Edit

Click it to edit the settings of the selected profile.

[[==]| Detail

Click it to edit the advanced settings of the selected
profile.

=]

Index

Display the index number of the profile in current
network group.

Policy

Display the selected policy for the wireless control.
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Editing the Access Control Setting
To modify a selected profile, choose one of the profile names from the list and click the Edit

button |£|. The following dialog will appear. You can modify the settings to fit your
necessity.

Wireless_ 5G_AccessControlSetting

Index 1

Policy | Disable | - |

| Apply | | Cancel |

Available settings for such feature will be shown as follows:

Items Description

Index Display the index number of the profile in current
network group.

Policy Determine the policy for the wireless control.

|. Activate MAC address filter | L |

Cizable
Activate MAC address filter
Blocked MAZ address filter

Later, click |=_|—=|| to configure advanced settings for

the policy.
Apply Click it to save the settings and exit the screen.
Cancel Click it to exit the screen without saving any change.
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AP Discovery Setting for 5G Wireless Connection
Display the AP Discovery settings that Vigor router supports.

Index SsSID BSSID RSSI Channel Encryption A

1 DrayTek-5G 00:50:7f:5b:4 100% 36

|4 v

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.

SSID Display the SSID of the AP scanned by Vigor router.

BSSID Display the MAC address of the AP scanned by Vigor
router.

RSSI Display the signal strength of the access point. RSSI is
the abbreviation of Receive Signal Strength Indication.

Channel Display the wireless channel used for the AP that is
scanned by Vigor router.

Encryption Display the encryption mode for the scanned AP.

Authentication Display the authentication type that the scanned AP
applied.
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Station List for 5G Wireless Connection
Display which stations connecting to Vigor router.

Index MALC Address 551D Auth Encrypt

i 00:10:E0:10:6EBR DrapTek-5G OPEN MCHE

Available settings for such feature will be shown as follows:

Items Description

Index Display the index number of the profile in current
network group.

MAC Address Display the MAC address of the client.

SSID Display the SSID of the station.

Auth Display the authentication type which the station uses

for connecting the AP.

Encrypt Display the encryption mode which the station uses for
connecting the AP.

6.2.11 Multi-PVCs for the Selected CPE

| Note: If the selected CPE does not support Multi-PVCs function, such menu will be invalid.

— T
— g MAT
J—

== General

BE AW Gos
bt port-Based Bridge

General Settings for Multi-PVCs
Open Multi-PVCs>>General, the following screen will appear.
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Multi-P¥Cs_ General

|E| |K| |E|

Index Enable
true
true
false
false
false

false

false

L O N N R

false

<
bl
=1

L S S S = R =

¥CI QoS Type Protocol

a3 LIBFR PPPoE

28 LIBFR. MPoA

43 LBR PPPoA

44 LIEFR PPPoA

45 LBR PPPoA

4e LIEFR PPPoA

47 LIBFR. PRPoA

4 LIBR PPPoA

[«

Available settings for such feature will be shown as follows:

Items Description

,_ = |Save parameter settings

Click this button to save the parameters settings.

(A Edit

Click it to edit the settings of the selected profile.

|[£Z]| Detail This button is available for Index 3 to Index 5 only. A

— window with detailed information about the index will
be shown on your screen.

Index Display the index number of the profile in current
network group.

Enable Display if such profile is enabled (true) or not (false).

VPI Display the VPI value for such profile.

VCI Display the VCI value for such profile.

QoS Type Display the QoS type for such profile.

Protocol Display the protocol for such profile.

Encapsulation

Display the encapsulation type for such profile.

Wancount

Display if such PVC can be configured for WAN
interface. When the value is greater than 0, it means
WAN settings are available for such PVC.

Editing the General Multi-PVCs Setting
To modify a selected profile, choose one of the profile names from the list and click the Edit

DrayTek
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necessity.
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Multi-P¥Cs_GeneralSetting

Index

Enable

YPI

LN

Qo5 Type
Protocol

Encapsulation

WanCount

- 1¥)

L

UBR

PPPoE -

LLC_SHAP b |

| Apply | | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Index

Display the index number of the profile in current
network group.

Enable

Check this box to enable the profile.

VPI

VPI stands for Virtual Path Identifier. It is an 8-bit
header inside each ATM cell that indicates where the
cell should be routed. The ATM, is a method of
sending data in small packets of fixed sizes. It is used
for transferring data to client computers. Type in the
value provided by your ISP.

VCI

VCI stands for Virtual Channel Identifier. It is a
16-bit field inside ATM cell’s header that indicates the
cell’s next destination as it travels through the network.
A virtual channel is a logical connection between two
end devices on the network. Type in the value provided
by your ISP.

QoS Type

Select a proper QoS type for the channel.

Protocol

Select a proper protocol for this channel.

Encapsulation

Choose a proper type for this channel. The types will
be different according to the protocol setting that you
choose.

WanCount Display if such PVC can be configured for WAN
interface. When the value is greater than 0, it means
WAN settings are available for such PVC.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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ATM QoS for Multi-PVCs
This function can display the ATM QoS function settings for the selected CPE.

Multi-PVCs_ATMQoS

B X
Index QoS Type PCR SCR MBS
1 UBR o o o
2 UER o o 0
] LUBR (1] u] 0
4 UBR a a u]
3 UBR o o o
& UER o o 0
7T LUBR (1] u] 0
a UBR o o W]

Available settings for such feature will be shown as follows:

Items Description

|_ HJSave parameter settings Click this button to save the parameters settings.

| )f{ [Edit Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current
network group.

QoS Type Display the QoS type (e.g., UBR, CBR) for the
channel.

PCR Display the value of PCR.

SCR Display the value of SCR.

MBS Display the value of MBS.
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Editing the ATM QoS for Multi-PVCs Settings

To modify the profile, simply choose the one you want to modify from the list and click the
Edit button. The following screen will appear.

Multi-PYCs_ATMQoSSetting

Index
Dok Type

PCR

SCR

MBS

Apply [ | Cancel |

Available settings for such feature will be shown as follows:

ltems { Description

Index Display the index number of the profile in current
network group.

QoS Type Display the type of QoS.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR
must be smaller than PCR.

MBS It represents Maximum Burst Size. The range of the
value is 10 to 50.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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Port-Based Bridge for Multi-PVCs

This function can display the Port-Based Bridge function settings for the selected CPE. There are
eight channel can be configured in this page.

Multi-P¥Cs_PortBasedB

p2
falze
falza
falze
falza
falze
falza
false

falze

P3 P4 Service Type
falze falze Marmal
falz= falze Maorrnal
falze falze Marmal
falz= falze Maorrnal
falze false Marmal
falz= falze Maorrnal
false false Morrnal
falze falze Marrmal

IEI I‘KI
Index Enable
1 falze
s falza
2 falze
4 falza
S| falze
& falza
7 false
g falze
Kl

Available settings for such feature will be shown as follows:

ltems Description

,_ = |Save parameter settings

Click this button to save the parameters settings.

| & Edit

Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current
network group.

Enable Display if such profile is enabled (true) or not (false).

P2/P3/P4 Display which LAN port is enabled (true) or disabled
(false).

Service Type Display the service type used for the service of video

stream (e.g., IPTV).

Add Tag Enable

Display if such function is enabled (true) or not (false).

Add Tag

Display the number of VLAN ID.
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Editing the Port-Based Bridge for Multi-PVCs Settings

To modify the profile, simply choose the one you want to modify from the list and click the
Edit button. The following screen will appear.

Multi-P¥Cs_PortBasedBridgeSetting ]
Inde:x 1
Enable | |
P2 [
P3 [
Pa ||

Service Type Normal | v |

Add Tag Enable

[

Add Tag 0

I Apply | | Cancel |

Available settings for such feature will be shown as follows:

ltems ‘ Description

Index Display the index number of the profile in current
network group.

Enable Check this box to enable the profile.

P2/P3/P4 Check this box to invoke such LAN port. It means the

LAN port 2 to 4. Check the box to designate the LAN
port for channel 3 to 8.

Service Type Normally, service type is used for the service of video
stream (e.g., IPTV). It can divide the packets from
remote control and from video stream into different
PVC. In general, the protocol used by remote control is

IGMP.

Add Tag Enable Check this box to enable the function of Add Tag.

Add Tag To identify the usage of PVC, check this box to invoke
this setting. And type the number for VLAN ID
(number).

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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6.2.12 Configuring NAT Setting for the Selected CPE

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a mechanism
that one or more private IP addresses can be mapped into a single public one. Public IP address is
usually assigned by your ISP, for which you may get charged. Private IP addresses are recognized
only among internal hosts.

#

D Paort Redirection

g CMEZ Haost

4% Open Portz

Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN), such as
web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP address for
each server and this public IP address/domain name are recognized by all users. Since the server is
actually located inside the LAN, the network well protected by NAT of the router, and identified by
its private IP address/port, the goal of Port Redirection function is to forward all access request
with public IP address from external users to the mapping private IP address/port of the server.

Open NAT>>Port Redirection. The following screen will appear with all of the NAT settings for
the selected CPE/group.

NAT

El (X

Index Port Redirection Port Redirection Mode Sarvice Name ¥
true Single karmaral
true Single karmeraZz
true Single karnerad

true Single kamearad

LS B R T ] H

false Single

[+] ' [+ ]

Available settings for such feature will be shown as follows:

ltems Description

Click this button to save the parameters

,_ = |Save parameter settings

settings.
| ){{l Edit Click it to edit the settings of the selected
— profile.
Index Display the index number of the CPE in

current network group.

Port Redirection Display if such profile is enabled (true) or
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Items Description

not (false).

Port Redirection Display the port redirection mode of the

Mode CPE.

Service Name Display the name of the service for
identification.

Protocol Display the protocol for NAT of the CPE.

WAN IP Display the WAN IP alias for the device
passing through.

Public Port Start Display which port can be redirected to the
specified Private IP and Port of the internal
host.

Public Port End Display the ending port used for such
profile.

Private IP Start Display the private IP address of the internal
host providing the service.

Private IP End Display the IP address as the end of Private
IP.

Private Port Display the private port number of the

service offered by the internal host.

Editing the Port Redirection Setting

To modify the profile, simply choose the one you want to modify from the list and click the
Edit button. The following screen will appear.

MATSetting <]

Index 1

Port Redirection I"_rl
Port Redirection mMode Single L

Service MName kameral

Protocol TCP L

wWaN IP [ Al > |

Public Port Start 2093

Public Port End 8093

Private IP Start 192.168.4.96

Private IP End a6

Private Port 20935

[ Apply [ | Cancel |

Available settings for such feature will be shown as follows:
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DrayTek

Items Description

Index

Display the index number of the CPE in current
network group.

Port Redirection

Move and click your mouse on the field, a check box
will appear. Check the box to set “true” mode (means
enabled) or uncheck the box to set “false” mode
(means disabled).

Port Redirection Mode

Display the port redirection mode of the CPE.
Available modes (true/false) for such CPE can be seen
from the drop down list. You can change the mode if
required.

. Single | L 4 |
Single |
Range
If you select Range as Port Redirection Mode, please

specify the value of Private IP Start and Private IP
End.

Service Name

Type a name for the service for identification.

Protocol

Display the protocol for NAT of the CPE. Available
settings for such CPE can be seen from the drop down
list. You can change the protocol if required.

LU
TCP

DR

WAN IP

Choose WAN IP alias for the device passing through.

|.ﬁ.“ |‘l"

Al
WANL_TP_alias[1]

oNnS

Public Port Start

Specify which port can be redirected to the specified
Private IP and Port of the internal host.

Public Port End

If you choose Range as the port redirection mode,
please type the required number on this field.

Private IP Start

Specify the private IP address of the internal host
providing the service.

Private IP End

If you choose Range as the port redirection mode, you
need to specify Private IP End additionally.

Private Port

Specify the private port number of the service offered
by the internal host.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP

protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor router
provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single host in
the LAN. Regular web surfing and other such Internet activities from other clients will continue to
work without inappropriate interruption. DMZ Host allows a defined internal user to be totally

exposed to the Internet, which usually helps some special applications such as Netmeeting or

Internet Games etc.

Open NAT>>DMZ Host. The following screen will appear with all of the NAT settings for the

selected CPE/group.

MNAT_DMZ_Host

|ﬂ| |£|

Index Mode Enable
1 Mone false
z falza

3 falza

Private IP
192,168,92,12 00-00-00-00-00-00
0.0.0.0

0.0.0.0

MAC Address of the True IP DMZ Host

[]

Available settings for such feature will be shown as follows:

Items Description

,_ = |Save parameter settings

Click this button to save the parameters
settings.

|>‘{| Edit

Click it to edit the settings of the selected
profile.

Index Display the index number of the CPE in
current network group.

Mode Display which mode (Private IP or
Active_True_IP) is specified for such
profile.

Enable If the DHCP server is enabled, the word of
“true” will be shown here. Otherwise, the
word of “false” will appear. Such value can
be edited if required.

Private IP Display private IP address of the CPE.

MAC Address of the True IP Display the MAC address of the CPE.

DMZ Host
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Editing the DMZ Host Setting

To modify the profile, simply choose the one you want to modify from the list and click the
Edit button. The following screen will appear.

MAT _DMZ_HostSetting <]

Index 1

Mode | Mone v

Enable false

Private IP 192.168.92.12

MAL Address of the True IP DMZ Host 00-00-00-00-00-00

I Apply [ | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the CPE in current
network group.

Mode Choose None, Private IP or Active_True_IP for
typing the related information on the fields listed
below.

Private IP Type the IP address of the DMZ host if you choose
Private IP as the Mode.

MAC Address of the Type the MAC address for the DMZ host if you choose

True IP DMZ Host Active_True_IP as the Mode.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications. Common
application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella, WinMX, eMule
and others), Internet Camera etc. Ensure that you keep the application involved up-to-date to avoid
falling victim to any security exploits.

Open NAT>>Open Port. The following screen will appear with all of the NAT settings for the
selected CPE/group.

NAT_Open_Ports

B (X E
Index Enable Open Ports Comment WAN Interface WAN IP
1 false WAL waNl TP alias[:
2 true ST7301 il AL wWANL_IP_alias[:
B true Ip7152 AL WAL _IP Alias[:
4 true IP7133 il AL WwaMl_IP_aAlias[:
5 true dahua AL waNL_IP_ alias[:
) falze iclock WAL WML TP _Alias[:
7 true PZ7151 AL wWANL_IP_Alias[:
3 false AN L WAL IR alias]:
L] : - *

Available settings for such feature will be shown as follows:

Items Description

E Save parameter settings Click this button to save the parameters settings for the
= profile.

I )f{l Edit Click it to edit the settings of the selected profile.
|[£2]| Detail Click it to display a window with detailed information
— for the selected open ports profile.

Detail Window
=]

DrayTek_00507F_Vigor_00507FC93B24

Index Protocol Start Port End Port

R R S S I
o @ @ 2 2 2 8 © © @
2 & 2 @ 8 © 8 2 © &

[+

Index Display the index number of the profile in current
network group.

Enable Open Ports Display if such profile is enabled (true) or not (false).

Comment Display the name for the defined network
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Items Description

application/service

WAN Interface Display the WAN interface for the entry.
WAN IP Display the WAN IP Alias
Local IP Address Display the private IP address of the local host

offering the service.

Editing the Open Ports Setting

To modify the profile, simply choose the one you want to modify from the list and click the
Edit button. The following screen will appear.

NAT_Open_PortsSetting ]

Index 2

Enable Open Ports |V

Comnvent ETF501

W AN Interface WAN1

WANIP | v |

Local IP Address 192.168.50.13

I Apply | | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.

Enable Open Ports Display if such profile is enabled (true) or not (false).

Comment Make a name for the defined network
application/service

WAN Interface Choose the WAN interface for the entry.

WAN IP Choose WAN IP address from the drop down list for
the entry.

Local IP Address Type the private IP address of the local host offering
the service.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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6.2.13 Bandwidth Settings for the Selected CPE

As an administrator, you can configure the bandwidth ratio for QoS of the WAN interface for the
selected CPE.

— =
— b Firewall
L 1]

2
V= Q05 WAN I

| % Q0% Clazs

!'= Qa5 Service Type

Configuring QoS WAN Setting for the Selected CPE

Open Bandwidth>>QoS WAN. The following screen will appear with all of the QoS WAN
settings for the selected CPE/group.

(¥ pevice @) systern [ dLan [ Hven .-"h 5\ DrosL= == eanduidth L2 Firew
QoSs_WAaN
e
|E| |/\'|
Index Enabla Direction Inbound Bandwidth Dutbound Bandwidth

1 false 2UT 10000 10000

2 falze oUT 10000 10000

3 false 2UT 10000 10000

4] ] *

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.

Enable Display if such profile is enabled (true) or not (false).

Direction Display the direction (OUT/IN/Both) of such QoS
setting.

Inbound Bandwidth Display the connecting rate of data input for WAN.

Outbound Bandwidth Display the connecting rate of data output for WAN

Class 1 Ratio/ Display the ratio of bandwidth fo the class rules (up to

Class 2 Ratio/ three) that configured to meet your request.

Class 3 Ratio

Others Ratio Display the ratio of bandwidth reserved for the packets
which are not suitable for the user-defined class rules.
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Items Description

Enable UDP Bandwidth Display if the function is enabled (true) or not (false).

Control

UDP Bandwidth Ratio Display the ratio of bandwidth configured for UDP.
g Save parameter settings Click this button to save the parameters settings for the

=l profile.

| ){:l Edit Click it to edit the settings of the selected item.

"’

Editing the QoS WAN Setting

To modify the QoS WAN setting, simply choose the one you want to modify from the list and
click the Edit button. The following screen will appear.

Qo5_WANSetting

Index i

Enable L]

Direction -
Inbound Bandwidth 10000

Outhound Bandwidth 10000

Class 1 Ratio 25

Class 2 Ratio 25

Class 3 Ratio 25

Others Ratio 25

Enable UDP Bandwidth Control | |

U P Bandwidth Ratio 25

Enable Outbound TCP ACK Prioritize L]

I Apply | | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.

Enable Check the box to enable QoS WAN setting.

Direction Define which traffic the QoS Control settings will apply to.
IN- apply to incoming traffic only.
OUT-apply to outgoing traffic only.
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ltems Description

BOTH- apply to both incoming and outgoing traffic.

Inbound Bandwidth

Set the connecting rate of data input for WAN. For example,
if your ADSL supports 1M of downstream and 256K
upstream, please set 1000kbps for this box. The default
value is 10000kbps.

Outbound Bandwidth

Set the connecting rate of data output for WAN. For
example, if your ADSL supports 1M of downstream and
256K upstream, please set 256kbps for this box. The default
value is 10000kbps.

Class 1 Ratio/

Class 2 Ratio/

Class 3 Ratio/ Others
Ratio

It is reserved for the group index in the form of ratio of
reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Enable UDP Bandwidth
Control

Check this and set the limited bandwidth ratio on the right
field.

UDP Bandwidth Ratio

The ratio typed here is reserved for limited bandwidth of
UDP application.

Enable Outbound TCP
ACK Prioritize

Check this box to push ACK of upload faster to speed the
network traffic.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.

Configuring QoS Class Setting for the Selected CPE

The QoS class rules (Class 1 to Class 3) can be adjusted for your necessity.

—— o Firewall L
e

"]
= @S WaN I

% QoS Class

.5'E a5 Service Type

Open Bandwidth>>QoS WAN. The following screen will appear with all of the QoS class rule
settings for the selected CPE/group.
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| (¥ Device 4] system [l can -.{:{;WAN Dven G ."'h .-“h DosL= ==handuidth L= Firew

Qo5_Class

Index Name

Available settings for such feature will be shown as follows:

Items Description

Index Display the index number of the profile in current
network group.

Name Display the name of the QoS Class.
[=] | save parameter settings Click this button to save the parameters settings for the
= profile.
| )f{l Edit Click it to edit the settings of the selected item.
|[ZZ]| Detail Such button will bring up another dialog and display

detailed information for the selected CPE.

=)

2920_A_00SOTICIIBLA

Indax AcE Local Addraas Type Local Start 1P Lol Bk 1P [respees
Faba s oo

Move the mouse button to the place below the setting
items. Click it to modify the status or settings (local
start IP, local end IP, local mask, etc.) for such CPE.

Editing the QoS Class Setting

To modify the QoS Class setting, simply choose the one you want to modify from the list and
click the Edit button. The following screen will appear.
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Qo5_ClassSetting

Index

Mame

1

Class 1

Apply | | Cancel [

Available settings for such feature will be shown as follows:

ltems Description

Index

Display the index number of the profile in current
network group.

Name

Type a name for such class setting.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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Configuring QoS Service Type Setting for the Selected CPE

S— -
—= Bandwidth sumsFirewall &
]

‘ﬂf oS WAN |

%: QoS Class

if a5 Service Type

T

Open Bandwidth>>QoS WAN. The following screen will appear with all of the QoS service

Device: 2920_A_00507FC93B Your reliable networking solutions partner

| J Device @| Systerm QLAN Q;’)WAN ?)VPN (.E. ."\\Wireless ."‘h D "'__"':'" == Banduwidth =_:: Firaw
QoS_Service_Type
El (X
Index Name Protocol Type Port Type Port Number From Port| '
1 TCP Single [u]
I J 1]

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.

Name Display the name of the QoS Class.

Protocol Type Display the protocol selected for such service type.

Port Type Disp_lay the port type (single or range) used for such
service type.

Port Number From Display the starting port number.

Port Number To Display the ending port number.

I. EJ Save parameter settings grlcl)(;ﬁ L;[.his button to save the parameters settings for the

lEJ Edit Click it to edit the settings of the selected item.
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Editing the QoS Service Type Setting

To modify the QoS service type setting, simply choose the one you want to modify from the
list and click the Edit button. The following screen will appear.

QoS_Service_TypeSetting

Index 1
Mane
Protocol Type TCP L

Port Type Single L

Port Number From 0

Port Number To 0

| Apply | | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.

Name Type a name for the QoS service type.

Protocol Type Choose the type (TCP, UDP or TCP/UDP) for the new
service

Port Type Click Single or Range as the Type. If you select

Range, you have to type in the starting port number and
the end porting number on the boxes below.

Port Number From/ Type the same number for starting port and the ending

Port Number To port if you choose Single as the type. For Range, type
the different values for these two boxes.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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6.2.14 Firewall Settings for the Selected CPE

Configuring General Setup of Firewall for the Selected CPE

General Setup for firewall allows you to adjust settings of IP Filter and common options for the
selected CPE.

= Bandwidth ..._.-.';: Firewall I*") MAT —E:Adl.lance

b1
= General Setup

' Filter Setup
M CoS Defenze

{(fu objects Setting IP Object

£

Objecks Setting IP Group

Objecks Setting Service Type Objact

=N L) &2 €

Objects Setting Service Type Group
'-;L:J Ohbjecks Setting Keyword Object

-}T‘ Objecks Setting Keyword Sroup

"V Cbjecks Setting File Extension Ohject

} App Enforcernent

RL LR L Content Filker

1 A=l

C1e

Web Content Filter

Open Firewall>>General Setup. The following screen will appear.

. Device: 2920_a/D0507FC93B24 Your reliable networking solutions partne

\_\3 Device @] Systern [ LaN ‘;’)WAH Hven @ o\ Wireless .:'s.\ Drsl= =

Firewall_General_Setup

Index 1 1]
call Filter Enable |i|
Call Filter Set Set#1 r _
Data Filter Enable [V 11
Data Filter Set Set#2 r
Enable Acceptlarge incoming fragmented |£| -
Enable Strict Security Firewall |i| L
Filter Action Pass r

Filter Syslog Enable | | Z

Available settings are shown as follows:

Description

| H Save parameter settings Click this button to save the parameters settings.
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Items Description

Index

Display the index number of the profile in current
network group.

Call Filter Enable

Check Enable to activate the Call Filter function.

Call Filter Set

Assign a start filter set for the Call Filter.

[ set#1  |=
Set#l .
Set#z
Set#d I
Set#d

Set#s |v

Data Filter Enable

Check Enable to activate the Data Filter function.

Data Filter Set

Assign a start filter set for the Data Filter.

[ set#1  |=
Set#l .
Set#z
Set#d I
Set#d

Set#s |v

Enable Accept large
incoming fragmented

Some on-line games (for example: Half Life) will use
lots of fragmented UDP packets to transfer game data.

By checking this box, you can play these kinds of
on-line games. If security concern is in higher priority,
you cannot enable “Accept large incoming
fragmented”.

Enable Strict Security

Check the box to enable such function.

Firewall All the packets, while transmitting through Vigor
router, will be filtered by firewall settings configured
by Vigor router if such feature is enabled.

Filter Action Select Pass or Block for the packets that do not match

with the filter rules.
Pass | *
Pazs

Block

Filter Syslog Enable

Check the box to make the data filter being sent to
Syslog server.

Session Control

The number typed here is the total sessions of the
packets that do not match the filter rule configured in
this page.
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Items Description

Session Control Syslog
Enable

Check the box to make the session control information
being sent to Syslog server.

QoS

Choose one of the QoS rules to be applied as firewall
rule. For detailed information of setting QoS, please
refer to the related section later.

MNone |T
Mane
Class_1
Class_2

Class_2
Cefault

QoS Syslog Enable

Check the box to make the QoS data being sent to
Syslog server.

Load-Balance policy

Choose the WAN interface for applying Load-Balance
Policy.

Auto-Select | ¥ |

Auto-Selack
WML

Load-Balance policy Syslog
Enable

Check the box to make the load-balance policy being
sent to Syslog server.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking.

None |v
S .

Mane
\

APP Enforcement Syslog
Enable

Check the box to make the APP enforcement data
being sent to Syslog server.

URL Content Filter

MNone |T

Mane

1-facebook

URL Content Filter Syslog
Enable

Check the box to make the URL content filter data
being sent to Syslog server.

Web Content Filter

Select one of the Web Content Filter profile setting.
| Mone |7|
Mane

1-Dafault

Web Content Filter Syslog

Check the box to make the web content filter data
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Items Description

Enable being sent to Syslog server.

Codepage It is used to compare the characters among different
languages. Choose correct codepage can help the
system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content

Filter.
[ ANSI(1252)-Latin I [ =
AMSI(1251)-Cyrillic =

AMSI[1252]-Latin I
AMSI[1252)-Greek

AMSI[1254]-Turkish
ANSIf1255)-Habrew

]

Window size It determines the size of TCP protocol (0~65535). The
more the value is, the better the performance will be.
However, if the network is not stable, small value will
be proper.

Session timout Setting timeout for sessions can make the best
utilization of network resources.

Configuring Filter Setup of Firewall for the Selected CPE

Firewall filter can filter out specific packets that trigger the router to build an unwanted outgoing
connection.

__.‘E -#)NAT—E Advance

General Setup | 1

Filtar Setup

=]
i

Das Defenze

Ohjecs Setting IP Object

} Ohjects Setting IP Group

- B8 ®

Objacks Setting Saervice Tupe Ohje

Ul Objects Setting Service Type Grou
Objecs Setting Keyword Object

g:-' Objects Setting Keyword Sroup

" Ohbjects Setting File Extension Ohbj
: App Enforcement

UEL LR L Content Filter

Web Content Filter
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Open Firewall>>Filter Setup. The following screen will appear.

_A_I]IJSI]?FCQBBZZ-—'I

Your reliable networking solutions partne

| J Device @) Systern DLAN 'q:l!JW.l'-'\N ‘?)VPN ('g ."\ Wireless .‘"h D :—:
Firewall_Filter_Setup
EETE |
Index Comments Mext Filter Set
1 Default Call Filter Mone
2 Cefault Data Filter Mone I
g Mone

Available settings are shown as follows:

ltems Description

| g Save parameter Click this button to save the parameters settings.
settings
)fc Edit Click it to edit the settings of the selected profile.
| |E_| Detail Click it to edit the advanced settings of the selected
— profile.

Tt Frvsde Fillur: Rusde [yee—— [ ———— [ S—r———" T

Index Display the index number of the profile in current
network group.

Comments Display filter set comments/description.

Next Filter Set Display the name of the next filter set.

Editing the Filter Setup Setting

To modify the filter setup setting, simply choose the one you want to modify from the list and
click the Edit button. The following screen will appear.
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Firewall_Filter_SetupSetting

Index

Comments

Mext Filter Set

1

Default Call Filte

Mone

¥

I Apply | | Cancel

Available settings for such feature will be shown as follows:

ltems Description

Index Display the index number of the profile in current
network group.
Comments Enter filter set comments/description. Maximum length

is 23—character long.

Next Filter Set

Set the link to the next filter set to be executed after the
current filter run. Do not make a loop with many filter
sets.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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Configuring DoS Defense of Firewall for the Selected CPE

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in the
DoS Defense setup.

_aﬁf Firawall "1;‘) MAT —{::ﬂdl.lance

-: General Setup

' Filter Setup
S

CoS Defensze

U objects Setting IP Object
Objecks Setting IP Group
¥ Objecks Setting Service Type Ohject
il Objects Setting Service Type Group
;EJ Ohjecks Setting Keyword Objedt
E-P;' Objects Setting Keyward Group
"V Chbjects Setting File Extension Chjedt
:] spp Enforcernent
i il
L UFRL Content Filker
-
Wob
L

Wweb Content Filter

Open Firewall>>DoS Defense. The following screen will appear.

_ﬂ_ﬂﬂSU?FCQBBQ-ﬂ Your reliable ﬂEfWﬂl‘kiﬂg solutions partne

| J Device @ Systermn QLAN '.:pWAN @VPN ‘E .‘\ Wiraless .."'\\ D :—:

Firewall_DoS_Defense

Index 1
Enable DoS Defense | |

Enable 5YM Flood Defense | |

%YM Flood Threshold 50

5YM Flood Timeout 10

Enable UDP Flood Defense | |

b
UDP Flood Defense Threshold 150
-
UDP Flood Timeout 10
Enable ICMP Flood Defense | | -

Available settings are shown as follows:

Description

Click this button to save the parameters settings.

| E Save parameter
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Items Description

settings

Index

Display the index number of the profile in current network
group.

Enable DoS Defense

Check the box to enable DoS Defense.

Enable SYN Flood Defense

Check the box to enable SYN Flood Defense.

SYN Flood Threshold / SYN
Flood Timeout

The goal of the function is to prevent the TCP SYN packets’
attempt to exhaust the limited-resource of Vigor router. By
default, the threshold and timeout values are set to 50
packets per second and 10 seconds, respectively.

Enable UDP Flood Defense

Check the box to enable UDP Flood Defense.

UDP Flood Defense
Threshold/ UDP Flood
Timeout

Threshold of the UDP packets from the Internet has
exceeded the defined value, the Vigor router will start to
randomly discard the subsequent UDP packets for a period
defined in Timeout. The default setting for threshold and
timeout are 150 packets per second and 10 seconds,
respectively.

Enable ICMP Flood Defense

Check the box to enable ICMP Flood Defense.

ICMP Flood Threshold/
ICMP Flood Timeout

Check the box to activate the ICMP flood defense function.

The default setting for threshold and timeout are 50 packets
per second and 10 seconds, respectively

Enable Port Scan Detection

Check the box to enable Port Scan Defense.

Port Scan Threshold

The Vigor router sets the threshold as 150 packets per
second.

Block IP Options

Check the box to activate the Block IP options function.

Block TCP Flag Scan

Check the box to activate the Block TCP flag scan function.

Block Land

Check the box to enforce the Vigor router to defense the
Land attacks.

Block Tear Drop

Check the box to activate the Block Tear Drop function.

Block Smurf

Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block Ping of Death

Check the box to activate the Block Ping of Death function.

Block Trace Route

Check the box to enforce the Vigor router not to forward any
trace route packets.

Block ICMP fragment

Check the box to activate the Block ICMP fragment
function.

Block SYN fragment

Check the box to activate the Block SYN fragment function.

Block Unknown Protocol

Check the box to activate the Block Unknown Protocol
function.

Block Fraggle Attack

Check the box to activate the Block fraggle Attack function.
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Configuring IP Object Setting of Firewall for the Selected CPE

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for using
conveniently. Later, we can select that object/group that can apply it. For example, all the IPs in the
same department can be defined with an IP object (a range of IP address).

fth ease g NAT -E Advance |

:_ General Setup

' Filtar Setup

oS Defenze

(9] Objects Setting IP Ghject
F\.._.r.r\ Objecks Setting IP Group
! Objecs Setting Service Type Ohject
i, Sbhjects Setting Service Type Group
Objects Setting Keyword Obhject
21-' Objecks Setting Keyword Sroup

"V Obhjects Setting File Extension Ohject

App Enforcement

URL Content Filter

1 251
El i

Web Content Filter
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Open Firewall>>Objects Setting IP Object. The following screen will appear.

Device: 2020_A_00547FCo3B24 Your reliable networking solutions partnel

| J Device @l System QLAN w.:"bWﬁN ))VF‘N (g .'\ Wireless.:“ D :—: ==tBandw
Objects_Setting_IP_ON

B X
Index Name Interface Address Type MALC Address
i i Any Any_Address 0000 00:00:00:00
2 2 Any Any_Address O0:00:00:00:00:00
3 3 Ay Any_Address O0:00:00:00:00:00
4 4 Any Any_Address 00:00:00:00:00:00
3 5 Any Any_Address 00:00;00:00:00:00
& & Any Any_Address 00:00;00:00:00:00
7 7 Any Any_Address 00:00:00:00:00:00
=] ] Any Any_Address O0:00:00:00:00:00
] £l Ay Any_Address O0:00:00:00:00:00
1d Any Subnet_Address 00:00:00:00:00:00
E, ) =

Available settings for such feature will be shown as follows:

ltems Description

| HI Save parameter Click this button to save the parameters settings.
settings
y"f Edit Click it to edit the settings of the selected profile.
Index Display the index number of the profile in current
network group.
Name Display the name of the selected profile.
Interface Display the interface of the selected profile.
Address Type Display the address type of the selected profile.
MAC Address Display the MAC address of the selected profile.
Start IP Address Display the start IP address of the selected profile.
End IP Address Display the end IP address of the selected profile.
Subnet Mask Display the subnet mask of the selected profile.
Invert Selection Display if the function is enabled (true) or disabled
(false).

Editing the IP Object Setting

To modify the IP Object setting, simply choose the one you want to modify from the list and
click the Edit button. The following screen will appear.
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Objects_Setting_IP_ObjectSetting

Index

Manme

Interface
Address Type
MALC Address
Start IP Address
End IP Address

Subnet Mask

Invert Selection

L.H.m_.r TJ

| Any_Address v

| Apply | | Cancel |

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.
Name Retype a name for this profile for modification. Maximum
15 characters are allowed.
Interface Choose an interface you want.
Address Type Determine the address type for the IP address.
Select Single Address if this object contains one IP address
only.
Select Range Address if this object contains several IPs
within a range.
Select Subnet Address if this object contains one subnet for
IP address.
Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.
| Any_Address | v |
Any_Address
Single_Address
Fange_Address
Subnet_Addrezs
Mac_address
MAC Address Type the MAC address of the network card which will be
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ltems Description

controlled.

Start IP Address Type the start IP address for Single Address type.

End IP Address Type the end IP address if the Range Address type is
selected.

Subnet Mask Type the subnet mask if the Subnet Address type is selected.

Invert Selection If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.

Configuring IP Group Setting of Firewall for the Selected CPE
Several IP objects can be grouped under one IP group profile.

= @NAT-E Advance

._:_ General Setup

' Filtar Setup

IEE Cos Defansze

€0 objects Setting 1P Object
Eﬂ;ﬁ Objecs Setting IP Group
"_ Objeds Setting Service Type Object
UL Sbjecks Setting Service Type Group
Objects Setting Keyword Ohject
2\-' Objecks Setting Keyward Group

" Objecs Setting File Extension Ohject

App Enforcerant

=1

FL IR L Content Filter

14
lgl wi

Wweb Cantent Filter

A
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Open Firewall>>Objects Setting IP Group. The following screen will appear.

Device: 2920_A_005#7FC93B24 Your reliable networking solutions partne

J Device @ Systermn QLAN g.‘l"-!)WAN ‘J)VPN (g .'\ Wireless .:h D :—: =eBandv

Objects_Setting_IP_GF

B (X
Index Mame Interface Available IP Objects Selected IP
1 Any 1-1,2-2,2-2,4-4,5-5,6-6,7-7,8-2,9-%
III ) |

Available settings for such feature will be shown as follows:

ltems Description

| gl Save parameter Click this button to save the parameters settings.
settings
){r Edit Click it to edit the settings of the selected profile.
Index Display the index number of the profile in current network
group.
Name Display the profile name of the IP group.
Interface Display the interface for the IP group.
Available IP Objects Display all the available IP objects in this field.
Selected IP Objects Display the profile name of IP objects under the group.

Editing the IP Group Setting

To modify the IP Group setting, simply choose the one you want to modify from the list and
click the Edit button. The following screen will appear.
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Objects_Setting_IP_GroupSetting

Index

Mame

Interface
Available IP Objects

felected IP Objects

1-1,2-2,2-3,4-4,5-5,6-6,7-7,8-8,9-9

I Apply | | Cancel I

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.

Name Retype a name for this profile for modification. Maximum
15 characters are allowed.

Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects

All the available IP objects with the specified interface will
be shown in this box.

Selected IP Objects

Type the profile name of IP objects you want to group in
this field.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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Configuring Service Type Object Setting of Firewall for the Selected CPE

0l - .‘EFirewaII -#)NAT —E:Adl.lance

General Setup

Filtar Setup

=]
in

Das Defenze

€ cbjects setting IP Cbject
':._.'_.rg Objects Setting IP SGroup

.“ Objacs Setting Service Tepe Obhject
Wl Ohjects Setting Service Type Sroup
:-C'J Chiects Setting Keyword Ohject
\.,'P: Objects Setting Keyword Sroup

"V Objects Setting File Extension Object
:] App Enforcernent

- -
UEL LIRL Content Filter

Web Wb Content Filter

Open Firewall>>Objects Setting Service Type Object. The following screen will appear.

| Device: 29204 00507FC93B24 YOUF ]"E“'Clblle nehvorking SO!UﬁOﬂS pnrfne
| J Cevice @] Systermn QLAN -.;‘bWAN g)VF'N {g .'\ Wireless .:h D E: =
Objects_Setting_Servi®
=ES
Index Name Protocol Source Port Option Source P
1 Any = 1
[« - 1*]

Available settings for such feature will be shown as follows:

ltems Description

| E Save parameter Click this button to save the parameters settings.
settings
)& Edit Click it to edit the settings of the selected profile.

Dray Tek 195 VigorACS SI User's Guide



Items Description

Index Display the index number of the profile in current network
group.
Name Display the name of this profile.
Protocol Specify the protocol(s) which this profile will apply to.
| Ay | b

Any i

ICMP

IGMP |

TCP

LGP |_v
Source Port Option / Source Port and the Destination Port column are available
Destination Port Option for TCP/UDP protocol. It can be ignored for other

protocols. The filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.
(=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for

this profile.
Source Port From Display the starting port number of the source.
Source Port To Display the ending port number of the source.
Destination Port From Display the starting port number of the destination.
Destination Port To Display the ending port number of the destination.

Editing the Service Type Object

To modify the service type object setting, simply choose the one you want to modify from the
list and click the Edit button. The following screen will appear.
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Objects_Setting_Service_Type_ObjectSetting [ 3¢ ]

Index

Name

Protocol

Source Port Option

Source Port From

Source Port To

Drestinaton Port Opton

Destination Port From

Destnaton Port To

1

Any b

= -
L]
L]

= v
L]
L]

| Apply ) | Cancel |

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.

Name Retype a name for this profile for modification. Maximum
15 characters are allowed.

Protocol Specify the protocol(s) which this profile will apply to.

Source Port Option /
Destination Port Option

Source Port and the Destination Port column are available
for TCP/UDP protocol. It can be ignored for other
protocols. The filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.

(=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.
(<) — the port number less than this value is available for
this profile.

Source Port From

Type a number as starting port.

Source Port To

Type a number as ending port.

Destination Port From

Type a number as starting port.
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Iltems Description

Destination Port To Type a number as ending port.
Apply Click it to save the settings and exit the screen.
Cancel Click it to exit the screen without saving any change.
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Configuring Service Type Group Setting of Firewall for the Selected CPE

Several service type objects can be grouped under one IP group profile.

__..'i Firewall -_.'.DNAT —Eﬁxduance

;—_' General Setup

' Filtar Setup

oS Defense

Objects Setting IP Ohject

Objacks Setting IP Graup

w CEH

Objects Setting Service Type Object
L Objects Setting Service Type Group
:-C'J Objects Setting Keyword Obhject

~;.:-P:-' Objacts Setting Keyward Group

"V Ohjects Setting File Extension Ohject

} App Enforcement
URL Content Filter

Wweb Cantent Filter

Az1 #=1
HTEL

T —

Open Firewall>>Objects Setting Service Type Group. The following screen will appear.

Device: 2020_a_0050#FCo3R24 Your reliable netwerking solutions partner

| (¥ Device @) systemn [ A wean Duen & Wireless.."h D= =pandwidth

Objects_Setting_Servi®

X P

Index Name Available Service Type Objects Selected Service Ty

<] ] V]

Available settings for such feature will be shown as follows:

Description

Click this button to save the parameters settings.

| E Save parameter

settings
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Items Description

| Edit

Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current network
group.

Name Display the name of this profile.

Available Service Type Display all the available service type objects in this field.

Objects

Selected Service Type Display the profile name of service type objects under the

Objects group.

Editing the Service Type Group Object

To modify the service type group setting, simply choose the one you want to modify from the
list and click the Edit button. The following screen will appear.

Objects_Setting_Service_Type_GroupSetting

Available Service Type Objects

Selected Service Type Objects

Index 1

Name |

| Apply | | Cancel |

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.
Name Retype a name for this profile for modification. Maximum

15 characters are allowed.

Available Service Type

All the available service type objects with the specified

Objects interface will be shown in this box.

Selected Service Type Type the profile name of service type objects you want to
Objects group in this field.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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Configuring Keyword Object Setting of Firewall for the Selected CPE

You can set 200 keyword object profiles for choosing as black /white list used for URL Content
Filter Profile.

._._E Firawall L@NAT —Eﬁu:l vance

| ' Filter Setup

- deneral Setup
Lo Cefonsc
-

Objecs Setting IP Object

@1

':5 Objacs Setting IP Group

Objecs Setting Service Twpe Object

i, Objeds Setting Service Twpe Group

[

Objecs Setting Keyword Object

Loy

1

Chjecls Selling Keyword Sroup
hjers Setting File Futensinn Ohjert
App Enforcernent

URL Content Filtar

€O 0

Wweb Content Filter

Open Firewall>>Objects Setting Keyword Object. The following screen will appear.

CO3B24 Your reliable networking solutions partnel

Device: 2920_A_005(

| ";:I' Cevice @ | System QLAN ‘:‘bWAN ?)VPN (g ."\ wireless .:“ D E: ==Bandwid
Objects_Setting_Keyw?
X
Index Mame Contents
1 wahoo mail rmail.yahaoo
z gmail mail.google
3 facebook facebook

Available settings for such feature will be shown as follows:

Items Description

| EI Save parameter Click this button to save the parameters settings.
seﬁngs
){f Edit Click it to edit the settings of the selected profile.
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Items Description

Index Display the index number of the profile in current network
group.

Name Display the name of the profile.

Contents Display the content of the keyword profile.

Editing the Keyword Object

To modify the keyword object setting, simply choose the one you want to modify from the list
and click the Edit button. The following screen will appear.

Objects_Setting_Keyword_ObjectSettin€3

Index

Hanme

Contents

1

lvahoo mail

mail.yahoo

Apply | | Cancel |

Available settings are shown as follows:

ltems Description

Index

Display the index number of the profile in current network
group.

Name

Retype a name for this profile for modification. Maximum
15 characters are allowed.

Content

Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.
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Configuring Keyword Group Setting of Firewall for the Selected CPE

Several keyword group objects can be grouped under one IP group profile.

cmm Cirewall LE)NAT —E_Adl.lance |

General Setup

1
L]

Filter Setup

2
in

Dos Defenze

Dljecls Selling IF Cljedcl

=

Ohjers Seting TR Gronon

p=r

Objecs Setting Service Type Object

E=
=

COhbjecs Setting Service Type Group
Objeds Setting Keyword Ohject
Objecs Setting Keyword Group
Ubjecs Setting File Extension Object
App Enforcerment

URL Content Filtaer

N et
GIvdi L] = o

IEI Aach

Web Content Filter

Open Firewall>>0Objects Setting Keyword Group. The following screen will appear.

| Device: 2920_a_0050#FC93B24 Your reliable networking solutions partne

| J Device @ System IgLAN \_--"i) WAN @VPN fé .'\ Wireless .:“ D :—: ==rBandwidt
Objects_Setting_Keywn
=IfES .
Index Name Available Keyword Objects Selected Keyword Objects
i 1-vahaoo mail,2-grnail,3-facebook
12
Pl I nn | | k|

Available settings for such feature will be shown as follows:

Items Description

| H Save parameter Click this button to save the parameters settings.

settings

)i, Edit Click it to edit the settings of the selected profile.
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Items Description

Index Display the index number of the profile in current network
group.
Name Display the name of this profile.

Available Keyword Objects

Display all the available service type objects in this field.

Selected Keyword Objects

Display the profile name of service type objects under the
group.

Editing the Keyword Group

To modify the keyword group setting, simply choose the one you want to modify from the list
and click the Edit button. The following screen will appear.

Objects_Setting_Keyword_GroupSetting

Index
Hame
Available Keyword Objects

Selected Keyword Objects

1-yahoo mail,2-gmail, 3-facebook

Apply Cancel

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.
Name Retype a name for this profile for modification. Maximum

15 characters are allowed.

Available Keyword
Objects

All the available Keyword objects with the specified
interface will be shown in this box.

Selected Keyword

Type the name of Keyword objects you want to group in

Objects this field.
Apply Click it to save the settings and exit the screen.
Cancel Click it to exit the screen without saving any change.
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Configuring File Extension Setting of Firewall for the Selected CPE

All the files with the extension names specified in these profiles will be processed according to the
chosen action.

‘.'—E Firawall L@NﬁT —Eﬁu:l-.lance

::-:: General Setup

| ' Filter Setup

Lo Cefonscs

(@ obiects Setting IP Object

Objacs Setting IP Group

* Objecs Setting Service Type Chject
i Ohjeds Setting Service Type Sroup
# Objeds Setting Keyword Object

2l Sljeuls Selling Keyword @roup

T chjerts Setting File Fwtensinn Ohjsrt
“] App Enforcernent

RL LIRL Content Filtar

Wweb Content Filter

Open Firewall>>Objects Setting File Extension Object. The following screen will appear.

Device: 2920_A_0050#FC93R24 Your reliable ne#working solutions partne

| J Davice @] Systern QLAN y:bWAN .))\.‘DN {g ."'hWireless .‘"h D E: ==pandwidt
Objects_Setting_File_P
SIS
Index Profile Name Image:.bmp Image:.dib Image:.gif 1
1 falze false false
[ ] [+]

Available settings for such feature will be shown as follows:

ltems Description

I. g Save parameter Click this button to save the parameters settings.

settings

){f Edit Click it to edit the settings of the selected profile.
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Items Description

Index Display the index number of the profile in current network
group.

Profile Name Retype a name for this profile for modification. Maximum
15 characters are allowed.

Image:.bmp ~ Image.tiff, Display if such file extension is selected (true) or not

Video:.asf ~ Video:.3g2, selected (false) for such profile.

Audio:.aac ~ Audio:.wma,
Java:.class ~ Java:.jtk,
ActiveX:.alx ~ ActiveX:.vrm,

Compression:.ace ~
Compression:.zip,

Execution:.bas ~
Execution:.scr

Editing the File Extension Object Setting

To modify the file extension object setting, simply choose the one you want to modify from
the list and click the Edit button. The following screen will appear.

Objects_Setting_File_Extension_ObjectSetting B3

Index 1

Profile Mame
Image:.bmp
Image:.dib
Image:.gif
Image:.jpeqg
Image:.jpg
Image:.jpg2
Image:.jp2
Image:.pct
Inmage:.pcx
Inmage:.pic
Inmage:.pict
Inmage:.png

Inmage:.bif

ODO00O00O00DD0OO0ODOO0O0OO0OC

Image:. Gff

Widmme —~F I

[ Apply | | Cancel |
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Available settings are shown as follows:

Items Description

Index Display the index number of the profile in current network
group.
Profile Name Retype a name for this profile for modification. Maximum

15 characters are allowed.

Image:.bmp ~ Image.tiff, | Check the box of each file extension to make it to be

Execution:.bas ~ included under the file extension profile. The file extensions

Execution:.scr, ... specified in this profile will be ignored and not be scanned
by Vigor router.

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.

Configuring APP Enforcement Setting of Firewall for the Selected CPE

You can define/edit policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application.

-#)NAT—E Adwance |

General Setup

r
I III'

Filter Setup

=
&

oS Defenze

Objeds Setting IP CObhjact

Ohjscs Setting IP Group

w8©

Objacks Setking Serice Tupe Object

=
=

Objacts Setting Service Type Group
Cbjects Setting Keyword Object

==

Ohjecks Setting Keyword Sroup
Objeds Setting File Extenszion Object
App Enforcernent

URL Content Filker

Wweb Content Filter

@@Eon
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Open Firewall>>APP Enforcement. The following screen will appear.

Device: 2920_A_005( Your reliable networking solutions partne

J Device @ Systern QLAN y‘j}WAN QVDN (g .-'\'\Wireless .-"“ D E: ==pandwid
CSM_App_Enforcemen
=ES
Index Profile Hame IM:M5N Login IM:M5M Message IM:MSM File 1
1 false false false
(4[] [+ ]

Available settings for such feature will be shown as follows:

ltems Description

|_ gj Save parameter Click this button to save the parameters settings.
settings
){r Edit Click it to edit the settings of the selected profile.
Index Display the index number of the profile in current network
group.
Profile Name Display the name of the profile.
IM:MSN Login ~ Display if such application is selected (true) or not selected
IM:WebIM, (false) for such profile.
P2P:SoulSeek ~ P2P:Kuwo,
Protocol:DNS ~
Protocol: Informix,
Misc: Tunneling:Socks4/5 ~
Misc:Web HD:OfficeLive

Editing the APP Enforcement Setting

To modify the APP enforcement setting, simply choose the one you want to modify from the
list and click the Edit button. The following screen will appear.
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CSM_App_EnforcementSetting

Index 1

Profile Name | J

IM:MSM Login
IM:MSH Message
ImM:MS5N File Transfer
IM:MEN Game
IM:MSN

IM:MSHN Other
IM:Yahoo Login
IM:Yahoo Message
IM:Yahoo File Transfer
IM:Yahoo Conference
IM:Yahoo Other
IM:AIM Login

IM:AIM Message

OO0O0DO0OO0O0OD0DOOOOOcC

IM:AIM File Transfer

-
ThieAThd M L

| Apply | | Cancel |

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.

Profile Name Retype a name for this profile for modification. Maximum
15 characters are allowed.

IM:MSN Login ~ Check the box of each APP to make it to be included under

IM:WebIM, the profile. The APP specified in this profile will be ignored

5 ~ Misc:Web and not be scanned by Vigor router.

HD:OfficeLive,.....

Apply Click it to save the settings and exit the screen.

Cancel Click it to exit the screen without saving any change.
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Configuring URL Content Filter Setting of Firewall for the Selected CPE

URL Content Filter not only can limit illegal traffic from/to the inappropriate web sites but also
can prohibit other web feature where malicious code may conceal.

=,_:: Firawall L@NﬁT —Eﬁxduance

== General Setup

T Filter Setup

ﬁ Dol Defense
L 13

(L objects Setting IP Object
E.;Q Objecs Setting IP Group
‘_ Objeds Setting Service Type Object
il Objeds Setting Service Type Group
'--{;rJ Objecs Setting Keyword Object
sl Objects Seming Keyword Group
¥ Sbjacks Satting Fila Extansion Objack

:] App Enfarcerment

T il
L URL Content Filter

Wee weh il
b=) Web Content Filter

Open Firewall>>URL Content Filter. The following screen will appear.

Device: 2920_A_005( Your reliable networking solutions partne

| J Device @] Systern DLAN -(-IbWAN J)VPN (E .'\ Wireless ."\\, a :—: == Bandwi
CSM_UrlContent_Filte
h”
B (A
Index Profile Name Priority Log URL Access Control:Enabl
1 facebook BothBlock Mone true
2 BothPass Mone false
(<] | '

Available settings for such feature will be shown as follows:

ltems Description

| E Save parameter Click this button to save the parameters settings.
settings
)& Edit Click it to edit the settings of the selected profile.
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Items Description

Index Display the index number of the profile in current network
group.

Profile Name Display the name of the profile.

Priority Display the action that the CPE will apply.

Log Display the log with the action recorded for this profile.

URL Access Control:Enable

Display if such function is enabled (true) or disabled (false).

URL Access Control:Prevent
web access from IP address

Display if such function is enabled (true) or disabled (false).

URL Access Control:Action

Display the action (Pass or Block) of such feature adopted
by this profile.

URL Access Display the object profile selected for URL Access Control
Control:Keyword Objectl by this profile.
URL Access Display the object group profile selected for URL Access

Control:Keyword Groupl

Control by this profile.

Web Feature: Enable

Display if such function is enabled (true) or disabled (false).

Web Feature:Action

Display the action (Pass or Block) of such feature adopted
by this profile.

Web Feature:Cookie

Display if such function is enabled (true) or disabled (false).

Web Feature:Proxy

Display if such function is enabled (true) or disabled (false).

Web Feature:Upload

Display if such function is enabled (true) or disabled (false).

Web Feature:File Extension
Profile

Display the profile adopted by this profile.

DrayTek

Editing the URL Content Filter Setting

To modify the URL content filter setting, simply choose the one you want to modify from the
list and click the Edit button. The following screen will appear.
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CSM_UrlContent_Filtersetting

URL Access Control:Enable ||

URL Access Control:Prevent web access from IP address | |

URL Access Control:Keyword Object 1 | 2-facebook v

URL Access Control:Keyword Group 1 | Mone v

Web Feature:File Extension Profile | None v | -
h - -

URL Access Control: Action | Pass ¥ |

Index 1
Profile Name
Priority | BothBlock 4
Log | Mone v |

Web Feature:Enable | |
Web Feature:Action | Pass v |
Web Feature:Cookie | |
Web Feature:Proxy | |

Web Feature:Upload | |

[ Apply |l Cancel |

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.

Profile Name Retype a name for this profile for modification. Maximum
15 characters are allowed.

Priority It determines the action that this router will apply. Use the
drop down list to choose the one you want.

Log None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in
Syslog.
All — All the actions (Pass and Block) will be recorded in
Syslog.

URL Access Check the box to activate URL Access Control.

Control:Enable

URL Access Check the box to activate the function of Prevent web

Control:Prevent web
access from IP address

access from IP address for URL Access Control.

URL Access
Control:Action

Pass - Allow accessing into the corresponding webpage.

Block - Restrict accessing into the corresponding webpage.
If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

VigorACS Sl User's Guide

212 DrayTek



ltems Description

Pass | -

Pass

Block

URL Access
Control:Keyword
Objectl

Use the drop down list to choose the profile you want.

URL Access
Control:Keyword
Groupl

Use the drop down list to choose the profile you want.

Web Feature: Enable

Check the box to activate Web Feature.

Web Feature:Action

Pass - Allow accessing into the corresponding webpage.
Block - Restrict accessing into the corresponding webpage.
If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Pass | L

Pass

Blaock

Web Feature:Cookie

Check the box to filter out the cookie transmission from
inside to outside world to protect the local user's privacy.

Web Feature:Proxy

Check the box to reject any proxy transmission. To control
efficiently the limited-bandwidth usage, it will be of great
value to provide the blocking mechanism that filters out the
multimedia files downloading from web pages.

Web Feature:Upload

Check the box to upload data with the limitation of Web
Feature.

Web Feature:File
Extension Profile

Use the drop down list to choose the profile you want.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.

DrayTek
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Configuring Web Content Filter Setting of Firewall for the Selected CPE

With Web filtering service of the Vigor router, you can protect your business from common primary
threats, such as productivity, legal liability, network and security threats. For parents, you can
protect your children from viewing adult websites or chat rooms.

T L@NﬁT —E:_ﬁdl.lance |

= General Setup

Filkar Setup

i 4

DoS Defenze

Objecs Setting IP Ohject
Objacs Setting IP Group

Objecs Setting Service Type Object

i e €©

I Cbjeds Setting Service Type Group

R

Uhbjecs Setting Keyword Shject

COhbjacs Satting Kaypward Group

Objecs Setting File Extension Ohjec
App Enfarcerment

URL Content Filter

TS D

ek Comtent Filter

Open Firewall>>Web Content Filter. The following screen will appear.

Device: 2920_a_0050#Fc93B24 Your reliable networking solutions partne

| J Device @l System QLAN \-'-"!) WA J)VDN (E. .'\ Wireless .:h D :—: ==-Eandwid
CSM_wWebContent_Filte
B (£
Index Profile Name Log Black / White List:Enable Blacl
1 Default Block falze
2 Block falze
[ ] | |

Available settings for such feature will be shown as follows:

Description

Click this button to save the parameters settings.

| E Save parameter

settings
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Items Description

| Edit

Click it to edit the settings of the selected profile.

Index Display the index number of the profile in current network
group.

Profile Name Display the name of the profile.

Log Display the log with the action recorded for this profile.

Black/White List:Enable

Display if such function is enabled (true) or disabled (false).

Black/White List:Action

Display the action (Pass or Block) of such feature adopted
by this profile.

Black/White List:Keyword

Display the keyword object profile selected for this profile.

Object 1

Black/White List:Keyword Display the keyword object group profile selected for this
Group 1 profile.

Action Display the action (Pass or Block) of such feature adopted

by this profile.

Child Protection:Alcohol &
Tabacco ~ Child
Protection:Child Abuse
Images, Other, ....

Display if such application is selected (true) or not selected
(false) for such profile.

Editing the Web Content Filter Setting

To modify the Web content filter setting, simply choose the one you want to modify from the
list and click the Edit button. The following screen will appear.

DrayTek
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CS5M_WebContent_FilterSetting

Index 1 (1
Profile Name
Log Block -
Black /White List:Enable | | -
Black / White List:Action Block L
Black / White List:Keyword Object 1 i None ¥ |
Black / White List:Keyword Group 1 None -
Action Block |
child Protection: Alcohol & Tobacco |u_f|
child Protection:Criminal Activity |V
Child Protection:Gambling |u_f|
child Protection:Hate & Intolerance ||
Child Protection:Illegal Drug |u_f|
child Protection:Nudity ||
Child Protection:Pormn & Sexually |u_f|
Child Protection:¥Wiclence | z
| Apply || Cancel |

Available settings are shown as follows:

ltems Description

Index Display the index number of the profile in current network
group.
Profile Name Retype a name for this profile for modification. Maximum

15 characters are allowed.

Log None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in
Syslog.

All — All the actions (Pass and Block) will be recorded in
Syslog.

Black/White List:Enable | Check the box to activate Black/White List filtering.

Black/White List: Action Pass - Allow accessing into the corresponding webpage.
Block - Restrict accessing into the corresponding webpage.
If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Pass | T |

Pass

Block
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ltems Description

Black/White Use the drop down list to choose the profile you want.
List:Keyword Object 1
Black/White Use the drop down list to choose the profile you want.

List:Keyword Group 1

Action

Pass - Allow accessing into the corresponding webpage.

Block - Restrict accessing into the corresponding webpage.
If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Pass | b

Pass

Block

Child Protection:Alcohol
& Tabacco ~ Child
Protection:Child Abuse
Images, Other,....

Check the box of each web content category to make it to be
included under the profile. The web content category
specified in this profile will be ignored and not be scanned
by Vigor router.

Apply

Click it to save the settings and exit the screen.

Cancel

Click it to exit the screen without saving any change.

DrayTek
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6.3 Wizards

Such page offers several wizards for you to implement the backup, restore, firmware upgrade,
system reboot, factory reset for CPE and batch activation of WCF license.

6.3.1 Backup Configuration

It allows you to do backup operation for specified CPEs (devices) immediately or within a
specified period.

Open Wizards>>Configuration>>Backup to display the following page.

Dray Tek

Essentials BackupWizard Your reliable networking solutions partner
3 : BackupType: i Period(days):
& MNetworks and Devices PTYR=! | ReundRobin v) (davede |1
- . Backup tirme: (&) (@]
# Wizards P (s) Mow () Schedule
; Configuration Start day: | 2016-08-03 [ Starttime(HH:MM): [ g0 | v | P
i~ [ Backup End tirmelHHIMMY: | 23 | | ¢ 59 |w
P[] Restore Select devicas:
> (O Firmware Name Model name Fionwarefe=ion] Modem version File Type Backup
Reboot ®
» ) Rehoo ¥ B Hetwork View(27) Configuration File | v O L]
» (] Factory Reset R
b B aluacoll) configuration File v [}
» (] MyVigor License . onhgurafion e W)
> B other(1) Configuration File | v O
» ErRDZ0) configuration File v [} =
» FrPRDE[1) Configuration File v =
> ERDE(E) configuration File v (| L
» FrRDE_2(3) Configuration File v =
b Ertestenetwork(l configuration File v (|
@213D Vigor2130v GlasOperator_154.11 Mo DSL Configuration File v |
(DDrayTek_001C Vigorzgsoac beta_0414 05-07-01-08-00-01 Annex_A Configuration File | v O
4 Reports
- (BorsyTek_n01c vigarzsenln 3.8.2.2_beta_\T1 05-04-08-00-00-06 Annex_A configuration File v (|
& Inventory Monitor (D DrayTek_00LC Vigorzseoy beta 0414 05-07-01-08-00-01 Annex_A Configuration File - | 1 Z

=e ‘m K im 7T D

Available settings for such feature will be shown as follows:

Items Description

Backup Type Use the drop down list to choose the backup type for such
action.

RoundRobin — Choose this type to execute the backup
(with global settings). The backup files will be recorded
with the filename from 1.cfg to 20.cfg. Only 20 filenames
will be kept in the same directory.

Always — Choose this type to execute the backup (with
global settings) according to the schedule. The backup files
will be recorded with the filename one by one (e.g, 1.cfg,
2.cfg,..., 1000cfg,..., 10000cfg,...no limit in file number).
All of the backup files will be kept in the same directory.

Round Robin | L
RoundRobin
Always
Period(days) Determine the frequency for the configuration backup

performed by VigorACS. The default value is 1 day.
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Backup time Now — To perform the firmware backup immediately,
choose this one and click Apply.

Schedule — To specify a certain time to perform firmware
backup, choose this one and specify start day, start time and
end time respectively. After finishing the configuration,
click Apply. VigorACS will perform firmware backup
operation for the selected CPE (s) according to the schedule
set here.

@ Start day — Use the drop down calendar to specify the
day you want to start the firmware backup.

® Start time - Use the drop down menu to specify the
hour and minutes you want to start firmware backup.

® End time - Use the drop down menu to specify the
hour and minutes you want to finish the firmware
backup.

Selected devices Choose the device that you want to do firmware backup via
VigorACS. Specify the File type (Configuration File or
Def File) and check the box of Backup. Then click Apply.

File Type

Configuration File | »

Configuration File

Cef File

If the Backup box the firmware backup is not checked, the
backup procedure will not be performed after clicking
Apply.

Note: Def File means “the default setting file”.

Apply Execute the action of firmware backup.
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6.3.2 Restore configuration

Such page allows you to do firmware restoration for specified CPEs (devices) immediately or
within a specified period.

Open Wizards>>Configuration>>Restore to display the following page.

Dray Tek

RestoreWizard Your reliable networking solutions partner
& Networks and Devices Restore time: (a) Now () Schedule
*  Wizards Start day: | 2011-11-15 | Start time(HH:MM): [o0 [+]+ (00 |v]
¥ [ Configuration End time(HH:MM): [ 23 |w | : 50 |
[ sackup Selact devices:
H ] Restars Name Model name Firmware version Modem version File List Restore
» [ Firmware ¥ B Network view(38) | N
» (3 Reboot b % Carrie(0)
» [ Factory Reset .
» FrFAE(21)
» ] MyVigor License
» %rlason(3)
> Brkds_rd3(3)
b &7 MexicoNetworl
> BrnLi4)
b %r others(0)
» ErRD2(0
Q) -
> FrrRD3(6)
% Reports
» 2 RD5(0)
& Inventory Monitor s . K
B E=rRDA(1)

oM H=Erm Kdw?T>

Available settings for such feature will be shown as follows:

ltems Description

Restore time Now — To perform the firmware restoration immediately,
choose this one and click Apply.

Schedule — To specify a certain time to perform firmware
restoration, choose this one and specify start day, start time
and end time respectively. After finishing the configuration,
click Apply. VigorACS will perform firmware restoration
operation for the selected CPE (s) according to the schedule
set here.

®  Start day — Use the drop down calendar to specify the
day you want to start the firmware restore.

@  Start time - Use the drop down menu to specify the
hour and minutes you want to start firmware restore.

® End time - Use the drop down menu to specify the
hour and minutes you want to finish the firmware
restore.

Selected devices Choose the device that you want to do firmware restore.
Please check the box of Restore, otherwise, the firmware
restoration will not be performed after clicking Apply.

Apply Execute the action of firmware restoration.
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6.3.3 Firmware Upgrade for Selected CPE

Firmware upgrade wizard allows you to upgrade firmware for CPEs in specified time or
immediately. Open Wizards>>Firmware>>Firmware Upgrade to display the following page.

Dray Tek VigorACS |
————

- . Model name: Modem vearsion:
& Networks and Devices A I M

Job name:

"" Wizards

Upgrade version:

» [ Configuration

¥ [ Firmware File:

Upgrade time: (a) Now (_) Schadula

i |_]Firmvare upgrade
» (] Reboot
» (] Factory Reset

Start day: | 2014-01-03 [ Stert time(HH:MM):

o0 - i 00 -
23 A B 59 -

» (] MyVigor License End time(HH:MM):
Selact devices:

Name Model name Firmware version Modem version Upgrade
¥ B Network View(28) =
%7 carrie(0)
Br FaE(21)
%7 Jason(3)

%7 Kd5_rd2(2)

%7 MexicoNetwork(0)

BrnL(4)

% Reports
& Inventory Monitor

%7 Others(0)

¥y ¥y ¥y vy vy v yy

%rRD2(0) -

Available settings for such feature will be shown as follows:

ltems Description

Model name Choose the model name. The related devices will be
available for you to choose under Select devices.

Modem version Display the type (Annex A or Annex B) of the router with
type version such as 211011 A Hardware: Annex.

Job name Type the reason to upgrade the firmware. For example, you
can type “firewall for protection”. It is just for reference and
will not affect the function of firmware upgrade wizard.

Upgrade version Type the firmware version number for the CPE after
finished the firmware upgrade by wizard.

File Specify a firmware to be used for upgrading the selected
CPE(s). Click the blank area to display the following dialog.
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Select firmvvare file

Filename Property Size LastModify Direq *
Directory 696 01/21/2010 08:53:47

Temp Directory 208 01/21/2010 08:53:47  ./Rootl
00507FAG5510 Directory 592 01/24/2010 20:10:23 . /Rootf
00507FAG5530 Directory 400 01/22/2010 19:17:24  ./Rootf
00507FAGSIED Directory 592 01/24/2010 20:10:00 . /Rootf
00507FAGSAES Directory 592 01/24/2010 20:25:35  ./Rootf
00507FAG5620 Directory 600 01/25/2010 12:47:55  ./Rootf
00507FAGS678 Directory 544 01/22/2010 09:59:03  ./Root6
erictest Directory 48 09/04/2009 13:00:26  ./Rootf
00507FC26824 Directory 528 08/22/2000 17:46:48 . /Root6
Testl Directory 128 07/06/2009 10:08:55 ./Rooth
vzk7v_a_2733.rst rst file 2640336 03/26/2000 22:33:05 . /Root6

w2k Fv_¥_a_322.rst rst file 2020148 03/26/2000 22:30:17  ./RootG_]

vak7v_goodoo Lrst rst file 2948520 03/26/2000 08:07:35  ./Rootl

[ J [+] |

Double click the item until the rst file is selected.

Upgrade time

Now — To perform the firmware upgrade immediately,
choose this one and click Apply.

Schedule — To specify a certain time to perform firmware
upgrade, choose this one and specify start day, start time
and end time respectively. After finishing the configuration,
click Apply. VigorACS will perform firmware upgrade
operation for the selected CPE (s) according to the schedule
set here.

® Start day — Use the drop down calendar to specify the
day you want to start the firmware upgrade.

®  Start time - Use the drop down menu to specify the
hour and minutes you want to start firmware upgrade.

® End time - Use the drop down menu to specify the
hour and minutes you want to finish the firmware
upgrade.

Selected devices

Choose the device that you want to do firmware backup.
Please check the box of Upgrade, otherwise, the firmware
upgrade will not be performed after clicking Apply.

Apply

Execute the action of firmware upgrade.
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6.3.4 Reboot for Selected CPE(s)

You can define the time schedule for rebooting the selected CPE(s) automatically by VigorACS SI.
Open Wizards>>Reboot>>Reboot to display the following page.

Dray Tek P VigorACS

RebootWizard Your reliable networking solutions partner

Pericd(days):

@ Networks and Devices :

Reboottime: () Now (s) Schedule

*

., Wizards

Y £ Configuration Start day: |2012-08-01 [f] Starttime(HH:MM): [po |v | : 00 | v
|] Backup End time(HH:MM): | 23 | ¥ | : 59 v
i | ] Restore Select devices:
¥ 5 Firmware Name Model name Firmware version Modem version Reboot
i | ] Firmware upgrade
U P9 » ErRD2(0) [ =
¥ [ Reboot
- » FrRD3(8) L
L |Rebost
» B RD5(0) |
b [[] Factory Reset
2. .
b (] MyVigor License > % RDS(0) L
» ErsH(0) |
@DrayTek_UUle Vigor2860n 2.7.4.1_RC1 05-04-04-04-00-01 Annex_A (B
(M DrayTek_00507 Vigor2900 1.0.5_Bets [l
(M orayTek_00507 Vigor2820v 2.2.7.4 211011_A Annax_A |
(M DrayTek_00507 VigorAP 800 1.1.3 No DSL |
DrayTek 00507 VigorIPPEX 2820 3.5.10_RC1 211011 _A Annex A
% Reports o -
& (M orayTek_00507 VigorFly 210 1.3.4RC2 No DSL |
& Inventory Monitor

Available settings for such feature will be shown as follows:

Items Description

Period Determine the frequency for the system reboot performed
by VigorACS. The default value is 1 day.
Reboot time Now — To perform the job immediately.

Schedule — To specify a certain time to perform the job,
choose this one and specify start day, start time and end
time respectively. VigorACS will perform the job for the
selected CPE (s) according to the schedule set here.

® Start day — Use the drop down calendar to specify the
day you want to start the operation.

@  Start time - Use the drop down menu to specify the
hour and minutes you want to start the operation.

® End time - Use the drop down menu to specify the
hour and minutes you want to finish the operation.

Select device(s) Choose the device that you want to do system reboot.

Please check the box of Reboot, otherwise, the system
reboot will not be performed after clicking Apply.
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Items Description

Name Model name Firmware version Modem version

-
(1]
e
Q
Q
-

S RD2(0)
S*RDZ(E)
*rRDS(0)
%7 RD&(D)

®rsH(0)

ICI OO O C

DbrayTek 00104 Vigor2s60n 3.7.4.1_RC1 05-04-04-04-00-01 Annex_A

-

Apply Execute the action of firmware upgrade.
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6.3.5 Factory Reset for Selected CPE(s)

This page is used to reset the default factory password for the administrator of CPE.

Dray Tek B viooraCS

ResetPasswordWizglt Your reliable networking solutions partner

& Networks and Devices Restor=time: (g) Now () Schedule
. T Start day: | 2013-05-03 |[g@ Start time(HH:MM): |00 |w | : o0 | v
- C“ﬁg“rat_m End ime(HH:MM): |23 |w | : [ 50 |w
‘... [ Backup Salact devicas:
. [ Restore Name Model name Firmware version Modem version Reset
¥ (5 Firmware > Eruus) [ =
L[ Firmware upgrade » 57 Others(12) 1
¥ [ Reboot » BrrD2(0) |
‘| ) Reboot » BrRD3(5) O
v £ Factory Reset » 8 RDS(a) Ll
i | ] Reset System Passward b % RDE() 0O
» (] MyVigor License =
» 2 sH(0) ||
@DrayTEk_DDlDJ Vigor2860n 3.7.4.1_RC1 05-04-04-04-00-01 Annax_A o] _
(A orayTek_oos07 vigorzsoo 1.0.9_Bata [ -
(M orayTek_o0507 vigor2szov 2.3.7.4 211011_A Annesx_A 1
(M orayTak_00507 vigoraP 200 1.1.3 No DSL |
‘. Reports (D DrayTek_00507 VigorIPPEX 2820 3.5.10_RC1 211011_A Annex_A O
@ Inventory Monitor (N orayTek 00507 vigorFly 210 1.3.4RC2 No DSL Ll

Available settings for such feature will be shown as follows:

ltems Description

Restore time Now — To perform the job immediately.

Schedule — To specify a certain time to perform the job,
choose this one and specify start day, start time and end
time respectively. VigorACS will perform the job for the
selected CPE (s) according to the schedule set here.

® Start day — Use the drop down calendar to specify the
day you want to start the operation.

@  Start time - Use the drop down menu to specify the
hour and minutes you want to start the operation.

® End time - Use the drop down menu to specify the
hour and minutes you want to finish the operation.

Select device(s) Choose the device that you want to do factory reset.

Please check the box of Reset, otherwise, the factory reset
will not be performed after clicking Apply.

Apply Execute the action of resetting to factory settings.
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6.3.6 Batch Activation of MyVigor License for Selected CPE(s)

1. You can activate multiple WCF license(s) for multiple Vigor router(s) at one time. Open

Wizards>>MyVigor License >>Batch Activation to display the following page.

BatchActivationWizard Your reliable networking solutions partner

Login Accnq nt

UserGroup: | RootGroup v

Userliame: 10414

Specify Mail: | robin_li@draytek.com.tw

Select Devices:

Name Model Name Specify Mail License Key License Key Activate

(D DrayTek_00S07F_vigor_00S07F4 VigorAP 800

(D DrayTek_00S07F_vigor_00S07FS VigorAP 800

(M DrayTek_00507F_vigor_00507F7| Vigor3800 robin_li@draytek.com.tw 954DD-26C65-6D093-5F036

(D rayTek_00S07F_vigor_00S07F7 Vigorzs00

(D rayTek_00S07F_vigor_0076204 VigorAP 810

(D orayTek_2130 Vigor2120v

(Dprovision_test Vigor2B2ov 3BFAF-7 149F-3957C-626FD il

Next Cancel

Available settings for such feature will be shown as follows:

ltems Description

UserGroup Choose the user group for the CPEs required to perform
license activation.

UserName Type the user name which can be used for accessing into
MyVigor portal website.

Password Type the password which can be used for accessing into
MyVigor portal website.

Specify Mail When the license key is expired, the system will send a

notification mail to the e-mail address specified here.

Select device(s) Choose the device that you want to do license activation.
Please check the box of Activation, otherwise, the license
activation will not be performed after clicking Apply.

License Key Type the code of the license key in such field.
Activate Check the box to perform the license activation later.
Next Click it to open next web page.
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2. After specify the required information, click Next to get he following page.

BatchActivationWizard Your reliable networking solutions partner

Please go back to confirm your settings again.
MyVigar Account Hame:  £10414
Mail Address:  robin_li@draytak.com.tw

Status Device Name MAC Address License Key Number Notice

@ provision_test 00507FAG54ES 3BFAF-7148F-3957C-626FD 0000 : Check OK

Previous J{ Finish Jl Cancel I

On the above page, simply check all the information is correct or not. If not, click Previous to
change the settings.

If there is no problem, click Finish. Now, the system will perform the license activation
automatically for lots of CPEs.

6.3.7 Bind with MyVigor Account for Selected CPE(s)

1. You can activate the WCF license for Vigor routers at one time. Open Wizards>>MyVigor

DrayTek

License >>Bind With MyVigor Account to display the following page.

BindAccountWizard

Login Account

UserGroup: RootGroup ~ )

UserName: | t10414

MyVigor Account Name:  robin
MyVigor Account Mail Address:  robin_li@draytek.com.tw

Select Devices:

Name Model Name MyVigor Account Mail Address Activate
(M DrayTek_00507F_Vigor_00S07F487810 VigorAP 800 O
(MDrayTek_00507F_vigor_00S07F522F58 VigorAP 800 robin robin_li@draytek.com.tw |
M orayTek_00507F_vigor_00507F798528 Viger3s00 robin robin_li@draytek.com.tw O
(M DrayTek_00507F_Vigor_00S07F7E83A0 Viger300 |
(M 0rayTek_00507F_Vigor_007620482810 VigorAP 810 |
(M orayTek_2130 Viger2130V 0
(Dprovision_test Vigor2820V v

Next | Cancel |

Available settings for such feature will be shown as follows:

ltems Description

UserGroup Choose the user group for the CPEs required to perform
license activation.

UserName Type the user name which can be used for accessing into
MyVigor portal website.
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Items Description

Password Type the user name which can be used for accessing into
MyVigor portal website.

MyVigor Account Name | Type the account name of MyVigor that CPE will be bound
to. Afterwards, such CPE can be managed by MyVigor with
such account.

MyVigor Account Mail Type the e-mail address for the account of MyVigor that
Address CPE will be bound to. Afterwards, such CPE can be
managed by MyVigor with such account.

Select device(s) Choose the device that you want to do license activation.
Please check the box of Activation, otherwise, the license
activation will not be performed after clicking Apply.

Activate Check the box to perform the license activation later.

Next Click it to open next web page.

2. After specify the required information, click Next to get the following page.

Please go back to confirm your settings again.
MyVigor Account Name: t10414
Mail Address:  robin_li@draytek.com.tw

Status Device Name MAC Address License Key Number Notice

- provision_test 00S07FAGS4ES 000 200 X0 2000 0000 : Check OK

| Previous | Finish ] | Cancel

3. On the above page, simply check all the information is correct or not. If not, click Previous to
change the settings.

4. If there is no problem, click Finish. Now, the system will perform the license activation
automatically for lots of CPEs.
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6.4 Reports

VigorACS allows you to print reports with PDF files. There are several types of reports that you
can check and print out. Each type contains several items.

» | ] Traffic Reports ¥ | Traffic Reports
» [ ] Firmware K | i [_] LAN Statistic
[ JNetwork & | i |_] wAN Statistic
»[JStatus  ®F | |_] MAT Sessions
» []Information K | |_] LaN Graph

» [ ] MyVigor License & | 7 ._.] WAN Graph

----- ] NAT Graph
= ] Firmware
¥ [ Network
- [_] IP Owverview{ WAN/LAN)
e || Status
» ] Information
¥ [ MyVigor License

..... | ] Batch Activation

- | 7] Bind With MyVigor Account

6.4.1 LAN/WAN Statistic
Choose Traffic Reports>> LAN/WAN Statistic from Reports.

Move your mouse to the items you want to print out and click on it. A dialog box will appear. Take
LAN Statistics as an example.

LAN Traffic Report Filter

Model name: | vigor2820¥n v | Modemwversion: | 211011_A Annex_A v | Severity: | all

Select devices:

Name Model name Firmware ver... Modem version Report
¥ % Wholenetwork (4) *
» %7 uknetwork(0)
F Eritnetwork(D)
¥ %7 thknetwork(3)

b Rrtksil(1)

¥ *rofcay(2) L
(D DrayTek_00507F_Vigor_00507F78311 Vigor2820¥n 3.3.5.1 211011_A Annex_A L
@DrayTek_l]nsu?F_uignr_nnsu?nsssf Vigorzg20wn 3.3.5.1 Z11011_A Annex_A L
Appl
L Pply J

All the CPEs on the same network group will be displayed. Please choose the one(s) you want to
print out and check the Report box.
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» 57 tksil(1) (|
¥ %7 Ofcay(2) [}
@DrayTek_l]l]507F_Uigor_l]l]5l]7F783l] Yigor2820¥n 2.3.5.1 211011_A Annex_A (]
@DrayTek_nnsn?F_vigor_nnsn7F78335 Vigor2820¥n 2.3.5.1 211011_A Annex_A [v]

» %7 netlinenet(0)

L
> %7 cpminet(0) L
L

» %7 secronnet(0)

L Apply |

Next, please Apply. VigorACS Report containing all the records of LAN/WAN configuration for
the selected CPE will be shown as the following.

Your reliable networking solutions partner

LHEOC®EE K< i GBlEE @4 C
[ [£] LAN_Sta... [¥

VigorACS Report

LAN Statistic Report

-
Device Total Count:1

Device_Name IP index TX{Bls) RX{B/s)
DrayTek_00507F_Vigor_00507F78335 95.9.139.216 1 6.57 63.06

Now, you can print such report as a PDF file or print it out via specified printer.
6.4.2 NAT Sessions
Choose Traffic Reports>> NAT Sessions from Reports.

Move your mouse to the items you want to print out and click on it. A dialog box will appear.

N =
NAT Traffic Report Filter

L
Model name: v | Modem version: v | Severity: | an =

Select devices:

Name model name Firmware ver... Modem version

z
b1
8
A

¥ 77 Wholenetwork(54)
b %7 uknetwork(1)
> Fritmetwork(10)
B thnetwork(9)
Frusanetwork (0)

>
>

> %7 gminetwor(0)
» 7 bmetwork(4)
>

% mxnetwork(4)

OO0 0ODDOE

Apply
e—

All the CPEs on the same network group will be displayed. Please choose the one(s) you want to
print out and check the Report box.
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Select devices:

Manme Model name Firmnwrare ver... Modem version Report

» %7 acronisnet(0) L1

¥ *7 armiyanet(0) L

(D DrayTek_00507F_Vigor_00507FCA4894_ VigorPro 5510 2.3.5 Mo DSL ™

@Draerek7IJl]507F7Uigor700507F5084D87 Vigor2710¥n 3.3.6 211011 A Annex_A |\|_(|

@DrayTek_nnsnF_Uigor_nnststAn_ Vigor2710¥n 2.3.6 211011_A Annex_A v

» *fusanetwork(0) |

» %7 gmnetwork (0) L
> *rbmetwork(4) L ﬂ
| Aeply |

Next, please Apply. VigorACS Report containing all the records of NAT session for the selected

CPE will be shown as the following.

Your reliable networking solutions partner

HE D @G K> v ElEE & C

-

[£] LAN_Sta... [x] [£) NAT_ses... [X

VigorACS Report
NAT Sessions Report

Device Total Count:3 r
Device_Name P index sessions
DrayTek_00507F_Vigor_00507FCA489 78.186.22.249 1 3
DrayTek_00507F_Vigor_00507F507FA 88.247.22.34 1 0
DrayTek_00507F_Vigor_00507F50840 88.247.22.244 1 0

DrayTek 231

VigorACS Sl User's Guide



6.4.3 LAN/WAN/NAT Graph

Move your mouse to the items you want to print out and click on it. A dialog box will appear.
Take LAN Graphic as an example.

Choose Traffic Reports>> LAN/WAN/NAT Graph from Reports.

.. L N R S N T = T U
LAN Graph Report Filter [
Model name: | Vigor2820 Series | v | Modem version: | 211801 _A Annex_A | v | Severity: | al [ v

All
Preset: | custom v | From: - - Critical
- - 0 06/1a/2000 ] LIEE LI |
- - Major
ues 06/14/2000 [ 23 i:i P11 i:i Minar
Warning -
Selact devices:
Name Model name FilTnware vers... Modem version Report

¥ *r Network View(1)

=

{DrayTek_00507F_Vigor_00507F871308 ¥igor2320 Series 3.3.4_RC11 211801 A Annex_A

| Aeely |

All the CPEs on the same network group will be displayed. Please choose the one(s) you want to
print out and check the Report box.

Next, please Apply. VigorACS Report containing all the LAN/WAN/NAT Graph for the selected
CPE will be shown as the following.

Your reliable networking solutions partner

HEE® () K< - EERE @& )
[C] LAN_Sta... (X B an_. [® ]
VigorACS Report
LAN Graph Report
'E Name: LAMAction_1 at 172.16.2.130 g
T 02 -y g
E 0.1
£
5 i =
£ 04:00 08:00 12:00 16:00 20:00
B output traffic [l input traffic Z

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.4 Firmware Overview

Choose Firmware>>Firmware Overview from Reports. A dialog box will appear.

Firmware Overview Report Filter

Model name: | Vigor2820 Series | v | Modemwversion: | 211801_A Annex_A | v | Severity:
All
Select devices:
Critical
Name Model name Firmware vers... Maior Report
¥ f Network Wiew(1) Minor L
(D DrayTek_00507F_Vigor_00507F271308 Vigor2820 Series 2.2.4_RC11 21 Wizrning v
| Apply

All the CPEs on the same network group will be displayed. Please choose the one(s) you want to
print out and check the Report box.

Next, please Apply. VigorACS Report containing all the records of firmware version ordered with
device names for different CPEs will be shown as the following.

Your reliable networking solutions partner

e E S M (s K€ - EER @& L]

)

[£] LAN_Sta... (%] E Lan_.. X [£] Firmware_ove... (%]

VigorACS Report

Firmware Overview Report

Device Total Count:1
Device _Name 1P Model Firmware_Version
DrayTek_00507F_Vigor_00507F871308 172.16.2.130  Vigor2820 Series  3.3.4_RC11

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.5 Firmware Groupview

Choose Firmware >> Firmware Groupview from Reports. A dialog box will appear.

Firmware Groupview Report Filter

I All
Select devices:
Critical

MName Model name Firmware ver...

Majar
¥ % Network Viewtest(6) Minor
¥ 5 bast55(4) i arning
b 5 Sub-Test(1)

(D prayTek_alan

Model name: | vigor2820% v | Modem version: | 211011_A Annex_n | v | Severity:

Dn

Vigor2820¥ 3.3.4_RCS 211011_A Annex_A
(D prayTek_Eric Vigorz§2o¥ 3.3.4_RCS 211011_A Annex_A
@DraytekfRobinfTest Yigorzszov 3.3.4_RC3 211011_A Annex_A

» *r subnetwork2(1)

() DrayTek_Rambe Vigor2g20¥ 3.2.4_RCS 211011_A Annex_A

4
ORIRNOOONG

Apply

T R R,

All the CPEs on the same network group will be displayed. Please choose the one(s) you want to

print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of firmware information ordered
with model and firmware version for different CPEs will be shown as the following.

Reports

HE O E K< EERE &

Your reliable networking solutions partner

@

-
I_LI Firmmware_Grou... &

VigorACS Report

Firmware Groupview

Device Total Count:3

Model_Firmware_Version Device_Name [

Vigor2820V_3.3.4_RC5H DrayTek_Eric 172.17.3.192
Vigor2820V_3.3.4_RC5H DrayTek_Alan 172.17.3.191
Vigor2820V_3.3.4_RC5H Draytek_Robin_Test 172.17.3.193

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.6 Firmware Upgrade Wizard

Choose Firmware >> Firmware Upgrade Wizard from Reports. A dialog box will appear.

Firmware Upgrade Wizard Overview Report Filter

Model name: | v | Modem version: v | Severity: [ an g Job: [ v |

Select devices:
Vigorzaen

Vigor2260ac Model name Firmvrare version Modem version

7
k-]
g
*

¥ B Network  vigor29zsn
» Fralvaca Viger2925Fn
B 57 Other(1)

» % RD3(0)

, I

» 57RD6(1)

» 57 RDB(6)

» FTRDS8_2(3)

» 5 testénetwor(0)

@2130 Vigor2130V GlasOperator_154.11  No DSL

-

] | ], o | ] T (]

(D DrayTek_001DAR_Vigor2860ac_001DAABY Vigor2860ac bata_0414 05-07-01-08-00-01 Annex_A

Apply |

All the CPEs which match the conditions specified in Model name, Modem version and Severity
will be displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of network IP settings ordered with
device names for different CPEs will be shown as the following.

Reports Your reliable networking solutions partner

HE D@ K€ ' (EEENEE CJ

-

)

|:| FirmwaraUpgradeWizard_ Ove... ‘g

VigorACS Report

Firmware Upgrade Wizard Overview

Device Total Count:0 -
Device_Name MAC/Status IPINew_Version Time/Old_Version
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6.4.7 Network IP Overview (WAN/LAN)
Choose Network>>1P Overview (WAN/LAN) from Reports. A dialog box will appear.

IP Overview Report Filter

Model name: | vigor2820v v | Modem version: | 211011 A Annex_a | v | Severity:
All -
Select devices:
Critical
Name Model name Fitmware ver... Maiar on Report
¥ *7 Network Viewtest(6) Minaor L1 -
T test55(4) Warning |~ O
b 5 sub-Test(1) 1
(DprayTek_alan Vigor2820v 3.3.4_RCS 211011_A Annex_A v
@DrayTek_Eric Yigorzg20¥ 3.3.4_RCS 211011_A Annex_A M‘
() Draytek_Robin_Test Vigor2820¥ 3.3.4_RCS 211011_A Annex_A [v]
> %7 subnetwork2(1) [
(D prayTek_Rambo Vigor2820¥ 3.3.4_RCS 211011_A Annex_A ] B2
. Apply
Mywrvory mwrmves

All the CPEs which match the conditions specified in Model, Modem version and Severity will be

displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of network IP settings ordered with

device names for different CPEs will be shown as the following.

Reports Your reliable networking solutions partner

SNENERTREIRLIE IR dk, EIEE &)= @

-

ij Firmmware_Grou... E Ij IP_DOve... E

VigorACS Report

IP Overview Report

-
Device Total Count:4

Device_Name Model LAN WAN1 WAN2

DrayTek_Eric Vigor2820  192.168.20.1 172.17.3.192

DrayTek_Rambo Vigor2820  192.168.50.1 172.17.3.195

DrayTek_Alan Vigor2820  192.168.1.1 172.17.3.191
Draytek_Robin_Test Vigor2820  192.168.30.1 172.17.3.193

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.8 Status Overview / USB Modem Overview / Port Status Overview

Choose Status>>Status Overview from Reports. A dialog box will appear.

Status Owerview Report Filter

Model name: | v | Modem version: | w | Severity: | all -

‘ Select devices:

MName Model name Firmware ver... Modem version Report

| v & tmetmon@ [ B
i v b thsil(4) | =
(D prayTek_00507F_vigor_00507F90F1: Vigorz820¥n 3.3.5.1 211011_A Annex_A v] "J
() MbHolding_mb 12245mb VigorPro 5510 2.3.5 No DSL v
@DrayTek_l]l]S07F_Uigor_275l]_l:lﬁsbin Vigor2750¥n v1.5.1_Beta Mo DSL v
() DrayTek_00507F_Vigor_00507F5073( Vigor2710¥n 3.3.6 211011_A Annex_A v
» Er Ofcay(2) L
> *rnetinenet(0) L z
| Apply |

All the CPEs which match the conditions specified in Model, Modem version and Severity will be
displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of router status ordered with device
names for different CPEs will be shown as the following.

F—— Your reliable networking solutions partner

HE0HE K< EER && @
i D FirmwareUpgradeWizard_Owve... z_j D Status_Owe... gJ ]

VigorACS Report
Status Overview Report

Device Total Count:4 L
Severity Device_Name MAC_Address [P Model
Normal DrayTek_001DAAA42248_5.3 001DAAA4224 1721753 Vigor2960
.DT_001DMA42240_5.3_0I:I 001DAAA4224 17217.3.5 Vigor300B

DT_001DAAA42280_60.1_old 001DAAA4228 172.17.3.5 Vigor2960
DT_001DAABOBB10_V2860Vn_100.1  001DAABOBB1 114.43.197.177 Vigor2860Wn

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.9 Information Note Overview

Choose Information>>Note from Reports. A dialog box will appear.

" Mote Overview Report Filter

Model name: | v | Modem version: v | severity: | an

Select devices:
Name Model name Firmware wer... Modem wersion Report
¥ %rbrmetwork(4) [
¥ %7 brsilnetwork(4) [

(A Maure's House Vigor2010VE 2.2.5.1 No DSL v
(M Emiliano’s Mother House Vigor2010VE 2.2.5.1 No DSL v
(A Fabio Home Vigor120 3.2.4.4 321311_A Annex_A 4]
(DTeste de Upgrade Vigor2010G 2.2.5.1 No DSL v

b % mauro (0)

v

b B mxnetwork(4)

|_Aeply |

All the CPEs which match the conditions specified in Model, Modem version and Severity will be
displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of notes ordered with device names
for different CPEs will be shown as the following.

F— Your reliable networking solutions partner

SIENE T IEICIRIEIE] ‘ BER &) )
[ D FirmwareUpgradeWizard_Ove... y D Status_0Owve... y D Note_Owe... y ]

VigorACS Report

Note Overview Report

Device Total Count:4

DeviceName Note
DrayTek_001DAAA42248_5.3
DT_O01DAAA42240_5.3_old
DrayTek_001DAAABATES
DT_001DAAA42280_60.1_old

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.10 Information Device Information Overview / Detail Device Information
Overview

Choose Information>>Device Information from Reports. A dialog box will appear.

Device Information Overview Report Filter

| Model name: | Wigor2830¥W v | Modem version: | 211011 _A Annex_A | v | Severity: | all v
| select devices:
Name Model name Firmware ... Modem wersion Report
» 7 Network Wiew(2) V]
Apply

All the CPEs which match the conditions specified in Model, Modem version and Severity will be
displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of device information ordered with
device names for different CPEs will be shown as the following.

Your reliable networking solutions partner
ISNENSRTNEIRL IR SR It BEE @«

-

D DeviceInformaton_0Ove... I.al

[+

VigorACS Report

Device Information Overview Report

1

Device Total Count:2
DrayTek_00507F Vigor_00507F708028 00507F708028 1.169.164.113  0001/01/01 00:00:C
2830_00507F_Vigor _00507F708098 00507F708098 59.115.245.105 0001/01/01 00:00:(

.l m ] ]

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.11 Batch Activation Overview

Choose MyVigor License>> Batch Activation from Reports. A dialog box will appear.

Batch Activation Report Filter ]
Model name: w | Modem version: [ M| Sewverity: L All !
Select devices:
Name Model name Firmware version Modem version Report

@ DrayTek_00507F_Vigor_001DAAA42248 Vigor2960 1.0.8_Beta O

(B DrayTek_00507F_vigor_00507F223344 VigorFly 210 1.3.3RC4 No DSL |

() DrayTek_00507F_Vigor_00507F487B10 VigorAP 800 1.1.1 No DSL |

(D DrayTek_00507F_Vigor_00507F522F58 VigorAP 800 1.1.1 No DSL O

(D DrayTek_00507F_Vigor_00507F79a528 Vigor3000 1.0.7_RCi1 |

@ DrayTek_00507F_Vigor_00507F7B82A0 Vigor3900 1.0.8_Beta O

(7 DrayTek_00507F _Vigor_007620482810 VigorAP 810 1.1.0RC3b No D5L |

(D DrayTek_2120 Vigor2130V vi.5.2_TW No DSL ]

(D provision_test Vigor2820v beta_0414 211011_A Annex_A ¥ o

Apply

All the CPEs which match the conditions specified in Model, Modem version and Severity will be
displayed. Please choose the one(s) you want to print out and check the Report box.

Next, please Apply. VigorACS Report containing the records of device information ordered with
device names for different CPEs will be shown as the following.

e[ K< EEREIOE @

-

[£] Batch_Activation_Ove... [¥

VigorACS Report

Batch Activation Overview

Device Total Count:1
Device_Name License_Key_Number

provision_test 3BFAF.7149F-3957C-626FD

Start_Date End_Date
2013-12-25 2014-01-01

Now, you can print such report as a PDF file or print it out via specified printer.
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6.4.12 Bind with MyVigor Account Overivew

Choose MyVigor License>>Bind with MyVigor Account from Reports. A dialog box will
appear.

Bind With Myigor Account Overview Report Filter

Model name: w | Modem version: [ M| Sewverity: [ All -
Select devices:
Name Model name Firmware version Modem version Report
(D) DrayTek_00507F_Vigor_001DAAA42248  Vigor2960 1.0.8_Beta ]
(D DrayTek_00507F_Vigor_00507F223344 VigorFly 210 1.3.3RC4 No DSL |
(D DrayTek_00507F_Vigor_00507F487B10 VigorAP 800 1.1.1 No DSL ]
(D DrayTek_00507F_Vigor_00507F522F58 VigorAP 800 1.1.1 No DSL |
(D DrayTek_00507F_Vigor_00507F798528 Vigor3900 1.0.7_RC11 ]
(D) DrayTek_00507F_Vigor_00507F7B83A0  Vigor3900 1.0.8_Beta |
(D DrayTek_00507F_Vigor_007620482810 VigorAP 810 1.1.0RC3b No DSL ]
(D DrayTek_2130 Vigor2130V v1.5.3_TW No DSL |
(D provision_test Vigor2820V beta_0414 211011_A Annex_A (v] =
Apply

All the CPEs which match the conditions specified in Model, Modem version and Severity will be
displayed. Please choose the one(s) you want to print out and check the Report box.

HEE®AEE k<> \ EEE &= @

,.

[£) Bind_with_mMyVigor_Account_Ove... (Xl

VigorACS Report
Bind With MyVigor Account

Device Total Count:1
Device_Name Account Mail
provision_test robin robin_li@draytek.com.tw
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6.5 Inventory Monitor

Here, VigorACS Sl provides another view for displaying the controlled CPEs. In this view, devices
will be divided and categorized with the model series, such as Vigor2860 series, Vigor3900 series,
and so on.

Essentials i FF3900 Your reliable networking solutions partner
# T — Firawall @userl.,.’bNA'r ) Applications

Wizards ; lHJ LguzJ @J

Status: Normal UpTirne: 13 days 21:16:56) Link Status Name Index| VLAN ID DHCP .
» Reports Hardware Model: Vigarz9s0 CRU: 5%

)
Firmmware Version: 1,3.0_Beta Mernory: 41% Eup Wan 1 10 1721

Inventory Monitor Hardware Version: 1.0 Mote @ Disable wan 2 11
MAC Address: D0S07FFF3900 Horke =
Inventory View Serial Humnber: web: http://172.16.2.0 (@ up Lan 1 10 false 1921
3 Device Narne: DrayTek_00S07F, Proxy: http://172.16.2.1 =
. 37 UnknownModel (3 = -
i @ Myvigor License: Metwork Marme: Metwork Wiew &P Disable Lan 2 [z} false 0.0.0‘
- Start Date:

End Date: [ET! [+

Port Status VoIP Status

Interface Status UpTime Tx Rate Tx Enak * Mot supported on your device,

lani

- 4 DrayTak_D0S07F_Viga lanz

- DrayTek_DOSO7F_Wigol lan3

- %2 VigoraAP(5) lan4

wanl

P € 6EeEeE

[«1 i J [»]

& Alarm / Note
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Chapter 7 System Operation

System operation provides system parameters related to VigorACS itself.

IzSetGlabalParameter - true
System

Click the System tab to open the following web page.

Essentials SystemParameterPanel Your reliable networking solutions partner
B[O« [T] |
ParameterID Parameteriame Value ]
7 EnableAutoChangewebPart trus
»language
=1 CheckCPEValidByMetwarkUser false -
>Global Mail Server &5 New_DeleteO|dDeaviceBysamalp false B
= Global SNMP Server 4 CheckoPEValdByauthKey false
) EnableBackUpCheck false
Health Server
62 EnableRecordActionlog true
»Black Host )
1 TirmeFormat 1
>tlear Logs e EnableForceSatGPEPeriodicnfarmIntaral trus
=Upload Serial Number 59 CPEPeriodicInforrnInterval 200
) FuUpgradeFaillnterusl 26400
57 EnableChangeetvarkBylstuorkUser trus
S UsestunaddressFarvpn false
55 DizsbleAlarmMailByClear true
54 DisablePolling False
sz DizableGpenDoomnimation false
52 DeleteCldDeviceBySarmelP false
51 Dis ablelarmMailb A SR sboct False L |
-

Dray Tek 243 VigorACS SI User's Guide



7.1 System Parameter Setting

This page displays all of the parameters used by VigorACS and allows you to modify the system
parameters slightly.

Your reliable networking selutions partner

Essentials SystemParameterPanel

Bl Qe [T |
ParameterID ParameterName value |2
67 EnablesutoChangsebPort trus
>Language
3 CheckCPEValidByNatworkUsar false B
=Glabal Mail Server &5 Mew_DeletecldDeviceBySamelp false
= Global SNMP Server 64 CheckCPEvalidByauthkey false
o
&3 EnableBackUpChack false
>Health Server
5z EnableRecordactionlag trus
>Block Host
51 TimaFarmat 1
>Clear Logs &0 EnableForce SetCPEPeriodicinfarmnIntarual true
>Upload Serial Number 53 CPEPariodicinfarminterval 300
sz FuUpgradeFailinterval 26400
57 EnableChangeNetuorkByNetuorkUser trus
s6 UseStunaddressFarvpn false
55 DisabladlarmMailey Claar trus
54 DisablePalling falze
53 DisablaOpenDosorAnimation false
sz Delete0ldDaviceBySamalp false
51 DisablealarmMaileyACSReboot false e

Available settings for such feature will be shown as follows:

Items Description

| H Save Click this button to save the record.

| Q Cancel Click it to exit the screen without saving any change.

| W5 | Refresh Click this button to refresh current page.

ParameterID Display the sequence number of the parameter.
ParameterName Display the name of the system parameters.

Value List the available vales for each parameter. Different

parameters have different values including true/false,
0/1, major/minor... and so on. Use the drop down list
to choose the value you want.

critical
rmajor
minor

warning
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7.2 Language Setting

This page allows you to upload the language settings to VigorACS, and choose the language that

you want to use for logging onto VigorACS.

Essentials

>System Parameter

>Global Mail Server

=Global SNMP Server

>Health Server

>Block Host

>tlear Logs

>Upload Serial Number

Available settings for such feature will be shown as follows:

ltems

| [l | Delete

I
I
lan
!
!

Language Upload

ang_CH.txt

ang_ML.txt

g_TW bt

ang_DE txt

ang_EM. bt

Your reliable networking solutions partner

MR AT

Size

38471

96734

42482

50617

s0238

2015/07/03 02:20:36 PM
2014/06/12 03:21:34 PM
2015/07/03 02:20:36 PM
2015/07/03 02:20:36 PM
2015/07/03 02:20:36 PM

Description

LastModify

Click this button to delete the selected language file.

5 | Refresh

Click this button to refresh uploaded files.

| ﬁ Upload File

Click this button to upload a language file from your host to
VigorACS. The file you upload will be shown on the screen
immediately.

| 37 Download File

Click this button to download a language file from

VigorACS to your computer.

1 | First

When there is more than one page for the language files in
this user group, click this button to display the first page.

iy

9 | Previous

When there is more than one page for the language files in
this user group, click this button to display the previous

page.
en there is more than one page for the language files in
ji.) Next When there i h for the | filesi
this user group, click this button to display the next page.
| Last V\/_hen there is more thar_1 one page fo_r the language files in
this user group, click this button to display the last page.
Filename Display the name of the language file.
Size Display the size of the file.
LastModify Display the date and time for the last modification.
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7.3 Global Mail Server Setting

All of the user groups can apply the mail server settings configured in this page.

Essentials MailServer

lu“"llsl |

Your reliable networking solutions partner

>System Parameter
Ensble global mail server :

)

“language

Mail sarver address

Port: |0

>Global SNMP Server

Ernail address :

ZHealth Server Email Subject @

=Block Host Authentication needad @ | |

[Vigoracs][alarmLevel][Device mMAC][AlarmMessage]

>Clear Logs User Name :

Password 1
>Upload Serial Number

Security :

Alarm Level ¢ lirl

(&) Mone ()

g5L () TLS

Critical  [V] Major (V] Minor [¥] Waring [ Normal

Available settings for such feature wil

ltems

| g Save mail server
setting

= m o

| be shown as follows:

Description ‘

Click this button to save the record.

» | Refresh mail server
setting

Click this button to refresh uploaded files.

| 5 Send a test mail

Click this button to send a test mail to the email address
specified below.

Enable global mail server

Check this box to enable global settings.

Mail server address

Type the IP address of the SMTP server.

Port

Assign a port for the mail server.

Email address

Assign an IP address for sender.

Email Subject

Specify the subject of the mail server.

| ).‘.; - Click this button to open the following dialog.

Click the icon under Add to make the selected subject to be
added as a Email Subject.

Edit Subject | <]

Gy [Alarmlevel] [Critical]
0 [AlarmiMessage] [DevicelossConnecton ]
0 [DeviceManea] [Draytek_CPE]
Gy [pevicemac] [00S07F000000]
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Items Description

| Q | - Click this button to reset to default subject items

including VigorACS, AlarmLevel, DeviceMAC and
AlarmMessage.

Authentication needed Check this box to activate this function while using e-mail
application.

User Name Type the user name for authentication.

Password Type the password for authentication.

Security Choose None / SSL / TLS for the security of the mail

transferring.

Alarm Level Specify the severity level of the mail.
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7.4 Global SNMP Server Setting

All of the user groups can apply SNMP server settings configured in this page.

Essentials SNMPServer

IHH‘*"\ |

Your reliable networking solutions partner

>System Parameter

SLlanguage

>Global Mail Server

>Health Server

>Block Host SHMP APT ¢

>Clear Logs Alarm Level :

>Upload Serial Number

versionl | w
SNMP_2_GLOBAL -

|¥] critical  |W] Majar (W] Minar [W] Warming [v] Normasl

W= e KT D

Available settings for such feature will be shown as follows:

ltems

| g Save SNMP server
setting

Description ‘

Click this button to save the record.

G5 | Refresh

Click this button to refresh uploaded files.

Enable global SNMP server

Check the box to enable SNMP server.

SNMP server address Type the IP address for the SNMP server.
Port Type the port number for the SNMP server.
Community Set the name for getting community by typing a proper

character. In general, it depends on the setting that SNMP
service provider offers. The default setting is public.

SNMP version

Choose the version of the SNMP server that you apply to.

wersion 1 | -

versionl |
WErsiondc
version3
SNMP API Choose SNMP API from the drop down list. At present,
only SNMP_Default GLOBAL is available.
[ SNMP_Default GLOBAL | ]
SHMP_Default_SLOBAL
Alarm Level Specify the severity level of the mail.
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7.5 Health Server Setting

The health information for CPE can be transferred to the server of third party periodically.

Your reliable networking solutions partner
(B[] |

Ensble health server: ||

Essentials Health Server

= Menu

>System Parameter

| Ztenquage URL:  192.158100.100

| >Global Mail server User Mame : admin

>Global SNMP Server Passward 1 ke
L

Health APT ¢ | Health_Default_GLOBAL | v

Health_Default_GLOBAL

>Block Host

>tlear Logs

>Upload Serial Number
L

Available settings for such feature will be shown as follows:

ltems Description

Enable health server Check the box to enable such feature.

URL Type the URL or IP address of the third party’s server.

User Name Type the user name for accessing into the third party’s
server.

Password Type the password for accessing into the third party’s
server.

Health API Use the drop down menu to specify the third party’s server.
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7.6 Block Host Setting
This feature is used to block CPE which is allowed to register to VigorACS.

Your reliable networking solutions partner

FEAIGEER |

d Value

Essentials BlockHostPanel

| >System Parameter

| >Language

[ >Global Mail Server

>Global SNMP Server
|

FHealth Server
t

i =Clear Logs

| >Upload Serial Number

7.7 Clear Logs Setting

VigorACS will keep log until overload the capacity of hard disk. To avoid such trouble, use Clear
Logs to delete the log periodically.

Your reliable networking solutions partner

B |

Essentials ClearLogs

>System Parameter

Delete Tirme : Al -

>Language
Delete Type @ [¥] Leg || Alarm || Device SysLog

>Elobal Mail Server Auts Clear: [

>Global SNMP Server

>Health Server

>Block Host

*Upload Serial Number

Available settings for such feature will be shown as follows:

Description

Delete Time Use the drop down list to specify the timing to delete the
log.
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Items Description

| Al | v |

All -

Before 1 Month
Before 3 Months
Before & Months

Before 1 Year n
Delete Type At present, there are three types that corresponding log can
be deleted through such feature.
Auto Clear Check the box to clear the log automatically.
| Al | v |
All B

Befare 1 Manth
Before 3 Months
Befare & Manths
Before 1 Year Bl

7.8 Upload Serial Number Setting

The information for serial number on the rear side / bottom of the CPE or VigorAP can be
uploaded onto VigorACS as a reference to be inspected by the administrator.

Your reliable networking solutions partner

Sl de][DO]> |

Essentials SerialNumber File Upload

>$ystem Parameter All & i
Device Name Network MAC Address SERTAL NUMBER MODEL
>Llanguage
CrayTek_DO0S07F_Vigor2960_00S07F7 Metwork View 00S07FFCREFD Vigorz960 172
>tlobal Mail Server
DrayTek_0010AA_Vigor2860ac_0010A Metwark Wiew 001DARABIEEE0 Vigor2B8a0ac 111,
>Global SNMP Server DrayTek_001DA% Vigor2925n_001DAs Network View 001DAAACIEFS Vigor2925n 118
>Health Server DrayTek_D01DAA VigerZ325Fyn_D01D Metwork Wiew 001DAABFESES Vigerz325FVn 172
DrayTek_D010AA_Vigorz132Fvn_D010 alvace 001DAACDO000 Vigorz132FVn 172
>Block Host
DrayTek_0010AA_Vigor2132FWn_0010 Cther 001DAACEBTECE Vigor2132Fyn 9EI‘1=
>tlear Logs 5
DrayTek_00S07F_Vigor_D0SO7FAG44Ef RDE O0SO7FAG44ES Vigor 172,
DrayTek_D0507F_Vigor D0SOTFASEEES RDE 00S07FASEEES Viger 172
DrayTek_D0507F_Vigor_D0SOTFASSET: RDE 00S0TFAESETE Vigar 172
DrayTek_D0S07F_Vigor_D0SOTFASS4BI RDE 00S0TFASS4ED Vigar 172
DrayTek_00S07F_Vigor_D0SO7FAGZZEE RDE O0S07FAG22ES Vigor 172,
DrayTek_D0507F_Vigor D0SOTFASS4ES RDE 00S07FAESES Viger 172
DrayTek_00507F_Vigor D0SOFFC1316 RDE_Z 00S07FC1F1ES Viger 172
DrayTek_D0S07F_Vigor_D0SOFFC3537 RDE_Z 00S07FCET3TE Vigar 1727
DrayTek_00SO7F_Vigor D0SOFFC2E82 RDE_2 00S07FC26824 Vigar 172,
DrayTek_0O01DAS VigarAP 810_0010A Hetwork Wiew 001DAA4FEDAS VigoraR 810 =
[

Available settings for such feature will be shown as follows:

Description

l (] | Refresh Click this button to refresh this page.
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Items Description

| !\ | Upload File Click this button to upload a “.CSV” file (located on host) to
— VigorACS.

After comparing the MAC address listed on the file with the
information of device(s) managed by VigorACS, the result
(device name with serial number) will be shown on this
page immediately.

| U3g | First When therg is more th_an one page displayed, click this

- button to display the first page.

| (@ | Previous When there is more than one page displayed, click this

— button to display the previous page.

| s | Next When therg is more than one page displayed, click this

— button to display the next page.

| 077 | Last When there_: is more than one page displayed, click this
button to display the last page.

Device Name Display the name of the device.

Network Display the network of the device classified under
VigorACS.

MAC Address Display the MAC address of the device.

SERIAL NUMBER Display the serial number of the device.

MODEL Display the model of the device.

WAN IP Display the WAN IP address of the device.

LAN IP Display the LAN IP address of the device.

FW Display the firmware version used by such device.
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Chapter 8 Alarm Information

To monitor the normal and abnormal actions for CPEs, you will need to set Alarm.

8.1 Alarm

Alarm message will be recorded on VigorACS server when there is a trouble happened to the
device (CPE). Only the users within the same user group will be notified for the message.

i
= 2 | Q@ I %] =D | UserSroup: | All_UserGroup vJ& 1 Q@ I © I = EE ‘

& L ]

DrayTek

No. Time Device Name MAC Address Alarm Level

>AlarmHistory Alarm Message
e — 173080 2014/05/26 09:49:36 | DT_DD1DAAABAB40_5_7  00LDAAASAB40 @ Critical DeviceLossConnection
173078 2014/05/25 02:02:50 | DT_DD1DARATCESQ 001DAARTCE90 @ Critical DeviceLossConnection
el 173077 2014/05/26 02:02:02 | DrayTek_00507F_Vigor_001 001DAAA61308 & Critical DeviceLossConnection
>SNMPServer 173073 2014/05/26 01:18:40 | DT_DD1DAAA42280_60.1_o 001DAAA42280 & Critical DeviceLossConnection
173072 2014/05/26 01:18:05 | DT_DD1DAAA42240_5.3_ol¢| 001DAAA42240 ) Critical DeviceLossConnection
173066 2014/05/25 23:59:31 DT_00S07F7CBC88_2960 0D0507F7CBC88 “ Critical DevicelLossConnection
173058 2014/05/25 23:03:02 DrayTek_00507F_Vigor_00Z 00S07F522F58 9 Critical DevicelLossConnection
173049 2014/05/25 21:17:44 DrayTek_00507F_Vigor_001 O01DAAABABZ0 ‘_’Cr\tl[a‘ DevicelLossConnection
173045 2014/05/25 20:44:09 DrayTek_00507F_Vigor_00:| D0S07F7B83A0 9 Critical DevicelLossConnection
172044 2014/05/25 20:18:59 DrayTek_00507F_Vigor_001 O01DAAA4ZZAD QCr\tlca\ DeviceLossConneaction
173027 2014/05/25 16:20:26 DT_00S07F710720_5_1 00507F710720 s_’Cr\tu:a\ DeviceLossConneaction
1732008 2014/05/24 20:32:06 | DrayTek_00507F_Vigor_001 001DAASCFO1C @ Critical DavicaLossConnaction
172882 2014/05/24 16:28:112 | DrayTek_00507F_Vigor_00: 00S07F7FFD21 @ Critical DeviceLossCannection
172725 2014/05/22 19:15:25 | DrayTek_00507F_Vigor282( 00S07FEDBEAD @ Critical DeviceLossCannection

1]

M= wm K awm?T D

Available settings for such feature will be shown as follows:

ltems Description

[ [Py | Refresh

Click this button to refresh this page.

ﬁ Ack Alarm

Click this button to make the alarm being captured based on
the threshold value and waiting for solving manually.

ﬁ UnAck Alarm

Disable the Ack Alarm mechanism.

Q‘ Clear Alarm

Click this button to clear the alarm record which has been
solved by VigorACS.

1 | Clear All Alarm

Click this button to clear all of the alarm records which has
been solved by VigorACS.
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Items Description

| [E | Exportto CSV Click this button to save alarm log as a CSV file.

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v

© RootGroup

rs

AdrminGroup

CDperatorsroup

DraytekGroup

CumpanylGrDup |L

| g | First When there is more than one page for the alarm records in
— this user group, click this button to display the first page.

| U‘L | Previous When there is more than one page for the alarm records in
I— this user group, click this button to display the previous
page.

| (&) | Next When there is more than one page for the alarm records in
— this user group, click this button to display the next page.

7 | Last When there is more than one page for the alarm records in

I this user group, click this button to display the last page.

No. Display the index number of the alarm. It is offered by
VigorACS automatically.

Time Display the time of the alarm recorded. You can use the
drop down calendar to inspect other alarms.

|T| January 2010 [ M|

Time
5 Mm T W T F &
Tue Jan 19 16:19:08 3 1 2
F 4 5 1] F & 9
10 11 12 13 14 135 16
17 1% 19 m 21 22 23
Z4 2% 26 27 2% 29 30
31
Device Name Display the name of the CPE which gets trouble.
MAC Address Display the MAC address of the device.
Alarm Level Choose one of the alarm levels from the drop down list to

display the alarm message with the severity specified.
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Items Description

-
Critical —
Major

Minor

Wiarning

Marmal t

Alarm Message Display a brief explanation for the alarm sent by VigorACS
automatically.

Alarm Type There are three types of Alarm Type. Choose any one of
them to display the alarm message with the type specified.

| »

InterfacelossConnection
CevicelossConnection

ServicelossConnection

Ack Status Display the status of the records with the type specified here
(Not Ack or Acked).

|~

Mot Aok
Ackead

Alarm Status Display the status of the records with the type specified here
(Alarm or Rearm).

| =

Alarm

Rearm

Clear Status Display the clear status for the alarm records. To view
different clear status, use the drop down list to specify the
one you want to see on the screen.

| »

Mot Clear
Clear

Auto Clear
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Items Description

Ack Time Display the record (waiting for solving) based on the date
chosen here.

|T| January 2010 [ ™|

Time
E M T W T F §

Tue Jan 19 16:1:08 G 1 2
3 4 3 & F & 9
i 11 12 13 14 15 16
17 1% 19 m 21 22 23
24 25 26 27 28 29 30
31

Ack User Display the record (waiting for solving) based on the user
accounts.

Clear Time Alarm message record cleared by user will be removed to
Alarm History. Choose the date to display the removed
record.

|T| January 2010 [ M|

Time
5 M T W T F S

Tue Jan 19 16:19:08 G 1 2
3 4 5% & F & 9
i 11 12 13 14 13 16
17 1% 149 m 21 22 23
24 2% 26 27 28 29 30
31

Clear User Display which user clears such record.

UnAck Time Display the cancelled job of the record (waiting for solving)
based on the date chosen here.

UnAck User Display which user cancels the job of the record.

Parameter VigorACS will send the alarm based on the parameter
specified here. User will know which parameter got troubles
when he/she receives the alarm messages.

Parameter Group Display the alarm record based on the VPN group selected
here.
|~
Mone
VPH_Sarmple
Value Display the threshold value that VigorACS will send alarm

message to the CPE.
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Items Description

Threshold Set the condition for data traffic.

L

=

=

iskull
izContaion
MotZontaion
IzEqual
MotEqual

> - when the threshold value is greater than the configured
value, an alarm message will be sent out.

< - when the threshold value is smaller than the configured
value, an alarm message will be sent out.

= - when the threshold value equals to the configured value,
an alarm message will be sent out.

isNull - when the threshold value is null, an alarm message
will be sent out.

isContain - when the threshold value contains the
configured value, an alarm message will be sent out.
NotContain - when the threshold value does not contain the
configured value, an alarm message will be sent out.
IsEqual - when the threshold value equals to the configured
value, an alarm message will be sent out.

NotEqual - when the threshold value does not equal to the
configured value, an alarm message will be sent out.

Threshold Value Set the value to fit the requirement of threshold.

Rearm For cleaning an alarm record, please configure Rearm value.
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8.2 Alarm History

This page will display all the alarm records that have been solved and cleared.

Your reliable networking seolutions partner

| B[] V| @ |usercrour: [ An veercroup BRI
= Hq ks
No. Time Clear Time Device Name MAC Address Alarm Level

e — 173085 2014/05/26 14:50:45 2014/05/26 14:51:00 DrayTek_00507F_Vigor285( 00507F5D1630 !!Criti:al
173084 2014/05/26 14:23:22 2014/05/26 14:32:38 DT_001DAAABABB0D_S.5 001DAAABABEO !!Criti:al
FENS Sermer 173083 2014/05/26 14:18:23 2014/05/26 14:21:17 DrayTek_2830_115 001DAAAZDF10 !!Criti:al
>5SNMPServer 173082 2014/05/26 14:01:28 2014/05/26 14:02:12 DrayTek_2820_114 00507FAGGEES !! Critical
173081 2014/05/26 12:12:49 2014/05/26 13:32:52 DT_001DAAABABB0_S5.5 001DAAABABEO !! Critical
173079 2014/05/26 09:01:47 2014/05/26 12:36:47 DrayTek_00507F_Vigor_001 001DAAAZAS2E !!Criti:al
173076 2014/05/26 01:48:02 2014/05/26 01:57:15 DT_001DAAATCESD 001DAAATCESO !! Critical
173075 2014/05/26 01:47:14 2014/05/26 01:54:52 DrayTek_00507F_Vigor_001 001DAAAS1908 !! Critical
173074 2014/05/26 01:32:19 2014/05/26 01:28:08 DrayTek_00507F_Vigor_001 001DAAAS1908 !! Critical
173071 2014/05/26 01:17:18 2014/05/26 01:18:30 DrayTek_00507F_Vigor_001 001DAAAS1908 !!Criti:al
173070 2014/05/26 01:02:14 2014/05/26 01:05:21 DrayTek_00507F_Vigor_001 001DAAAS1908 !! Critical
173069 2014/05/26 00:47:14 2014/05/26 00:52:02 DrayTek_00507F_Vigor_001 001DAAAS1908 !! Critical
173068 2014/05/26 00:03:24 2014/05/26 01:42:29 DT_001DAAATCESD 001DAAATCESO QCriti:al
173067 2014/05/26 00:02:20 2014/05/26 00:19:58 DrayTek_00507F_Vigor_001 001DAAAS1S08 QCriti:al

[+] [ ] [+]

Available settings for such feature will be shown as follows:

ltems Description

—

| [l | Delete Click this button to delete a selected record.

—

| [ | Delete All Click this button to delete all of the records.

l By | Refresh Click this button to refresh this page.

Filter Click this button to specify which records within certain
lj period will be deleted or queried.

Filter ]

Start Day : 2011-04-20

End Day : 2011-04-20

Delete Query

| Export to CSV Click this button to save alarm log as a CSV file.

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.
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Items Description

[ RootGroup | ¥
© RootGroup -
AdminGroup
COperatorzroup ‘
DraytekGroup
Company 1Graup |L
| 3§ | First When there is more than one page for the alarm records in
— this user group, click this button to display the first page.
| (& | Previous When there is more than one page for the alarm records in
— this user group, click this button to display the previous
page.
| (6 | Next When there is more than one page for the alarm records in

- this user group, click this button to display the next page.

|07 Last When there is more than one page for the alarm records in
this user group, click this button to display the last page.

As for detailed information of each item (such as No., Time, Device Name, Alarm Level, Alarm
Message....) in Alarm History, please refer to section 8.1.
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8.3 Mail Server

VigorACS can notify the user by e-mail whenever an error is detected.

Essentials MailServer Your reliable networking solutions partner I
= Menu E | | (A J | E J UserGroup: | ReotGroup 3 |

Alarm

Enable mail server :

SRy Mail servar address :  172.16.2.9

Port: 25
#5MS Server Ernail address : user@vigoracs; a@b. ol kldificekjfecfe22428@$4@FREQDF2e
>SNMPServer Ernail Subject : [yigoracS][AlarmLevel][DeviceMAC][AlarmMessage] )& Q

Authentication needed : V]

User Mame i Hm_yang

Password obckekk

Security © (&) None () S5L () TLS

W L )

Alarm Level + ] critical [¥] Major (W] Minor [¥] warning  [v] Mormal

WP =erm K dw? D

Available settings for such feature will be shown as follows:

Items Description

lﬁ] Save mail server Click this button to save the settings configured in this page.
setting

l W | Refresh mail server Click this button to refresh this page.

setting

li] Send a Test Mail Click this button to send a test mail to the email address

specified below.

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | =

* RootGroup

AdminGroup
CDperatoraroup

DraytekGroup

4 | '1 [T

Company 1Group

Enable email server Check this box to enable such function.

Mail server address Type the IP address of the mail server for VigorACS.

Port Type the port number of the mail server.
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Items Description

Email address Type the email address of the mail server.

Email Subject Specify the subject of the mail server. The types to be
specified contain AlarmLevel, AlarmMessage, DeviceName
and DeviceMAC.

, \"‘ | - Click this button to open the following dialog.

Click the icon under Add to make the selected subject to be
added as an Email Subject.

Edit Subject | <]

(y [Alamlevel] [Critical]

l‘} [AlarmiMessage] [DevicelossConnecton]
G [DeviceMame] [Draytek_ CPE]

(y [peviceMaC] [00507F000000]

, Q | - Click this button to reset to default subject items

including VigorACS, AlarmLevel, DeviceMAC and
AlarmMessage.

Authentication needed Check this box to activate this function while using e-mail
application.

User Name Type the user name for authentication.

Password Type the password for authentication.

Security Choose None / SSL / TLS for the security of the mail

transferring.

Alarm Level Specify the severity level of the mail.
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8.4 SMS Server
This page allows you to choose which ISP with SMS service you want to use.

Essentials SMS Server Your reliable networking solutions partner I
E |l o | UserGraup: | RootGroup v |

Enable SMS sarver @ )

>Alarm

> AlarmHistory Frorn Telphone :

>Mail Server User Marne :

Password :

=SNMPServer SMS APL | SMS_CHT_TW ‘J

alarm Level : (W] critical W] Major (W] Minor (W] Wwarning [ Hormal

W= wm K adw T D

Available settings for such feature will be shown as follows:

ltems Description

| g Save SMS server Click this button to save the settings configured in this page.
setting
l W | Refresh SMS server Click this button to refresh this page.
setting
UserGroup of this SMS If there are many user groups with different authorities for
server the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.
[ RootGroup | v
© RootGroup | =
AdminGroup
CperatorGroup =
DraytekGroup
Company 1Group "
Enable SMS server Check this box to enable such function.
From Telephone Type the telephone number of the one who sends the SMS.
User Name Type a username for authentication.
Password Type a password for authentication.
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Items Description

SMS API Use the drop down list to choose the SMS service provider
according to the location of the CPE.

| SMS_CHT_TW -

SME_EVERYED_TW |
SME_Mollie_ML
SMES_SMSKing_Tw
SME_SMScity_ML

SMS_Skype GLOBAL =

Alarm Level Specify the severity level of the mail.

8.5 SNMP Server

This page allows you to manage the settings for SNMP server. When there is alarm detected,
VigorACS will transfer the message to the SNMP server specified in this page.

SNMPTrapServer Your reliable networking solutions partner
i H H | Useraroup | Roattroup v |

Essentials

>Alarm

Enable SHMP servar [ |
et S oY SNMP server sddress
ZMailserver Port : san
>SMS Server Comrmunity 1 iui
SHMP version wersion 1 Al
SMMP APT ¢ SNMP_2_GLOBAL v

Enable keep alive 1 [ ]

Alarm Level © o] Critical V] Major ] Minor [¥] Warning [ Mormal

Available settings for such feature will be shown as follows:

ltems Description

lﬁJ Save SNMP server Click this button to save the settings configured in this page.
setting

l Ry | Refresh SNMP server Click this button to refresh this page.

setting

UserGroup If there are many user groups with different authorities for

the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.
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Items Description

¥ RootGroup TJ
] RootGroup |
Sroup_fA
! Group_B
. Group_C
Group_W IL'
Enable SNMP server Check the box to enable SNMP server.
SNMP server address Type the IP address for the SNMP server.
Port Type the port number for the SNMP server.
Community Set the name for getting community by typing a proper

character. In general, it depends on the setting that SNMP
service provider offers. The default setting is public.

SNMP version Choose the version of the SNMP server that you apply to.
versionl ,
WErsiondc
version3

SNMP API Choose SNMP API from the drop down list. At present,

only SNMP_Default GLOBAL is available.

[ SNMP_Default GLOBAL | J

SHMMP_Default_GLOBAL

Enable keep alive Check the box to enable the keep alive function.
Alive interval (sec) Type the interval for the system to keep alive.
Alarm Level Specify the severity level of the mail.
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8.6 Latest Alarms

The latest alarm will be displayed on the home page, tabbed with Latest Alarms. If the area is blank,
it means there is no alarm or the alarm has been solved.

Essentials Network: Network View Your reliable networking selutions partner
% Networks and Devices ‘::4 B2 Hetwork Q\Iiew e &Wiraless )P Management

¥ % Network View(27)

known Devices

¥ %ralvaca(1)

- Managed networks and devices 1P Address Device Name Device Type Action
& DrayTek_001DAA_Y -
) . ’ Total number of networks:7 192.168.1... DrayTek_0010... @
.. b7 Other(1) J

- %2 RD3(0) Alarm networks:S 90.145.22...  DrayTek_D01D... ]

- B RDB(D) Total number of devices:27 Py P ——p——— @
v B2 RDE(H Murnber of slarrmed devices:25 .
' © 172.16.2.... | DrayTek_00S0..  MigerZ3&0 ] =
v 7 RDE_2(3)
Wigor2130V

- B testbnetwork (0) 1181661, 2130 igor: @

LT bkl 118.166,1...  DrayTek 0010,  “igerZ8&lin x|

mEEEssEEEsEEEEEsssEEsssEEssEEmmmssmlaEEER R i RN e RN R nsnnnnnnnnnnndhnn

- @9 DrayTek_001048 Vige

Latest Alarms
@ DrayTek_001DAR_Vigo —

- @ DrayTek_001044 Vigo Level Time Device Name Network Description Action
~ 4 DrsyTek_001DAA_Vigo i® s @ critical 2016/07/28 05:27:30 DrayTek_001DAA Vigo,, Metwork View DevicelassConnedtion o %]

€D DrayTek_00104%_Vige
W critical 2016/07/28 05:27:30 2130 Hetwork View DeviceLossConnaction o %]

Wizards
& critical 2016/07/28 05:27:25 DrayTek_00S07F_Vigo., Metwork View DevicelLossConnection ﬁ ﬁ

Reports
L P critical 2016/07/28 05126154 DrayTek_00507F_Vige... | MNetwork View DevicelossConnection o %]

Inventory Monitor @ critical 2016/07/28 05:12:30 DrayTek_00507F_Viga.., = Network View DevicsLossConnection o %]

D critical 2016/07/28 05112128 DrayTek _001DAA Vige..  MNetwork View DevicelossConnection [ %]

[]
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This page is left blank.
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Chapter 9 Log View

Log provides administrator records for action, downloading, rebooting, parameter values, object
adding and deleting executed by VigorACS.

When you choose this function, the following screen will appear with all the information offered by
VigorACS. Please click any one of the links on the left side. The detailed information will be
shown on the right side box.

Dray Tek

Essentials ActionLog Your reliable networking solutions partner

I T~ M UserGraup: | All_UserGroup - Jl_ii M \i “ 3) “ ' I1f573 |

» [ Device Action Q Q Q Q Q Q Q Ed
» [ System Log ID Action Device ID Device Name MAC Address Device IP Action 1D Time

> D My Vigor License 10102 Infarm 31 DrayTek_0010AA_VigoraP ¢ O01DAAZESDIC 192,168.1.10 9990 2016/08/01 02:01:05 P

10101 Infarm 31 DrayTek_0D010AA_VigoraP ¢ O01DAAZESDIC  192,168.1.10 9989 2016/08/01 01:10:16 P

10100 Infarm 31 DrayTek_0010AA VigoraP | O01DAAZESDIC 192168110 9988 2016/08/01 01:08:56 P

10099 Infarm 31 DrayTek_0010A% VigoraP | O01DAAZESDIC 192168110 9987 2016/08/01 00:S7:46 P

10098 AddObject 25 DrayTek_00S07F_Wigor236( O0SOTFFF3500 | 172.16.2.69 ] 2016/08/01 0010241 P

10097 Inform 31 DrayTek_001DAA_VigoraP ¢ O01DAAZESDLC 192,168,110 9988 2016/08/01 10123129 4

10096 Inform 31 DrayTek_001DAA_VigoraP § O01DAAZESDLC 192,168,110 9985 2016/08/01 09124157 4

10095 Infarm 31 DrayTek_0D010AA_VigoraP ¢ O01DAAZESDIC  192,168.1.10 9984 2016/07/30 09:24:54 A

10094 Infarm 31 DrayTek_0010AA_VigoraP ¢ O01DAAZESDIC  192,168.1.10 9983 2016/07/30 09:24:42 A

10093 Infarm 31 DrayTek_0010A% VigoraP | O01DAAZEEDIC 192168110 9982 2O016/07/29 11,2415 P

10092 Infarm 31 DrayTek_001DAA VigoraP | O01DAAZESDIC 192168110 9981 2016/07/29 11:11:40 P

10091 Inform 31 DrayTek_001DAA VigoraR | O01DAAZESDIC 192168110 9980 2016/07/25 10159152 P

10090 Inform 31 DrayTek_001DAA_VigoraP ¢ O01DAAZESDLC 192,168,110 9379 2016/07/2% 1014355 P

10089 Inform 31 DrayTek_001DAA_VigoraP ¢ O01DAAZESDLC  192,1681,10 9978 2016/07/2% 06104112 P

10088 Infarm 31 DrayTek_0010AA_VigoraP ¢ O01DAAZESDIC  192,168.1.10 9977 2016/07/29 06:03:49 P
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9.1 Device Action
9.1.1 Action Log

Such page displays all the actions executed by VigorACS for your reference.

Your reliable networking solutions partner
m ) B ) (] | Y | = |seraroup: | all_userGroup @ ) I 73) I r 11;6?3 |

k

Log ID Action Device ID Device Name MACL Address Device IP Action ID Time
010z Infarm 21 DrayTek 001044 WigordP ¢ 001DAAZESDIC 192.168.1.10 99390 2016/08/01 02:01:05 P
10101 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC | 192.168.1.10 2983 2016/08/01 01:10:16 P
10100 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC  192.168.1.10 o982 2016/08/01 01:08:56 P
o099 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC | 192.168.1.10 2987 2016/08/01 00:57:46 P
10098 AddObject 25 DrayTek_00S07F_Wigor226( O0SOFFFF2900 172.16.2,69 2 2016/08/01 00:02:41 P
10097 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC | 192.168.1.10 LT 20L6/08/01 10:23:29 A
1009& Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC  192.168.1.10 9985 2016/08/01 09:24:57 A
10095 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC | 192.168.1.10 2984 201607730 09:24:54 A
10094 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC  192.168.1.10 9983 Z0LE/07/30 09:24:42 A
10093 Infarm 21 CrayTek_0010A4 WigorAP ¢ 0010AAZESDIC | 192.165.1.10 2982 2016/07/29 11:24:15 P
1009z Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC  192.168.1.10 9981 2016/07/2% 11:11:40 P
10091 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC | 192.168.1.10 9920 2016/07/29 1015952 P
10090 Infarm 31 DrayTek_0010A& WigorAP ¢ 001DAAZESDIC  192.168.1.10 9979 ZOLE/07F29 10:43:53 P
io0z9 Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC | 192.168.1.10 2972 2016/07/29 06:04:12 P
ionzg Infarm 21 DrayTek_001DA4 WigordP ¢ 001DAAZESDIC  192.168.1.10 9977 2016/07/29 06:03:49 P
|Z.' ! Ll

Available settings for such feature will be shown as follows:

ltems Description

I m | Delete Click this button to delete the selected log.

I @ Delete All Click this button to delete all of the records.

GH | Refresh Click this button to refresh this page.

Filter Click this button to specify which records within certain
llj period will be deleted or queried.

Filter [ ¢]

Start Day : 2011-04-20

End Day : 2011-04-20

Delete Query

UserGroup Use the drop down list to choose a user group. CPEs under
such group will be displayed on the window.
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AdminGroup L

; AdminGroup
CperatorEroup
R.ootEroup
Marketing

\J | First

When there is more than one page for the Action Log in this
user group, click this button to display the first page.

(! | Previous

When there is more than one page for the Action Log in this
user group, click this button to display the previous page.

) | Next When there is_ more than one page for the Action Log in this
user group, click this button to display the next page.
| Last When there is_ more than one page for the Action Log in this
user group, click this button to display the last page.
Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.
Log ID The number displayed here is specified by VigorACS
automatically.
Action Display the action done by VigorACS to certain device.
Device ID The number displayed here is specified by VigorACS
automatically.
Device Name Display the name of the CPE.
MAC Address Display the MAC address of the CPE.
Device IP Display the WAN IP address of the CPE.
Action ID Display the identification number of the action.
Time Display the time that such action is done.
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9.1.2 Reboot Log
Such page displays all the reboot actions initiated by VigorACS for your reference.

Your reliable networking solutions partner
l | B s V| & |vs=rseur: | al_usercroup v ] @ e T |

Log ID Device ID Device Name MAC Address Device IP User ID CommandKey Current]

=] 14 DrayTek _00S07F_Wigor 005 00SO7FASS4ES 172.16.20,141 root 1455602619662 2016/02/16 O:

£ 1z DrayTek _00S07F_Wigor_005 00SOFFASS4ERO 172.16,20,135 root 1455602264609 201670216 O°

3 14 DrayTek _00S07F_Wigor 005 00SO7FASS4ES 172.16.20,141 root 1455602186897 2016/02/16 O:

2 ] DrayTek _00S07F_Wigor_00% O00SO7FAS44ES 172.16,20,170 root 1455600895435 201670216 O°

1 4 CrayTek_0010A% Yigor292 O001DAAACIEFS  118.166,1822.62 rook 1454549335114 2016/02/04 0
[4] [»

Available settings for such feature will be shown as follows:

ltems Description

Click this button to delete the selected log.

I E Delete All Click this button to delete all of the records.
G5 | Refresh Click this button to refresh this page.
I ¥ | Filter Click this button to specify which records within certain

period will be deleted or queried.

Filter [ ¢]

Start Day : 2011-04-20

End Day : 2011-04-20

Delete Query

UserGroup Use the drop down list to choose a user group. CPEs under
such group will be displayed on the window.
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Items Description

AdminGroup | -

; AdrninGroup
ZDperatorGroup
F.ootEGroup
Markeating

| 4 | First

When there is more than one page for the Reboot Log in this
user group, click this button to display the first page.

| (4! | Previous

When there is more than one page for the Reboot Log in this
user group, click this button to display the previous page.

| ‘U | Next When there is_ more than one page for the Reboot Log in this

— user group, click this button to display the next page.

|07 Last When there is more than one page for the Reboot Log in this
user group, click this button to display the last page.

Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID The number displayed here is specified by VigorACS
automatically.

Device ID The number displayed here is specified by VigorACS
automatically.

Device Name Display the name of the CPE.

MAC Address Display the MAC address of the CPE.

Device IP Display the WAN IP address of the CPE.

User ID Display which user reboots the device.

CommandKey Display the key that VigorACS sends to CPE while

performing download/upload job.

CurrentTime

Display current time.

Status

If you do not specify the condition, the server will display
information for all of the CPEs which are rebooting, finish
rebooting or are initiating.

A

Mot Finish,
Finish,

Initiate.
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9.1.3 RebootByCPELo0g / ResetSystemPasswordLog

Such page displays all the reboot / reset actions initiated by CPE controlled under VigorACS for
your reference.

Your reliable networking solutions partner
[l | B[ ¢ [ W] & [userorovr: [A1vsercroup Y@ Qe T e |

ke
Log ID Device ID Device Mame MAC Address Device IP commandKey CurrentTime
E363 31 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC  192.168.1.10 2016/08/01 02:01:05 PM
E362 21 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC | 192.168.1.10 2016/08/01 01:10:15 PM
6361 31 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC  192.168.1.10 2016/08/01 01:05:56 PM
E32E0 21 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC | 192.168.1.10 2016/08/01 O0:57:46 PM
6339 31 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC  192.168.1.10 2016/08/01 10:23:29 AM
6338 31 DrayTek_0010AA WigorAP € 0010AAZESDIC | 192,168.1.10 2016/08/01 09:124:56 AM
E357 31 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC  192.168.1.10 2016707730 09:24:54 AM
E356 21 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC | 192.168.1.10 2016707729 11:24:15 PM
6355 21 DrayTek_0010AA WigorsP ¢ 001DAAZESDIC | 192,16%8.1.10 2016/07/29 11:11:40 PM
£354 21 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC | 192.168.1.10 2016707729 10:59:52 PM
E353 31 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC  192.168.1.10 2016707729 10:43:59 PM
6352 31 DrayTek_0010AA WigordP ¢ 0010AAZESDIC | 192.168.1.10 2016/07/29 06:04:12 PM
6351 31 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC  192.168.1.10 2016707729 06:03:49 PM
£330 21 DrayTek_0010A4 WigorAP ¢ 001DAAZESDIC | 192.168.1.10 2016707729 05:53:28 PM
6349 23 DrayTek_00S07F_VigorZ26l O0SOFFFF3200 172.16.2.69 2016707728 05:11:58 PM

Available settings for such feature will be shown as follows:

ltems Description

I @ | Delete Click this button to delete the selected log.

B Click this button to delete all of the records.

GH | Refresh Click this button to refresh this page.

Filter Click this button to specify which records within certain
lj period will be deleted or queried.

Filter [ ¢]

Start Day : 2011-04-20

End Day : 2011-04-20

Delete Query

UserGroup Use the drop down list to choose a user group. CPEs under
such group will be displayed on the window.
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Items Description

All_UserGroup | ¥ |
All_UserGroup a
RootGroup

ukgroup

ukdealerigroup
ukdealerzgroup |L|

| 4 | First

e— "

When there is more than one page for the Reboot By CPE
Log in this user group, click this button to display the first

page.

| 9 | Previous

When there is more than one page for the Reboot By CPE
Log in this user group, click this button to display the
previous page.

| ‘U | Next Whep thgre is more than one page for the Rgboot By CPE

— Log in this user group, click this button to display the next
page.

| i | Last When there is more than one page for the Reboot By CPE
Log in this user group, click this button to display the last
page.

Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID The number displayed here is specified by VigorACS
automatically.

Device ID The number displayed here is specified by VigorACS
automatically.

User ID Display the user name that creates such profile.

Device Name Display the name of the CPE.

MAC Address Display the MAC address of the CPE.

Device IP Display the WAN IP address of the CPE.

CommandKey Display the key that VigorACS sends to CPE while

performing download/upload job.

CurrentTime

Display current time.

DrayTek

273 VigorACS Sl User's Guide



9.1.4 SetParameterLog

Such page displays all the values of parameters of CPE devices controlled by VigorACS for your
reference.

Your reliable networking solutions partner
l m ﬁ | o | b 4 | E | =] |seraroup: | all_userGroup v U | Q J © J . Jlﬁ |

Log ID Device ID Dewice Mame MAL Address Device IP User ID ParameterKey Crea
L] 20 DrayTek_00S07F_WigarAP 3 0O0SO07FO43044  192.168.1.40 root ManualSet 2016/06/1
97 20 DrayTek_00S07F_VigorAP 9 00S0OFFO43044 132,168,110 rook ManualSet 2016/06/1
L 20 DrayTek _00S07F_VigorAP 9 00SOFFO43044 132.168.1.10 rook ManualSet 2016/06/1
95 20 DrayTek_00S07F_VigorAP 9 00S0OFFO43044 132,168,110 rook ManualSet 2016/06/1
94 20 CrayTek_00S07F_YigoraP 9 00SO7FO43044 132.168.1.10 rook ManualSet 20160671
932 20 DrayTek_00S07F_VigorAP 9 00S0OFFO43044 132,168,110 rook ManualSet 2016/06/1
92 20 DrayTek _00S07F_VigorAP 9 00SOFFO43044 132.168.1.10 rook ManualSet 2016/06/1
91 20 DrayTek_00S07F_VigorAP 9 00S0OFFO43044 132,168,110 rook ManualSet 2016/06/1
o0 20 CrayTek_00S07F_YigoraP 9 00SO7FO43044 132.168.1.10 rook ManualSet 20160671
a9 20 DrayTek_00507F_VigorAP 2 00S07FO043044  192,162,1.10 root ManualSet 2016/06/1
ag 20 DrayTek _00S07F_VigorAP 9 00SOFFO43044 132.168.1.10 rook ManualSet 2016/06/1
a7 20 DrayTek_00S07F_VigorAP 9 00S0OFFO43044 132,168,110 rook ManualSet 2016/06/1
26 20 DrayTek _00S07F_VigorAP 9 00SOFFO43044 132.168.1.10 rook ManualSet 2016/06/1
25 20 DrayTek_00507F_VigorAP 2 00S07FO043044  192,162,1.10 root ManualSet 2016/06/1
a4 20 DrayTek _00S07F_VigorAP 9 00SOFFO43044 132.168.1.10 rook ManualSet 2016/06/1
] 3

Available settings for such feature will be shown as follows:

ltems Description

1l Click this button to delete the selected log.

I @ Delete All Click this button to delete all of the records.

G5 | Refresh Click this button to refresh this page.

Filter Click this button to specify which records within certain
lj period will be deleted or queried.

Filter [ ¢]

Start Day : 2011-04-20

End Day : 2011-04-20

Delete Query
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Items Description

=5| | Detail Such button will bring up another dialog and display
— detailed information for the selected CPE.
UserGroup Use the drop down list to choose a user group. CPEs under
such group will be displayed on the window.
All_UserGroup | -
B All_UserSroup
RootGroup
i ukgroup
ukdealerlgroup
» ukdealerZgroup -
| g | First When there is more than one page for the set parameter log
— in this user group, click this button to display the first page.
| u‘ | Previous When there is more than one page for the set parameter log
I— in this user group, click this button to display the previous
page.
| ‘U | Next When there is more than one page for the set parameter log
— in this user group, click this button to display the next page.
| i | Last Whe_n there is more t_han one page for the set parameter log
in this user group, click this button to display the last page.
Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.
Log ID The number displayed here is specified by VigorACS
automatically.
Device ID The number displayed here is specified by VigorACS
automatically.
Device Name Display the name of the CPE.
MAC Address Display the MAC address of the CPE.
Device IP Display the WAN IP address of the CPE.
User ID Display the user name that creates such profile.
ParameterKey Display the key that VigorACS sends to CPE while
performing parameter configuration.
Create Time Display the time that the parameters created.
Finish Time Display the time that the parameters enabled.
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Items Description

Status VigorACS can display if the parameters configured for
CPEs are successful or failed under four different
conditions. Choose any one of them to display the status for
your necessity.

Pararneter changes have been validated and appliad,
Pararneter changes have been validated and committed, but not yet applied.
Pararneter changes fail.

Pararneter initiate,

Fault Code Display a code which is sent by CPE device to VigorACS
when VigorACS server fails to perform the job of parameter
configuration.

Fault String Display the error message which is sent by CPE device to
VigorACS when VigorACS server fails to perform the job
of parameter configuration.

9.1.5 FileTransferLog

This page displays the record for firmware upload and download configuration for all CPEs
controlled by VigorACS.

Your reliable networking solutions partner

l 0 | B | & | T |vsercrour: | alusercroup v ) @ ] D ‘
LogID DeviceID DeviceName MAL address DeviceIP Ty

707 50 DrayTek _00S07F_Wigor 005 O0S0FFSFSZEO 2.112.79.10 Backup

EF0E 51 DrayTek _00SOFF_Wigaor 005 O0SOFFEF27E0 2,112, 73.98 Backup

E705 50 DrayTek _00S0O7F_Wigaor 005 O0S0FFEFI2BEO 2,112.79.10 Backup

704 51 DrayTek_00SOFF_Wigor_005 O0SO0FFEF2Z7E0 2,112, 73.98 Backup

5703 50 DrayTek_00S0O7F_Wigor_005 O0S0FFEFI2BO 2,112.79.10 Backup

&70Z 51 DrayTek_00S0O7F_Wigor_005 O0S0FFEFZTE0 2,112.73.98 Backup

&701 S0 DrayTek_00S07F_Wigor_005 O0S0FFEFIZEQ 2,112.79.10 Backup

&700 51 DrayTek_00S07F_Wigor_005 O0S0FFEFZTE0D 2,112.73.98 Backup

EE99 S0 DrayTek_00S07F_VWigor_005 00Z07F&FI2EOD 2,112.79.10 Backup

[=X-3=35] 51 DrayTek_00S07F_Wigor_005 00Z07F&FZ760 2,112.73.98 Backup

=1-=0) 50 DrayTek_00S07F_Wigor 005 0O0S0FF&F3IZBO 2.112.79.10 Backup

=1-3=1-1 51 DrayTek _00S07F_Wigor 005 O0SO0FFEF27E0 2,112, 73.98 Backup

[=1-3= 11 50 DrayTek 00SO7F_Wigaor 005 O0SO0FFEFIZBEO 2.112.79.10 Backup

[4] J [+]

Available settings for such feature will be shown as follows:

ltems Description

| m | Delete Click this button to delete the selected log.

| @ | Delete All Click this button to delete all of the records.
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Items Description

| &9 | Refresh

Click this button to refresh this page.

\ W | Filter

Click this button to specify which records within certain
period will be deleted or queried.

Filter [ ¢]

Start Day : 2011-04-20

End Day : 2011-04-20

| Delete | | Query |

UserGroup

Use the drop down list to choose a user group. CPEs under
such group will be displayed on the window.

All_UserGroup | L

E All_UserGroup —
RootGroup

i ykgroup
ukdealerigroup
ukdealerZgroup t

| 4y | First

When there is more than one page for the Log in this user
group, click this button to display the first page.

| (4! | Previous

When there is more than one page for the Log in this user
group, click this button to display the previous page.

|

| &) | Next

When there is more than one page for the Log in this user
group, click this button to display the next page.

| 7 | Last

——

When there is more than one page for the Log in this user
group, click this button to display the last page.

Search

Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID

The number displayed here is specified by VigorACS
automatically.

Device ID

The number displayed here is specified by VigorACS
automatically.

DeviceName

Display the name of the device.

MAC Address

Display the MAC address of the device.

DevicelP

Display the WAN IP address of the device.
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Items Description

Type Display the file transfer type (firmware upgrade, backup or
restore) for the specified CPE. If you do not specify the
condition, the server will display information for all of the
CPEs which have done firmware upgrade, backup and
restore configurations.

| =

FirrnwaraUpgrade
Backup

Restore

Status Display the result (success, processing or fail) for the file
transfer action. If you do not specify the condition, the
server will display information of the backup and restore no
matter the job is successful, processing or failed.

| =

Success
Processing

Fail

Event Display the job (nothing, backup, restore or backup and
restore) that the selected CPE is performing. You can
specify which event to be displayed on the window. Simply
choose any one of the event from the drop down list. If you
choose Nothing, no record will be shown.

[ kA

Mothing

Backup
Restora

BackupAndRestare

FirmwareUpgradelD Display the identification number of the firmware upgrade
profile.

CommandKey Display the key that VigorACS sends to CPE while
performing download/upload job.

Count Display the times of firmware upgrade for such device.

Time Display the time that such log is done.
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9.1.6 FirmwareUpgradeWizard
This page displays the record for firmware upgrade done by using wizard.

Your reliable networking solutions partner
m ﬁ | “ﬁ Il Y | E | @] JUseerup: L All_UserGroup yJvab:L 'JL‘! I U- J .!’ I S J1.-"1 |
=

Log ID Device ID Device Name Time Old Yersion New ¥ersion

Status T

(] ] 3

Available settings for such feature will be shown as follows:

Items Description

I m | Delete Click this button to delete the selected log.
I E Delete All Click this button to delete all of the records.
W | Refresh Click this button to refresh this page.
Filter Click this button to specify which records within
llj certain period will be deleted or queried.
Start Day = 2011-04-20
End Day : 2011-04-20
Delete Query
=3 | Detail Such button will bring up another dialog and display
— detailed information for the selected CPE.
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UserGroup

Use the drop down list to choose a user group. CPEs
under such group will be displayed on the window.

All_UserGroup

[ All_UserGroup
F.ootiEGroup
ukgroup
ukdealerlgroup

ukdealer2group

I3J | First

When there is more than one page for the Log in this
user group, click this button to display the first page.

e

(4! | Previous

When there is more than one page for the Log in this
user group, click this button to display the previous

page.

6 | Next When there is more than one page for the Log in this
L&) user group, click this button to display the next page.
i | Last When there is more than one page for the Log in this
user group, click this button to display the last page.
Search Click this box to type the search condition and press
Enter. The server will display the data based on your
request.
Log ID The number displayed here is specified by VigorACS
automatically.
Device ID The number displayed here is specified by VigorACS
automatically.
Device Name Display the name of the device.
Time Specify one day (by using the calendar icon) to display
the records of that time.
Status Choose from the drop down menu to display the

records of upgrade finished or no upgrade.

| »

Mo Upgrade
Upgrade Finish
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Time Type Display the log of certain time (now or schedule).

| »

Maw

Schedule

Start Day Display the firmware upgrade starting date that is
configured in firmware upgrade profile.

Start Time Display the firmware upgrade starting time that is
configured in firmware upgrade profile.

End Time Display the firmware upgrade ending time that is
configured in firmware upgrade profile.

Upgrade File Display the file name of the firmware used to upgrade
for the selected CPE.

Current Display if such log has been processed or not. If yes,
please choose NO; if not, please choose YES.

| »

M
“rES

UserName Display the user name that creates such profile.

9.1.7 SettingProfileLog

After uploading the profile to the selected CPE, VigorACS will search from the database to find the
proper configuration to the specified CPE when it tries to connect to VigorACS server. If the
specified CPE receives the configuration, it will return confirmation information to VigorACS
server.

This page will list current status of the returning message of the CPE to VigorACS server.
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SettingProfileLog Your reliable networking solutions partner

(MBS V][ E @ ]ororer [ avserorous MEFNIONICT Rnbsh |
- | -
Log ID MAC / IP Status Retry Count Time Renew Count Current UserMName
[«] Jr—— — |

Available settings for such feature will be shown as follows:

Items Description

I @ | Delete Click this button to delete the selected log.
I @ Delete All Click this button to delete all of the records.
49 | Refresh Click this button to refresh this page.
Filter Click this button to specify which records within certain
llj period will be deleted or queried.
Start Day : | 2011-04-20 [
End Day : 2011-04-20
Delete Query
=3 | Detail Click this button to open a window with detailed
— information for checking the parameter settings of the
selected log.
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Items Description

SettingProfileLog Detall Table

UserGroup

If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

All_UserGroup | ¥ |

Fy

[ All_UserGroup
F.ootiEGroup

ukgroup
ukdealerlgroup
ukdealer2group |L|

| 4 | First

e

When there is more than one page for the setting profile log
in this user group, click this button to display the first page.

| (4! | Previous

When there is more than one page for the setting profile log
in this user group, click this button to display the previous

page.

| (&) | Next

When there is more than one page for the setting profile log
in this user group, click this button to display the next page.

| 077 | Last

When there is more than one page for the setting profile log
in this user group, click this button to display the last page.

Search

Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID

The number displayed here is specified by VigorACS
automatically.

MAC/IP

Display the MAC address of the CPE.

Status

Specify the condition listed below. If you do not specify the
condition, the server will display all of the information for
the profile uploaded.
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Items Description

Mo Set,

Set Value Successful.
Set Walue Fail,

Mo Downlaad.
Cownload Processing,
Download Successful,

Dawnload Fail,

Retry Count Display the time that VigorACS tries to set parameters to
the selected CPE.

Time Display the time recorded for the log.

Renew Count Display how many times that such profile is uploaded.

Current Display if such log has been processed or not. If yes, please

choose NO; if not, please choose YES.

|

M

ES
UserName Display the user name that creates such profile.
Action Choose to begin or stop using such profile.
File I1d Display the file ID number of the uploaded profile.
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9.1.8 DeviceSysLog

Such page displays the system log of connected CPEs.

DeviceSysLog Your reliable networking solutions partner

ElB Y] & d[®][ 5] |

Log ID P

System Time Client Time Host Name / Class Name

[

Available settings for such feature will be shown as follows:

Items Description

| i= | Set SysLog Criteria

Click this button to query syslog for certain CPE.

| [E) | Delete All

Click this button to delete all of the records.

¥ | Filter

Click this button to specify which records within
certain period will be deleted or queried.

Filter <]

Start Day = 2011-04-20

End Day:  2011-04-20

Delete Query

\J | First

When there is more than one page for the device
system log in this user group, click this button to
display the first page.

(! | Previous

When there is more than one page for the device
system log in this user group, click this button to
display the previous page.

6 | Next

When there is more than one page for the device
system log in this user group, click this button to
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Items Description

B display the next page.

| T | Last When there is more than one page for the device

— system log in this user group, click this button to
display the last page.

Log ID The number displayed here is specified by VigorACS
automatically.

IP Display the WAN IP address of the CPE.

System Time Display the time when the function is executed for the
CPE.

Client Time Display the time of CPE when it sends system log out.

Host Name / Class Name Display the name of the host sent by CPE.

Message Display a brief description for such log.

s— |

To view syslog information of specified CPE, please click
first. The following dialog will appear.

Set SysLog Criteria button

Set SysLog criteria

Select device :

v % Wholenetwork(54) o
57 uknetwork(1)
5ritnetwork(10)
5 tenethwrorde (0)
57 usanetwrork (0)

¥ ¥ ¥yryv¥yy

%r gminetwork (0]
> ®:bmetwork(4) A
Syslog Type :

Device ID :
Device name :

Mac Address :
Date : =
Start ime(HH:MM) :

End time (HH:MM):

| Query |
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9.1.9 CPENOotifyLog
Such page displays the

Your reliable networking solutions partner
(M B & Y @ Jorercrewe: [ vsercroup M EFBEORECT Rl |

Log ID Device ID Device Name MAC Address Device IP User Name User IP Value L
154 29 DrayTek_0010AA_Vigor286 O001DAABOBCE0  172.17.5.148 Adrmin 172.17.5.14¢6 LéaM === LAN Po 201670
1532 29 DrayTek_0010AA_Vigor286 001DAABOBCE0  172.17.5.148 Adrmin 172.17.5.14¢6 LéaM === LAN Po | 201670
152 29 DrayTek_0010AA_Vigor286 O001DAABOBCE0  172.17.5.148 Adrmin 172.17.5.14¢6 LéaM === LAN Po 201670
151 29 DrayTek_0010AA_Vigor286 001DAABOBCE0  172.17.5.148 Adrmin 172.17.5.14¢6 Systern Mainten. 2016/0
150 29 DrayTek_0010AA_Vigor286 O001DAABOBCE0  172.17.5.148 Adrmin 172.17.5.14¢6 Systern Mainten. 2016/0
149 2 DrayTek_0010AA_Vigor286 001DAABSE6E0  111,.251.23%.16  admin 192.168.1.10 [weblwebUI lag 201l6/0
142 2 DrayTek_0010AA_Vigor286 001DAABSE6E0  111,.251.239.16 Admin 192,168.1.50 Wireless LAM(Z,¢ 2016/0
147 24 DrayTek_0010AA_Vigor286 001DAAAGSZESO  172,17.3.83 admin 192,168.1.24 [weblwebUI lag 201l6/0
146 24 DrayTek_0010AA_Vigor286 O001DAAAGSZES0  172,17.3.83 admin 192.168.1.24 [weblwebUI lag 2016/0
145 24 DrayTek_0010AA_Vigor286 001DAAAGSZESO  172,17.3.83 admin 192,168.1.24 [weblwebUI lag 201l6/0
144 24 DrayTek_0010AA_Vigor286 O001DAAAGSZES0  172,17.3.83 admin 192.168.1.24 [weblwebUI lag 2016/0
143 24 DrayTek_0010AA_Vigor286 001DAAAGSZESO  172,17.3.83 admin 192,168.1.24 [weblwebUI lag 201l6/0
142 24 DrayTek_0010AA_Vigor286 O001DAAAGSZES0  172,17.3.83 admin 192.168.1.24 [weblwebUI lag 2016/0
141 24 DrayTek_0010AA_Vigor286 001DAAAGSZESO  172,17.3.83 admin 192,168.1.24 [weblwebUI lag 201l6/0
140 24 DrayTek_0010AA_Vigor286 O001DAAAGSZES0  172,17.3.83 admin 192.168.1.24 [weblwebUI lag 2016/0

[+ pr— |

Available settings for such feature will be shown as follows:

Items Description

m Click this button to delete the selected log.

I E Delete All Click this button to delete all of the records.

W | Refresh Click this button to refresh this page.

Filter Click this button to specify which records within certain
llj period will be deleted or queried.

Filter >

Start Day:  2016-08-01 [
End Day : 2016-08-01
| Delete | Query | Export |
UserGroup If there are many user groups with different authorities for

the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.
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Items Description

All_UserGroup | ¥ |

] All_UserGroup
FootiEraup
ukgroup 2
ukdealerlgroup
ukdealerZgroup |L|

| 4 | First

When there is more than one page for the device system log
in this user group, click this button to display the first page.

| (4! | Previous

When there is more than one page for the device system log
in this user group, click this button to display the previous

page.

| ‘U | Next When there is more than one page for the device system log

— in this user group, click this button to display the next page.

| 77 | Last When there is more than one page for the device system log
in this user group, click this button to display the last page.

Log ID The number displayed here is specified by VigorACS
automatically.

Device ID The number displayed here is specified by VigorACS
automatically.

Device Name Display the name of the device.

MAC Address Display the MAC address of the device.

Device IP Display the WAN or LAN IP address of the CPE.

User Name Display the user account that a remote user used to access
into that CPE.

User IP Display the IP address (LAN or WAN) of the remote end
which accesses into the CPE.

Value Display the modification information for the device.

Notify Time Display when the log is generated.

Type Display the property (such as web change, bandwidth

utilization and web login) of the log.

| -

web Change
Bandwidth Utilization
Wweb Login

Web Change — Someone changes settings of CPE.
Bandwidth Utilization — The status of bandwidth usage.
Web Login - Someone accesses into CPE.
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9.2 System

9.2.1 System Log

VigorACS will record the modification or changes of the CPE(s) done by VigorACS. For example,
CPE will be attributed to another network, name of CPE will be changed or location of CPE on
Google map will be modified, and etc. Refer to the following example:

Your reliable networking solutions partner
@ @ | "ﬁ | Y | @] JUsean:vup: L All_UserGroup 3 i I U- I ‘Q, I I J1.-"1 |

Log ID Source Description Result Time

Available settings for such feature will be shown as follows:

Items Description

I m | Delete Click this button to delete the selected log.
I E Delete All Click this button to delete all of the records.

W | Refresh Click this button to refresh this page.

Click this button to specify which records within certain
period will be deleted or queried.

Filter ]

Start Day = 2011-04-20

¥ | Filter

End Day : 2011-04-20

Delete Query
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Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

All_UserGroup | ¥ |
] All_UserGroup al
F.ootiEGroup |
ukagroup 2
ukdealerigroup
ukdealerzgroup |l|
| U3g | First When there is more than one page for the system log in this

user group, click this button to display the first page.

| 9 | Previous

When there is more than one page for the system log in this
user group, click this button to display the previous page.

o

| (&) | Next When there is more than one page for the system log in this

— user group, click this button to display the next page.

| 7 | Last When there is more than one page for the system log in this
user group, click this button to display the last page.

Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID The number displayed here is specified by VigorACS
automatically.

Source Display the device name.

Description Display a brief explanation for the change to the CPE.

Result Success - the change or modification succeeds and is
recorded.
Fail — the change or modification fails and is recorded.

Time Display the time recorded for the log.
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9.2.2 LoginLog

VigorACS will record the login information for every login user. Refer to the following example:

Your reliable networking solutions partner
m E J ) J T J 5] JUserGroup: [ AN_usertroup 'JL-! T \) I !’ I i J]..-"28 |

| | vl
Log ID User Name Login IP Login Time Logout Time Status

4z0 root 172,16,3,130 2016/08/01 10:49:08 AM Success.
419 root 118,166,175, 22! 2016/08/01 10:17:10 AM Success.
418 root 172,16,3,130 2016/07/28 04:53:55 FPM Success.
417 root 172,16,3.130 2016/07/28 04:53:55 FPM Success,
416 root 172,16,3,130 2016/07/28 04:43:05 PM Success.
415 root 172.16.3.130 2016/07/28 04:11:25 PM Success,
414 root 172,16,3,130 2016/07/28 04:10:40 FM Success.
413 root 220,132,109.131 2016/07/26 03:02:46 PM Success.
41z root 220,132,109.131 2016/07/26 03:02:31 PM Success.
411 root 172,16,2,221 2016/07/26 02:59:30 PM Success.
410 root 220,132,109.131 2016/07/26 02:32:41 PM Success.
409 root 220,132,109.131 2016/07/26 01:59:09 PM Success.
408 root 220,132,109.131 2016/07/26 01:04:41 PM Success.
407 root 220,132,109.131 2016/07/26 01:04:31 PM Fail.

406 root 220,122.109.131 2016/07/26 01:02:44 PM Fail.

Available settings for such feature will be shown as follows:

Items Description

I m | Delete Click this button to delete the selected log.

I E Delete All Click this button to delete all of the records.

W | Refresh Click this button to refresh this page.

Filter Click this button to specify which records within
llj certain period will be deleted or queried.

Filter [ ]

Start Day : 2011-04-20 4

End Day:  2011-04-20

Delete Query
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Items Description

UserGroup If there are many user groups with different authorities
for the user account you use to access into VigorACS,
you can use the drop down menu to choose one of the
user groups to view the files stored under the user
group. Use the drop down list to specify the authority
for the selected group.

All_UserGroup | * |
] All_UzerGroup al
RootEroup |
ukaroup =
ukdealerligroup
ul}dealerEgrnup . |L|
| 13§ | First When there is more than one page for the login log in

e— "

this user group, click this button to display the first
page.

| 9 | Previous

When there is more than one page for the login log in
this user group, click this button to display the previous

page.

| (&) | Next When there is more than one page for the login log in

— this user group, click this button to display the next
page.

| 7| Last When there is more than one page for the login log in
this user group, click this button to display the last
page.

Search Click this box to type the search condition and press
Enter. The server will display the data based on your
request.

Log ID The number displayed here is specified by VigorACS
automatically.

User Name Display the user name that the user adopts for
accessing into VigorACS.

Login IP Display the public IP address of the user.

Login Time Display the time that the user accesses into VigorACS.

Logout Time Display the time that the user exits VigorACS.

Status Display the status (success or fail) that the user access

into VigorACS.
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9.2.3 DevicelnformationLog
This page displays the general information of CPE registered to VigorACS SlI.

DeviceInformationLog Your reliable networking solutions partner

l o | | Usereroup: (il lisayCioun RPN ISY Lel ks |
i
Device ID Device Name MAC Address Device IP Registered Time
153 DrayTek_001048 Vigor 00 00:1d:aa:00:00 61,216,231,25 2012/05/07 19:13:25
151 DrayTek _00S07F_Wigor 005 O0SO7FAFBZAOD 59,115, 247,206 2012704726 15:46:43
1449 2210_00507F_Migor_00507  00S07F2e7257 192,168, 91,1 Z012/04/25 13:35:28
148 DrayTek_00507F _Yigor_00S 00S07F77DOES &l,216,2232,88 Z012/04/18 14:14:53
147 DrayTek_00S07F_Yigor 005 O0SOFFCBCES4  192,162,93,50 0f12/30 00:00:00
146 DrayTek _00S07F_Wigor 005 O0SO7FFFFR41 746,160,162 0/12/30 00:00:00
140 2710_00507F_Vigor_ 00507 00507FAO0S13S 59,115, 241,116 071230 00:00:00
1z9 DrayTek_00507F_Yigor_00% O0SO07FSFAESS 1,169,165, 67 Of1z/30 00:00:00
133 2830_00507F_Vigor_00507  00S0FF702093 59,115.240.18 0f12/30 00:00:00
131 DrayTek_00S07F_YWigor 005 O0SOFFCS432C  192,168,92.2 0f12/30 00:00:00
1z0 DrayTek_ 00S07F_Wigor 005 00SO7FCC1AB4  114.44.45.170 0/12/30 00:00:00
1z DrayTek _00507F_Wigor_001 00100000000E  1.169.156.19 0f12/30 00:00:00
11e APE00_A_00S07F_Vigor 00! OOS0FFSZZFSE 192,168,922 Of1z/30 00:00:00
a0 2920_A_00S0FFC3R24 0O0S07FFC93R24 1,169,159, 46 0f12/30 00:00:00

Available settings for such feature will be shown as follows:

Items Description

G5 | Refresh Click this button to refresh this page.
I [E| | Exportto CSV Click this button to export the all the logs as an Excel file.
UserGroup If there are many user groups with different authorities for

the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

All_UserGroup

All_UzerGroup
RootEroup
ukaroup
ukdealerligroup

ukdealerzgraup

[ | First When there is more than one page for the device operate log
in this user group, click this button to display the first page.

L T,

(! | Previous When there is more than one page for the device operate log
in this user group, click this button to display the previous
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Items Description

page.

| ‘U | Next When there is more than one page for the device operate log

— in this user group, click this button to display the next page.

| W77 | Last When there is more than one page for the device operate log

I in this user group, click this button to display the last page.

Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID The number displayed here is specified by VigorACS
automatically.

Device ID The number displayed here is specified by VigorACS
automatically.

Device Name Display the name of the CPE.

MAC Address Display the MAC address of the CPE.

Device IP Display the IP address of the CPE.

User ID Display the user name that creates such profile.

Time Display the time that such CPE registers to VigorACS SlI.

Status Display current status (register to VigorACS or deleted by

VigorACS) of such CPE.
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9.2.4 DeviceOperatelLog

This page displays the log about which CPE connects to VigorACS successfully or unsuccessfully.

m BV &) 6(e]®] 5 |
[H

Log ID Message MAL Address IP Address Manufacturer Create Time

Available settings for such feature will be shown as follows:

ltems Description

| [l | Delete Click this button to delete the selected log.

lﬂl Delete All Click this button to delete all of the records.

l'*_“'] Refresh Click this button to refresh this page.

lll Filter Click this button to specify which records within certain

period will be deleted or queried.

Start Day : 2011-04-20 4

End Day : 2011-04-20 4

Delete Query

[ | First Whe_n there is more t_han one page for the device operate log
in this user group, click this button to display the first page.

(! | Previous When there is more than one page for the device operate log
in this user group, click this button to display the previous
page.
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Items Description

| ‘U | Next When there is more than one page for the device operate log

— in this user group, click this button to display the next page.

| W77 | Last When there is more than one page for the device operate log
in this user group, click this button to display the last page.

Search Click this box to type the search condition and press Enter.
The server will display the data based on your request.

Log ID The number displayed here is specified by VigorACS
automatically.

Message Display related information for the CPE.

MAC Address Display the MAC address of the CPE.

IP Address Display the IP address of the CPE.

Manufacturer Display the manufacturer for the CPE.

Create Time Display the time that the operation created.
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Chapter 10 Provision
Configuration

Provision functions allow users to set provision profiles for applying in numerous TR-069 CPEs
instead of configuring settings for each CPE one by one.

Dray Tek

Essentials Provision_UploadFile Your reliable networking solutions partner

.

“1\ Q @7 Gd | vseraroup | Rootaroup v u @: 4‘) '['h 1/1

» ] General [
» [ ] FirmwareUpgrade perty Size LastModify Directory
» [ Backup Directory 1} 2015/11/25 03:26:06 PM .
» (3 Restore . Diractary 0 Z018/01/04 05:30:1% PM . /Rootroup
» [ Provision Setting

test, hirnl hirnl file 116 2015/11/25 03:26:23 PM . /Rootdroup
» [ Global Parameters

ddd Diractory 0 2015/11/25 02:26:06 PM /Rootdroup

Diractory 0 2016/01/04 05:30:13 PM /Roctdroup
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10.1 General Setting

10.1.1 Upload File

Upload File function allows users to upload the file to VigorACS, including configuration and
firmware image files.

Provision_UploadFile Your reliable networking solutions partner
T e 0 UserGrou 2 3 rs) = 1/1
[_IIIIH‘#“H‘H\H?."H'HH P | ReotEroup MR IR NI D! |
e
Filename Property Size LastModify Directory

Direckory o 2015/11/25 03:126:06 PM
Directory o Z016/01/04 05:20:13 PM . fRootGroup

test, html htrnl file ii& 2015/14/25 03:26:23 PM . /RootGroup

ddd Directory u} 2015/11/25 03:26:06 PM JfRootGroup

SharedFirmware Directary o 2016/01/04 05:30:13 PM . JRootGroup

Available settings for such feature will be shown as follows:

ltems Description

| [ | Delete Click this button to delete the selected provision file.
49 | Refresh Click this button to refresh uploaded files.

I !\ Upload File Click this button to upload a provision file from your host to
VigorACS. The file you upload will be shown on the screen
immediately.

I JL | Download File Click this button to download a file from VigorACS to your

' computer.

| 1& | Create Folder Click this button to create a new folder for storing and
managing the uploaded files. It will be displayed under
filename field.

Create Folder

Folder Mame:

l Create | | Cancel J

Type the name for the new folder and click Create. The
new folder will be displayed on the screen.
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Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v
© RootGroup =
AdminGroup
Cperatorsroup
DraytekGroup
Company 1Group |L
| g | First When there is more than one page for the upload files in this

user group, click this button to display the first page.

| (4! | Previous

When there is more than one page for the upload files in this
user group, click this button to display the previous page.

o

| (&) | Next When there is more than one page for the upload files in this

— user group, click this button to display the next page.

77 | Last When there is more than one page for the upload files in this
user group, click this button to display the last page.

Filename Display the name of the download/upload file or created
folder.

Property Display whether this is a folder or a file. If it is a folder, it
will display “Directory”, otherwise, it will display extension
name of the file.

Size Display the file size of the file or folder.

LastModify Display the latest time the file has been modified.

Directory Display the relative path of this file/folder.
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10.1.2 Trigger

This page allows administrator to set special time to trigger the provision for firmware upgrade.

You can specify a name for it.

Your reliable networking solutions partner
E)JIHJ E IQJI“ﬁJUserGroup:LRDDtGmup -] IU‘J[‘U]['-.th |

Triggermame DayType StartDay CheckEndDay EndDay TimeType StartTime (HH:MM) EndTime (HH:MM) Cre;
default Ay M Ay oo0:00 o0:00 0/11/28 0(
[« Jr— |

Available settings for such feature will be shown as follows:

ltems

| ﬁ'} Add firmware
upgrade trigger

Description

Click this button to create a new trigger profile for firmware
upgrade, backup and restore.

| g Save trigger setting

Click this button to save the trigger settings after finish the
configuration.

| E | Delete firmware
upgrade trigger

Click this button to delete the selected trigger.

| Q Cancel

Click this button to cancel the operation.

GH | Refresh

Click this button to refresh current page.

UserGroup

If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v

© RootGroup

rs

AdminGroup

CperatarGroup

DraytekGroup

Comparny liEroup -
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Items Description

| gy | First When there is more than one page for the triggered files in
— this user group, click this button to display the first page.

| (@ | Previous When there is more than one page for the triggered files in
— this user group, click this button to display the previous

page.

| (6 | Next When there is more than one page for the triggered files in
- this user group, click this button to display the next page.
|07 Last When there is more than one page for the triggered files in

this user group, click this button to display the last page.

Triggername

Type a special and easy to identify name for the time
trigger. After you click | E | Save, the new name will be
displayed on the screen.

DayType

Choose Any to activate such trigger every day. Choose
Schedule to activate such trigger according to the date and
time set in this page.

StartDay

Use the pop-up calendar window to set the starting day for
CPE firmware update. Move your mouse cursor to choose
one day and click the mouse. The selected date will be
shown on the entry box.

CheckEndDay

Check this box to let VigorACS check the end of the
schedule automatically.

YES means the trigger will not be activated after the end
day.

No means the trigger will be activated everyday to execute
the provision.

EndDay

Use the pop-up calendar window to set the ending day for
CPE firmware update. Move your mouse cursor to choose
one day and click the mouse. The selected date will be
shown on the entry box.

TimeType

Choose Any to activate such trigger for the next time CPE
sends information to VigorACS. In default, CPE sends
information to VigorACS every 15 minutes.

Choose Schedule to activate such trigger according to the
date and time set in this page.

StartTime(HH:MM)

Type the start time (HH:MM) in this filed for such trigger.

EndTime(HH:MM)

Type the end time (HH:MM) in this filed for such trigger.

CreateTime

Display the time of such time trigger created.

CreateUser

Display the name of the user/administrator who made such
time triggering.
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10.2 FirmwareUpgrade
10.2.1 UpgradeSetting

This web page allows you to specify required information for matching with the CPE device. The
profiles created here will be regarded as a basis that VigorACS server uses to compare information
coming from CPE router with the information stored in VigorACS server’s database.

When VigorACS server receives information from CPE about firmware upgrade, it will check if
the received model name, modem firmware version, parameters of manufacturer OUI and software
version correspond to the information recorded in VigorACS server. If everything can match but
software version not, VigorACS will judge that the remote CPE requiring firmware upgrade. Next,
VigorACS server will execute firmware upgrade with the file listed in FirmwareFile field
automatically at specified time.

| FirmwareUpgradeGlobalSettingPanel Your reliable networking solutions partner
“E}HEH|]I|||Q||‘#"|USQ'G'°”'°’L“""t';“’“" U | @ ] D) |
d

Name ModelName Modem Firmw are Version Manufactory Oui Firmware Vesion FirmwareFile

1 sarmple Wigor2 700 Serie: 100_A Annex_&A 00S07F 3.1.1.1_RC& wzkFu_a_3.1.1.1_RcCé.all

[ - ]

Available settings for such feature will be shown as follows:

Items Description

lﬁj Add firmware Click this button to add global setting name on the screen.
upgrade global setting 1G] [B] ] @[ vsererewe | Rooterou v
1 Name ModelName | ModemFirmevareVersion
1 sample \igorz700 Series 100_A Annex_A ‘
|
lEJ Save firmware Click this button to save the configuration.
upgrade global setting
lﬂl Delete firmware Click this button to delete the selected parameter.
upgrade global setting
&J Cancel Click this button to cancel the operation.
lij Refresh Click this button to refresh current page.
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Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v

* RootGroup

Y

AdminGroup

CDperatoraroup

DraytekGroup

CumpanylGrDup |L

| U3 | First When there is more than one page for the global setting files
— in this user group, click this button to display the first page.

| U'L | Previous When there is more than one page for the global setting files
— in this user group, click this button to display the previous
page.

| ‘U | Next When there is more than one page for the global setting files
— in this user group, click this button to display the next page.

7 | Last When there is more than one page for the global setting files

I in this user group, click this button to display the last page.

Id Display the number of the global setting.

Name Type a name for such global setting profile.

ModelName Type the model of the CPE device that needs to upgrade
firmware.

ModemFirmwareVersion Type the firmware version of the CPE device, e.g., Annex
A, Annex B and etc.

Note: Before performing firmware upgrade for the CPE,
VigorACS will check if the received model name, modem
firmware version, parameters of manufacturer OUI and
software version match with the information recorded in
VigorACS server or not. If you type “*” in this filed, the
modem firmware version will not be regarded as a
comparison condition in the process of firmware upgrade. It
will be ignored.

ManufactoryOui Type the characters of OUI. OUI means “organizationally
unigue identifier” of the device manufacturer.

Note: Before performing firmware upgrade for the CPE,
VigorACS will check if the received model name, modem
firmware version, parameters of manufacturer OUI and
software version match with the information recorded in
VigorACS server or not. If you type “*” in this filed, the
manufacturer OUI will not be regarded as a comparison
condition in the process of firmware upgrade. It will be
ignored.
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Items Description

SoftwareVersion Type the version of the firmware.

FirmwareFile Double click this filed to open a dialog for choosing one
provision file created in section 7.1.1 UploadFile for this
profile.

BRSATFCINNZA

wEkP_s_ 2730wt

TriggerName Choose one of the trigger profiles from the drop down list.

Status Click Disable to give up the upgrade procedure or click
Enable to activate the upgrade procedure after clicking
Save.

Event While upgrading firmware for CPE device, the required

parameters (e.g, WAN, LAN, VPN...) on CPE device can
be backup in VigorACS server and can be restored in the
future if required. Please choose the one you need.

Nothing v |
Mothing

Backup and Restore

Nothing — All the parameters configured in CPE device will
not be saved / restored and will be written after VigorACS
server executes firmware upgrade for it.

Backup and Restore — All the parameters configured in
CPE device will be saved and restored in a place before
VigorACS server executes firmware upgrade for it.

EventType If you choose Backup and Restore as the event selection,
you have to specify event type additionally.

~ Get Parameter Values | = J

Get Parameter Yalues

vendor Configuration File

Get Parameter Values — Generally, VigorACS server will
scan all the parameters configured in CPE device while
connecting CPE device. You can choose this item to use
current configured parameters obtained from CPE device as
the basis for parameters backup and restore.

Vendor Configuration File — Choose this time to use the
parameters recorded in cfg file of CPE device as the basis
for back and restore.

After you finished all of the settings, remember to click ! H I Save to save your record.
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10.2.2 AuthkeyCheck

To avoid hacker’s attack via Vigor device (router or AP), special authentication key is used for
communication between Vigor device and VigorACS SI. When the value of
“CheckCPEValidAuthKey” in System Parameter is set as “true”, VigorACS will verify all of the
Vigor devices via authentication key issued by DrayTek to ensure the network security.

Essentlals SystemParameterPanel Your reliable networking solutions part
= Menu B Q@<L

ParameterID ParameterName value
&7 EnableAutoChangewebPart true
“Language
23 Check CPEValidByNetworkUser false
ZGlobal Mail Server &5 Hew_DeleteoldDeviceBySamelp alsc
ACS will check CPE inform's AuthKey is
&4 Check CPEValidByAuthie .
=Global SNMP Server Y ¥ valid or not.
63 EnsbleBackUpCheck alz=
=Health Server
&2 EnableRecordActionLog true
=Block Host
&1 TimeFormat 1
>tlear Logs Il &0 EnableForceSetCPEReriodicinformInteryal true
59 CPEReriodicInfarmInterval 300

=Upload Serial Number

sa EwlioaradeFailintersl L aeann

In general, newest released firmware for DrayTek device contains “AuthKey”. Therefore, the
network administrator shall determine which CPE device required to execute firmware upgrade for
owing the “AuthKey”.

The following page is used to specify which CPE device required to execute firmware upgrade for

having AuthKey.
UzerGroup: RootGroup - ProvizionMarne: sample - g “ﬁ
Mame User Group Select Device
¥ FrHetwork View(27) FootGroup | NO - |+
> 5ralvacall) FootGroup | -
> Frother(1) FootGroup | -
> SrRDE() RootGroup | v
» BrRD&(1) RootGroup _ v
» FTRDE(E) taztégroup | v
> FrRDE_Z(3) Rootdroup _ v
b 5rtesténetwark(0) testégroup | -
@2130 RootGroup | -
@Dral,lTek_DDlDAA_Vigor2860ac_DDlDAAB9 RootGroup | A4
@Dral,lTek_DDlDAA_VigorQSSDLn_DDlDAAAS RootGroup | L4
@Dral,lTek_DDlDAA_VigorQSSDV_DUlDAAASE RootGroup | A4
@Dral,lTek_DDlDAA_VigorQSSDVn_UDlDAABE RootGroup | L4
@Dral,lTek_DDiDAA_Vigor2925FVn_001DAAB R.ootGroup | i
@Dral,lTeR_DDlDAA_\IigorQQQSn_DDlDAAACE RootGroup | v
@DrayTek_DDlDAA_VigorAP 510_0010AA4F RootGroup | L4
@DrayTek_DDlDAA_VigorAP S02_0010AAZZ  RootGroup | A
@DrayTek_DDlDAA_VigorAP Q0Z_0010AA90  RootGroup | * |4

Available settings for such feature will be shown as follows:

Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.
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[ FRootGroup | v

© RootGroup

AdminGroup
Dperatoraroup
DraytekGroup

4 | '1 [T

Comparny liGroup

All the devices controlled under the group will be shown on
the screen.

ProvisionName

Use the drop down list to choose a global setting profile for
firmware upgrade.

| E Save

Click this button to save the configuration.

GH | Refresh

Click this button to refresh current page.

Name

Display the CPEs with the authority of the selected group.

User Group

Display the user group for the selected device.

Select Device

YES - If the device does not have Authkey, choose YES to
carry out firmware upgrade for that device automatically
when it tries to communicate with VigorACS.

NO - If the device has Authkey, it is not necessary to
perform firmware upgrade.

After you finished all of the settings, remember to click ﬁ] Save to save your record.

10.2.3 IncludeList

This page displays the quantities of profiles created in FirmwareUpgrade_GlobalSetting. You can
specify which CPE device required to execute firmware upgrade.

FirmwareUpgradeIncludeMetwork Your reliable networking solutions partner

Name

b 5 Hetwork Wiew(27)

UzerGroup: RootGroup b PravisionNarne: Lsarnple—'J E J ;J"ﬁ

User Group Select Device

RootGroup 11} ¥

Available settings for such feature will be shown as follows:
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Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | =

* RootGroup

Y

AdminGroup

CDperatoraroup

DraytekGroup

Company 1Group -

All the devices controlled under the group will be shown on
the screen.

ProvisionName Use the drop down list to choose a global setting profile for
firmware upgrade.

I g Save Click this button to save the configuration.

49 | Refresh Click this button to refresh current page.

Move your mouse to the tree view of Network View. Select the ones (representing CPE devices)
that needed to have firmware upgrade. Next, choose YES in the field of Select Devices.

FirmwareUpgradeIncludeNetwor Your reliable networking selutions partner

Uzer5roup: RootGroup - ProvisionMarne: sampla - oy
L J L J o
Nane User Group Select Device
¥ % Main network(g) RootSroup | ND v |
%2 Draytek(o) RootSraup | v |
b % Marketingl1) RootSroup | v |
QFF"IMFF RootGroup | ¥ |
@Draytek_Alan RaootGraup | v |
QDraytek_Eric RootGroup | r |
@Draytek__]ennl,l RootEraup [ | » ]
QDrayTek_Rarnbo AdrinGroup YES

MO

Later, VigorACS server will judge the necessity of firmware upgrade for the selected CPE device(s)
specified here to do firmware upgrade by comparing the parameters settings stored in VigorACS
server with the information received from the selected CPE device.

After you finished all of the settings, remember to click ﬂJ Save to save your record.
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10.2.4 ExcludelList

Not all the CPEs controlled by VigorACS need to upgrade firmware at any time. VigorACS
provides excluding mechanism for the CPEs that do not need to upgrade firmware. This web page
allows you to set excluded CPEs for firmware upgrade. Simply type the MAC address of the CPE
on MAC address field and click Save. The one will be shown on the list. Next time, if you want to
do firmware upgrade for the specified CPE, simple open this page and remove the item.

FirmwareUpgradeExcludeL#tPanel Your reliable networking solutions partner

| (B[ ][ @ ][ ¢H] versrour [ Rootorou W (@)@ D] |

Id MAC address

Available settings for such feature will be shown as follows:

Items Description

E’Z’) Add excluded device Click this button to add CPEs which will not be upgraded.
= ([BI[B[@][Q][S] " (wmew ][ @]

d MAC address

Type the MAC address of the CPE that does not need to do
firmware upgrade.

I [=] | save exclude setting Click this button to save the configuration.

I m | Delete exclude device Click this button to delete the selected parameter.

I Q Cancel Click this button to cancel the operation.
GH | Refresh Click this button to refresh current page.
UserGroup If there are many user groups with different authorities for

the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.
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Items Description

[ RootGroup | ¥
] RootGroup -
AdrminGroup
CDperatorsroup
DraytekGroup ‘
CumpanylGrDup |L
| g | First When there is more than one page for the excluded setting
I files in this user group, click this button to display the first
page.
| (4! | Previous When there is more than one page for the excluded setting

files in this user group, click this button to display the
previous page.

| ‘U | Next When there is more than one page for the excluded setting
— files in this user group, click this button to display the next

page.

|0 Last When there is more than one page for the excluded setting
— files in this user group, click this button to display the last

page.
Id Display the number of the firmware upgrade.

MAC address Display the MAC address of the
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10.2.5 RemoteFileList
This page displays the firmware of CPE which is located / stored in FTP server.

i hﬁ 1 E— | UzerGraup LRootGrnup | |
Filename Property Size LastModify Directory il
Directory 1) 0
Drirechory la) . J
2011 databook Directory 4096 03/01/2011 0%:00:00 g
ACE 51 Direckory 4036 0&8/15/2010 00 Q0:00
LSLYIGOR_USE_MODEM Direckory 4036 05/24/2008 00;00:00
Declaration of Conformity Directory 4096 0zZ/18/2010 00:00:00
Docurment Directory 4096 02/03/200% 00:00:00
France Directary 409& 08/24/2008 00:00:00
ISDMWigorl2a Directory 4096 08/24/20038 00:00:00
MiniWigorlz2a Direckory 4036 08/24/20058 00:00:00
Signature Directory 4096 05/21/2010 00:00:00
Yigor M&1 Directory 4038 08/28/2008 00:00:00
Wigaorlz20 Crirechory 4096 0&6/15/2010 00:00:00
Wigorl20d W2 Direckory 4036 12/17/200% 00:00:00 . | |

Available settings for such feature will be shown as follows:

Items Description

W | Refresh Click this button to refresh current page.
I Y | Download File Click this button to download a file from VigorACS to your
' computer.
UserGroup If there are many user groups with different authorities for

the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | =

* RootGroup

Y

AdminGroup

CDperatoraroup

DraytekGroup

Company 1Group -

Filename Display the name of the download/upload file or created
folder.

Property Display whether this is a folder or a file. If it is a folder, it
will display “Directory”, otherwise, it will display extension
name of the file.

Size Display the file size of the file or folder.
LastModify Display the latest time the file has been modified.
Directory Display the relative path of this file/folder.
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10.3 Backup
10.3.1 BackupSetting

Such page can determine the trigger time and method for firmware backup. Profiles configured
here can be selected in the page of Backup>>BackupSetting.

BackupGlobalSettingPanel Your reliable networking solutions partner
|E§||g|||]I|||@||§“|U5erer°”°’l“""t“""“" IR BIEBIEC IR RS |

Id Name Trigger Name Type Period(days) Descripiton
=% backup_wizard backup_wizard FoundRabin i for backup wizard use
1 Default default RoundRobin 1 default backup setting

Available settings for such feature will be shown as follows:

ltems Description

I @ \Add backup global Click this button to add a new backup profile with global
setting settings.

E} ]| g | m Q | gﬁ J Uzerdroup: RootGroup

Id Mame Trigger Name Type
-2 backup_wizard backup_wizard RoundRobin

1 Default default FeoundRobin

| RaoundRabin

Type a new name in the blank box; specify a trigger name
and type by using the drop down list; type the period value
and give a brief description.

I H Save backup global Click this button to save the backup profile.
setting
I @ | Delete backup global Click this button to delete the selected backup profile.
setting
I Q Cancel Click this button to cancel the operation.
W | Refresh Click this button to refresh current page
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Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v
] RootGroup -
AdminGroup
CDperatoraroup
DraytekGroup
Company lGrDup |L
| U3 | First When there is more than one page for the global setting files
— in this user group, click this button to display the first page.
| U'L | Previous Whe_n there is more t_han one page for tr_}e global settin_g files
— in this user group, click this button to display the previous
page.
| ‘U | Next When there is more than one page for the global setting files
— in this user group, click this button to display the next page.
| 7 | Last Whe_n there is more t_han one page for tr_le global setting files
in this user group, click this button to display the last page.
Id Display the number of the global setting.
Name Type a name the global setting.
Trigger Name Choose one of the trigger profiles from the drop down list.
Type Choose the type for the configuration backup.
; RoundRobin | » ]
RoundRobin
Always

RoundRobin — Choose this type to execute the backup
(with global settings). The backup files will be recorded
with the filename from 1.cfg to 20.cfg. Only 20 filenames
will be kept in the same directory.

Always — Choose this type to execute the backup (with
global settings) according to the schedule. The backup files
will be recorded with the filename one by one (e.g, 1.cfg,
2.cfg,..., 1000cfg,..., 10000cfg,...no limit in file number).
All of the backup files will be kept in the same directory.

Period(days) The number typed here means the interval for the backup
executed by VigorACS. The unit is “day”. If you type 1,
that means the backup will be executed one time by one
day.

Description Type a brief description for profile.
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10.3.2 Backup
Such page can determine which device or network will be applied with backup profiles.

Your reliable netwerking solutiens partner

UserGroup:
PlRootGroup 'J|g||"“|

Name User Group Profile Id

B F2 Metwark Yiew (6) RoatGraup [ v |

Available settings for such feature will be shown as follows:

Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v

© RootGroup

rs

AdrminGroup

CDperatorsroup

DraytekGroup

Company lEroup *

Later, the corresponding devices will be shown in this page.

I H Save Click this button to save the backup profile.
G5 | Refresh Click this button to refresh current page.
Name Display the CPEs with the authority of the selected group.
User Group Display the user group for the selected device.
Profile Id Choose a profile (with global settings) defined in
GlobalSetting (section 7.6.1) to be applied in such selected
CPE.
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10.4 Restore
10.4.1 RestoreSetting

Such page can determine the trigger time and method for firmware restoration.

RestoreGlobalSettingPanel Your reliable networking solutions partner
(] [B] (@] [@ ][] vererer [Rootarow SR RSl |
Id Name Trigger Name Descrpiton
1 Default default default restore setting

Available settings for such feature will be shown as follows:

Items Description

I @ /Add restore global Click this button to add a new restore profile with global
settings. To configure a profile with global settings, please

setting refer to 7.1.2 Trigger for detailed information.
RestoreGlobalSettingPanel _
E’b || H | m | Q || ) | bseraroup: | RootGroup v
d Name Trigger Name
i Cefault default default restare setting
|Rest0re-1|
Type a new name in the blank box; specify a name, choose
a trigger name file and give a brief description.
I [=] | save restore global Click this button to save the restore profile.
setting
I m | Delete restore global Click this button to delete the selected restore profile.
setting
I 3 | cancel Click this button to cancel the operation.
W | Refresh Click this button to refresh current page.
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Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v
* RootGroup -
AdminGroup
CDperatoraroup
DraytekGroup
Company 1Group |L
| U3 | First When there is more than one page for the global setting files
— in this user group, click this button to display the first page.
| U'L | Previous When there is more than one page for the global setting files
— in this user group, click this button to display the previous
page.
| ‘U | Next When there is more than one page for the global setting files
— in this user group, click this button to display the next page.
| 7 | Last When there is more than one page for the global setting files
in this user group, click this button to display the last page.
Id Display the number of the global setting.
Name Type a name for such record.
Trigger Name Choose one of the trigger profiles from the drop down list.
Description Type a brief description for such profile.
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10.4.2 Restore

Such page can determine which device or network will be applied with restore profiles.

RestorePanel Your reliable networking solutions partner

UsarGroup: i RootGroup | lﬁ] Lﬁj
Mame User Group Status File List Restore Profile
@DT_DDlDAAA?CE‘B[ jasonGroup | v v |+
@DT_DUlDAAASAS‘H jasondGroup | - - |
@DT_DDlDAAASASS[ jasonEroup | - L
@DT_DDSD?F?:LD?ZI jasondGroup | - -
@DT_DDSD?F?QSSQE jasonGroup | - -
@DT_DDSD?F?CEHBE jasonGroup | ¥ | restore_wizard L4
@DT_DUSD?F?CBCSE jasanGroup - L 1.cfg 05:39 201570571 v restore_wizard -
» ErnLS) RootGroup
b 5f Others(52) RootSroup B
> FrROZ(1) RootGraup
b FPRDE4) RootGroup
BrRODS(0) RootGroup
F FrROG(L) RootGroup
» FrROE(1) RootGroup
» FrSHID) RootGroup L
B2 Simet(0) Simet
> Frtest(3) RootEroup p |
o Bermacen ek L7

Available settings for such feature will be shown as follows:

Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | ¥

© RootGroup

rs

AdminGroup
CperatarGroup
DraytekGroup

Comparny liEroup -

Later, the corresponding devices will be shown in this page.

I H Save Click this button to save the restore profile.
W | Refresh Click this button to refresh current page.

Name Display the names of CPEs with the authority of the
selected group.

User Group Display the user group for the selected device.

Status Check this box to execute file restoration for the selected
CPE.

File List Use the drop down list to choose one of the files (with the

date of the configuration file created) to be applied for the
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Items Description

file restoration of the selected CPE.

Restore Profile Use the drop down list to choose one of the time profiles
(with global settings, section 7.1.2) to be applied for the file
restoration of the selected CPE.

10.5 Provision Setting

10.5.1 KeepProfile Setting

Some ISPs do not wish CPE client changing the parameters of CPE device. If the parameters of
CPE device were modified by the users, VigorACS (the administrator) server could use the
parameters listed in this web page to restore the original parameters.

Your reliable netwerking solutions partner

» ] Network View l“ﬁllgllmjlﬁjlﬁl |

MAC / IP Index Selected Parameter Value Available Parameter

Available settings for such feature will be shown as follows:

Items Description

| &9 | Refresh Click this button to refresh current page.

| g | Save Click this button to save the configuration.

| @ | Delete Click this button to delete the selected parameter.

| E | Delete All Click this button to delete all of the parameters.

| ':} | Complete Parameter Click this button to open KeepProfilePanel Detail Table for
adding new user-defined parameter with value for the
selected device.
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Items Description

KeepProfilePanel Detall Table

MAC Address Display the MAC address for the selected CPE.

Index Display the index number for the parameter.

Parameter Display the parameter name that you want to configure.
Value Based on the parameters selected above, type the required

value for the selected device.

Settings will be shown on the right side. Reboot, LAN, WAN, VPN, NAT, VolIP, Firmware tabs
and others (displayed based on the CPE you choose) will appear for you to click to configure. In
the field of Available Parameter, all the available parameters for the selected tab will be

displayed.
» ] lason(7) - ﬂ nm ™
b [ KdS_rd3(17) F = E Ll lﬁj &J _|
b £ HL(S) | 4] voIP_Emable | WAN  WANMuli~.. WAN Conn.. | WAN_Inte.. WAN_WLA... Wireless_A.. | Wire| b |~ |
» [ Others(37) MAC / IP Index | Selected Parameter Value Available Parameter
> RR2(1) Q01DAAL23222 1 Feboot devica falze
I RD24)
» C1RDS(0)
» [ ROE(L)
» [0 SHCOD
b [ test(2)
b [ TMES)

[ vivian_pptp(S)
) DrayTek_DO01DAA_Vigor2760y
|| DrayTek_DO0iDAA Vigor2@6ay
| prayTek_noipas_vigorzssow
0 DrayTek_001DAS Vigarz92s_||
|| prayTek_001Das_vigorap 21
|| prayTek_00507F_wigorz132F,
|| brayTek_00507F_wigorzaaow|
|| DrayTek_0O0S07F_vigor2B50V
0O DrayTek_DDSD?F_VigorSBDD_Iz

Note: Available parameters tabs will be different according to the CPE selected and the
firmware used by that CPE. In addition, you can click the arrows on top-right to scroll the
setting tabs to find the one you want to configure.

Wire PiT

Here, we take the WAN settings (for Vigor2860) as an example:

WAN Settings

To configure the WAN settings, please double click on the parameter in the right side. Then, MAC
Address and the selected parameter with value will be shown on the right side.
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l"ﬁ||gl||f|]|||-m||':5|

a I:'nable WaAN WAN Mult-... WAN_Conn... WAN_Inte... WAN_WLA... Wireless_A... Wireless_G...| b | T

MAL / IP Index Selected Parameter Value Awailable Parameter
b=
Addressing Type
Fateway
FPP User Hame
PPFP Pazzword
IF Enable
FPF Enable
Subnet Mask
DME Servers
WLAM 1D
Port
WLAaM Tag Insertion
Tag Walus

Priority

To edit the value for the selected parameter, move the mouse cursor to the box under value and
click it. An entry box will appear for you to type the value for that parameter. After typing the
value, click the Save button to save it.

|‘*“||H|||I|]|||I§||“$| |

4 | Enable WAM WAN Multi-... WAN_Conn... WAN_Inte... WAN_VLA... Wireless_A... Wireless_l;.l P
MAL / IP Index Selected Parameter Yalue Available Parameter
0010AAL 23222 1 Ip | v IP
[

Addressing Type
Gateway

FPP User Mame
PPP Passwaord
IF Enable

FPF Enable
Subnet Mashk
DMS Servers
WLAM ID

Part

WLAM Tag Insertion
Tag value

Priority

Available parameters for WAN include:

Items Description

IP Type the WAN IP address for the selected CPE.
Addressing Type Choose the type from the drop down list for WAN settings.
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Items Description

= L")
CHCP
Static
Gateway Type the gateway for the selected CPE.
PPP User Name Type the user name offered by ISP for PPP connection.
PPP Password Type the password offered by ISP for PPP connection.
IP Enable Choose True to enable settings for DHCP or Static IP
connection.
PPP Enable Choose True to enable settings for PPP connection.
Subnet Mask Type the subnet mask for the selected CPE if IP Enabled is
set to “True”.
DNS Servers Type the IP address of DNS Server for the selected CPE.
VLAN Tag Insertion Type “enable” or “disable” to enable/disable such function.
Tag Value Type the value as the VLAN ID number. The range is form
0 to 4095.
Priority Type the packet priority number for such VLAN. The range
isfrom0to 7.

Note: For detailed explanation for each parameter, refer to User’s Guide of Vigor router if
required.

After finished the configuration, click Save to save the settings. Then, the parameter information
for the selected router (CPE) that you modified in such page is changed.
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10.5.2 SettingProfile

This page allows you to create provision profiles for CPEs. Important information (such as Create
Time, Create User, Device Count, Status NO and Status YES) for the provision will be shown
under Information tab. If you want to modify the settings (such as MAC/IP, Reboot, Name,
Network, Status and etc.), simply click the Settings tab.

Your reliable networking solutions partner
UzerGroup: RootGroup -

(x| m|lsh B & Information | Settings

aeas, xmml

Create Time

Create User

Device Count

Status MO

Status WES

Available settings for such feature will be shown as follows:

Items Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | =

* RootGroup

Y

AdminGroup

CDperatoraroup

DraytekGroup

Company 1Group -

I ) | Add Profile Click this button to add a new provision file. When the
following dialog appears, simply type a name for the profile
in the field of File Name and click Create.

Create File

File Name: | Carrie_Test

l Create | Cancel |

The new profile name will be shown on the field beneath
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the Add Profile button.

UserGroup! | ReotGroup -
L&) (M) &) El [ # | mbormation | settings
' 4444, x| ‘

S5ID test.xrnl Create Time
Sample - 2710 test XML file. xml Creats User
Carrie_Tewxt.xml

= Device Count
WoTPWLAN, kil

Status NO

Test.xml
00000001, xml Status YES

Next, you can configure the settings for the new created
profile, e.g., adding new devices.

I m | Delete Profile Click this button to delete the selected profile.
49 | Refresh Click this button to refresh current page.
Deploy Profile Click this button to transfer the configuration to the
ﬁj VigorACS server.

Usually, settings profiles are stored in the memory. When
you press the Deploy Profile button, that profile will be
applied to the CPEs.

| 4 | Upload file Click this button to upload a user defined XML file to
VigorACS Sl server. Such file can be used for configuring
the parameters for CPE.

Information Tab

It displays the basic information of the selected provision profile created including create time,
create user, device count, status on/off and so on.

SettingProfile Your reliable networking solutions partner
UserGroup: | RootGroup -

M| sy B4 || nformaton | setungs

4444,z

S5ID test.xml Create Time wed Jul 16 19:03:50 GMT+0S00 2014

Sample - 2710e tast XML fila, xml Create User root

Carrie_Textsml
Device Count | 1

WoIPWLAN, xml

Status MO [uf
Test,=ml

00000001, xml Statusz YES 1

Available settings for such feature will be shown as follows:

ltems Description

Create Time Display the creation time of the selected provision file.

Create User Display the user group for the selected provision file.
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Device Count Display the number of devices apply such provision file.

Status NO Display the number of devices which are inactive now.

Status YES Display the number of devices which are active.

Settings Tab

To configure the settings for the selected provision profile, please click Settings tab. The following
screen will appear.

UserGroup: | RootGroup -
D (ml B8] & Information | Settings
a4a4.ml AENENE RIS

S5ID test.xml

MAC / IP Reboat Name Netwrark Status Flag Retry Renew
Sarmple - 27102 test XML file,xml
O0SOFFE42698 L Klartnurmrnear TES Mo Set. Q Q
Carrie_Text.xrml
WaIPVLAN, xml

Test.xml

00000001, =l

Available settings for such feature will be shown as follows:

ltems Description

I E{) | Add Device Click this button to add CPEs to current selected provision

profile. When the following dialog appears, simply type
MAC address of the device in the field of MAC/IP and
click Create.

Create Device

MAC /IP:  gOS07FA36B41 |

| Create | | Cancel |

The new added device will be shown on the screen. Next,
you can configure the settings for the new device, e.g., name
of the device, specify the user group, and etc.

& (2 (][ E

MALC / IP Reboot Name Metwork Stah
D0S07FCIEZE3 [v] YES
O0S07FAZEE4L 4

If you want to set more settings, click the Detail Setting
icon.

I == | Detail Setting Click this button to open Detail Setting window to add,
— modify and view the whole settings (e.g., WAN, LAN,
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NAT, VolIP, Firewall, Wireless...) for the selected provision
profile.

(¢ (B @

LAN WAN VPN NAT VoIpP Firmware Wireless_Gen... Wireless_Gen... Wirel b | ¥

Index Parameter value Parameter
1 DHCP Subnathask DHCP SubnetMask
DHCP MaxAddress

DHCP MinAddress

DHCP Sarver Enable
DNS dns

Subnet Mask subnet mask
LAN IP Address lan ip address

Note: Each parameter configured in Detail Setting can be
found in Complete Parameters window, too.

|l:} Complete Parameters

The pop-up window displays parameters configured in
Detail Setting.

The difference is that full name of the configured parameter
can be seen on the window. It is convenient for people who
want to edit the parameters by modifying the parameter
directly.

—

| [l | Delete Device

Click this button to delete the selected parameter.

G5 | Refresh

Click this button to refresh current page.

|E Save Profile

Click this button to save the configuration.

MAC / IP

Display the MAC address or IP Address of CPE.

Reboot

Check this box to reboot the CPE automatically after
finishing the profile settings.

Name

Set the name of the CPE.

The name of the CPE will be changed with the one set here
when it connects to VigorACS for next time.

Network

Set the network of the CPE.

The CPE will be moved and grouped under the network
specified here when it connects to VigorACS for next time.

Status

YES- means such profile has been configured.
NO- means such profile has not been configured.
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Flag Display the setting result of the profile.

Retry If the provision profile is applied to CPE but failed,
VigorACS will try to configure the settings again. The
number of the retry time will be 3, at most.

Renew Display the times that this profile has been modified.

10.6 Global Parameters

Through Global Parameters>>IncludeNetwork, the Global Parameters configured in this page
can be applied to all of the CPES/APs at the same time by using VigorACS instead of configuring

them one by one.

10.6.1 Parameters
This web page listed the parameters profiles with index number, profile names, and the status of the
profile to be kept or not.

Through Primary Setting, Advanced Setting and AP Wizards, general profiles with parameters can
be configured for applying onto lots of selected CPE/AP devices at one time.

Your reliable networking solutions partner
ﬂ UserGroup: | ReotGroup | v | u \i :}) Iy |

IsKeep

VigorACS

Essentials GlobalParameterPanel

= Menu

» [ General

» [ Firmware Upgrade
» ] Backup
» ] Restore
» (] Provision Setting

Available settings for such feature will be shown as follows:

ltems Description

Click this button to add a new global parameter profile

Add global parameter
@I J P name. Type a new name in the blank box.
-~ ——

Your reliable networking

GlobalParameterPanel

™ = =
UserGroupt RootGroup | v [ \)_ _L

IsKeep

Click this button to save the restore profile.

|E Save global

parameter setting
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Items Description

| m | Delete global Click this button to delete the selected restore profile.
parameter

| Q | Cancel Click this button to cancel the operation.

| iy | Refresh Click this button to refresh current page.

| [5Z] | Primary Setting Click this button to view and modify the whole settings

— (e.g., WAN, LAN, NAT, VolP, Firewall, Wireless...) for
the selected device manually.

, ':} | Complete Parameter The pop-up window displays parameters configured in
Primary Setting /APM Wizard.

The difference is that full name of the configured parameter
can be seen on this window. It is convenient for people who
want to edit the parameters by modifying the parameter
directly.

| !\ | Upload file Click this button to upload a user defined XML file to
E— VigorACS Sl server. Such file can be used for configuring
the parameters for CPE.

| i'-{\ | APM Wizard Click this button to configure wireless parameters for
— VigorAP devices.
UserGroup If there are many user groups with different authorities for

the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

| g | First When there is more than one page for the global parameter

— files in this user group, click this button to display the first
page.

| (& | Previous When there is more than one page for the global parameter

files in this user group, click this button to display the
previous page.

| "U | Next When there is more than one page for the global parameter
— files in this user group, click this button to display the
previous page.

| &7 | Last When there is more than one page for the global parameter

— files in this user group, click this button to display the last
page.

Id Display the number of the profile.

Name Type the name for the global parameter profile, which will

be applied in GlobalParameter_Includenetwork.

IsKeep Choose YES to make such profile being kept.
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Primary Setting

Choose one of the parameters profiles listed on the page and click lE_IE'J Primary Setting button

. . . 4
to view and modify the whole settings. Use the arrow buttons ( J

|
L~ ) to scroll the

menu bar and click the menu item you want. Then available parameters for that menu item will be

d

isplayed on the field of Available Parameters.

| GlobalParameterPanel Primary Setting

I‘:‘Jlgllmllﬁl

LAN LAN_WLAN WAN NAT YoIP D5SL Wireless_G... Wireless_G... Wireless_S... Wireless_A... Wirelesﬁ (] i b |

Model name: General » | Mote: "General” means for all Dray 0% models

Index Selected Parameter Value IsKeep Available Parameter

1 Default Gateway I"_(| Default Gateway
DHCP SubnetMask
DHCP MaxAddress
DHCP MinAddress
DHCP Server Enable
DNS

Subnet Mask

LAN IP Address

Complete Parameter

Choose one of the parameters profiles listed on the page and click l&] Complete Parameter
button. A pop-up window displays parameters configured in Primary Setting /APM Wizard. In
addition, it allows you to view and add advanced parameters for CPES/APs.

DrayTek

GlobalParameterPanel Advanced

(]« [B ([ B

Profile Id Parameter Value Order IsKeep Model
1 o NO
’Z! ..... | [»]

327
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APM Wizard

Choose one of the parameters profiles listed on the page and click lﬁ] APM Wizard button.
The following window will appear which allows you to create or view wireless network connection
parameters for VigorAP devices.

GlobalParameterPanel APM Wizard

General

Device Settings

Administrator:

Password:

2nd Subnet: Enable v

2.4G WLAN General Settings

Wireless LAN: Enable v
Dperation Mode: AP -

2.46G Mode: L Mixed(11b+11g+11n) - J

2.4G Channel: | Auto v |
WMM: Disable |w F
Tx Power: 100% | v
5G WLAN General Settings =
[ O
Cancel
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10.6.2 IncludeNetwork

If you have created several parameters profiles in Global Parameters>>Parameters, you can
specify which CPE/AP device to be applied with the new created profile. If you do not specify any
profile for the connected CPE/AP device, the default profile configuration is “Empty” (displayed in
the field of Profile ID). No parameters will be applied to the connected CPE/AP device.

Dray Tek

Your reliable networking solutions partner

Essentials GlobalParameterIncludeNetwork

Userdroup: | RootGroup B
» [ Genersl Name User Group Profile 1d
» 7 FirmwareUpgrade ¥ B Network View(27) RaotBraup | Empty v |-
» [ Backup %7 alvacall) RootGraup | (As Parent) v
» (] Restore ¥ % Other(1) Reot@roup | (As Parent) -
» (] Provision Setting {(DDrayTek_0010AA_ Wigor2132Fvn_0010s Rectdroup |_(As Parent) v
¥ S Global Parameters » % RD3(0) RaotBraup | (As Parent) v
| Parameters » BrRDE(L) Rootdroup |_(As Parent) -
e P B RDE(E) testégroup | (As Parent) v |z
B % RDE_2(3) Ragtaroup | (As Parent) -
B B testanetwork(D) testEgroup | (As Parent) v
@ z2130 Rootdroup | (As Parent) v
(D orayTek_001DAA_Vigarze60ac_001DAABS Ractdroup | (As Parent) v
(M orayTek_N010AA_Vigar2860Ln_0010AAAE RaotSraup | (As Parent) v
(D DrayTek_001DAA Vigarz860v_001DAAAE: RootGroup | (As Parent) ~
(D orayTek_001DAA_Vigarze60vn_001DABE Ractdroup | (As Parent) v
(D orayTek_0010AA_Vigor2925Fvn_D0LDAAR RootGroup | (As Parent) v
(M orayTek_N010AA_Vigar2925n_0010ARACT RaotSroup | (As Parent) v
(D DrayTek_001DAA VigerAP B10_001DAAIF| Reot@roup | (As Parent) -
(M orayTek_001DAA_VigarAP 302_001DAAZZ Ragtdroup (As Parent) vl

T = h K i T D

Specify certain profile (global parameter) to be applied in selected network, selected CPE/AP by
clicking on the tree view structure.

Locate a CPE/AP by unfolding the tree view structure of Network View. Use the drop down list of
Profile 1d to specify the global parameter profile required for that CPE/AP.

GlobalParameterIncludeNetwork Your reliable networking solutions partner

Userdroup: | RootEroup =R
Name User Group Profile Id

¥ B Hetwork View(116) RootGroup | globalparameter_test v |
> % Demolz) RootGroup | (As Parent) ¥ |
> B oveom_Dubai(l) RootGroup | (As Parent) v
> %7 FAE_Dermo(il) RootGroup | (As Parent) M
» Friszon(?) RootGraup | (As Parent) -
b BrKdS_rd3(17) jasanGroup | (As Parent) -
> BrHLS) RootGraup | (As Parent) -
B Others(37) RootGraup | (As Parent) -
» B RD2(1) RootGraup | (As Parent) -
b ErRDE(4) RootGraup | (As Parent) v
» BrRDS(0) RootGroup | (As Parent) -
> BrRDE(1) RootGraup | (As Parent) -
» FrsH{D) RootGraup |_(As Parent) -
» Brtest(z) RootGraup [As Parent] =
> BrTMOS) Root@roup Empty
» B vivian_pptp(s) RootGroup globalparameter_test

(BorayTek_0010AA_Vigorz760Vn_0010AAACAECD | Root@roup rest
(PorayTek_0010AA Vigerzse0vn_001DAALZ322Z RootGroup t‘esu 3

Available settings for such feature will be shown as follows:

Description

UserGroup If there are many user groups with different authorities for
the user account you use to access into VigorACS, you can
use the drop down menu to choose one of the user groups to
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Items Description

~ view the files stored under the user group. Use the drop
down list to specify the authority for the selected group.

[ RootGroup | v

© RootGroup

rs

AdminGroup

CperatarGroup

DraytekGroup

CumpanylGrDup |L

| H | Save Click this button to save the restore profile.

| &9 | Refresh Click this button to refresh current page.

Name Display the CPE/AP with the authority of the selected
group.
User Group Display the user group for the selected device.

Profile Id Choose a profile (with global settings) defined in
GlobalSetting (section 7.3.1) to be applied in such selected
CPE/AP.

(As Parent)- Choose the same setting as the previous layer.
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Chapter 11 Help for License

Help page displays version information for VigorACS SI, as well as license key information and
license agreements. Besides, it provides a channel to get new license from MyVigor website.

11.1 About VigorACS

Android APP and software version information for VigorACS will be displayed as follows:

Dray Tek

Essentials About VigoraCs Your reliable networking solutions partner
VigorAcCS SI

Software Version: 1,.1,10

>license Key Information

. ANDROID APP ON
>license Agreemen ts

'\ Google play

n:-%*ﬁnnZOIZ

TAIWAN EXCELLENCE

oMY= wm K O

If your mobile phone is supported by Android system, you can use it to scan Android APP or
Server Address QR code to connect to VigorACS system.
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ACS APP
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11.2 License Key Information

This page displays relational information for license key current used by VigorACS SI. In addition,
it offers a channel to new the license key for VigorACS Sl when it is going to be expired.

Dray Tek

Your reliable networking solutions partner
S| R ‘

License Id: 00001edf

Essentials License Key Information,

| >About YigorACS

Start Date:  2012-02-23

license Agreements Expire Date:  2012-12-31

Max Mods: 1000

Trial license: “as

11.3 License Agreements
This page displays relational license information required by VigorACS SI.

Dray Tek

Essentials License Agreements Your reliable networking solutions partner

ACS use following library and license agreement. =
L&PL V3
>About VigorACs
Name Author License Page
>license Key Information Blazeds opensource. adebe. com wikifdisplay/blazeds/Licanse =
JasperReports wiw. gnu, arg/ copyleftflesser, html
Ic wiw. gnu, arg/ copyleft/lesser, html
o
LaPL V2.1
Name Author License Page
IRobin APT oldwww jrobin. org/license, htrnl
JBoss-4.0.4.G4 dacs. jboss. argfibassas/adrindavel326/htmlf apa. html
Hibernate i, hibernate, org/ 356, htrnl
SendTrap sendtrap. sourcefarge. netflicensze.txt
Apache License, Version 2,0
License Page
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Chapter 12 Tutorials

This chapter offers several examples for using VigorACS.

12.1 How to Manage CPE through VigorACS

12.1.1 Set ACS URL on CPE

To manage CPEs through VigorACS, you have to set ACS URL on CPE first and set username and
password for VigorACS.

1. Connect one CPE (e.g., Vigor2910 series).

2. Open a web browser (for example, 1E, Mozilla Firefox or Netscape) on your computer and type
http://192.168.1.1.

3. Please type username and password on the window. If you don’t know the correct username and
password, please consult your dealer to get them. In this section, we take the figures displayed on
Windows as examples.

Connect to 192.168.1.1

Lagin ko the Router Web Configurator
User name: | [ 4] v |
Passward: | |

[ remember my password

I Ok H Cancel ]

4.  Open System Maintenance >> TR-069.

System Maintenance >> TR-069 Setting

ACS and CPE Settings

ACS Server

URL hittpc M 7217 3.185:8008C5ServeriservicesiACS Serviet
Username acs )

Password | semsemsese

CPE Client

@ Enable O Disable

URL

Port ]
Username

Password

Periodic Inform Settings
O Disable
® Enable
Interval Time 900 second(s)

* If the connected CPE needs to be authenticated, please set URL as the following and type
username and password for ACS server:
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http://{1P address of VigorACS}:80/ACSServer/services/ACSServiet

* |f the connected CPE does not need to be authenticated please set URL as the following:
http://{ IP address of VigorACS}:80/ACSServer/services/UnAuthACSServiet

* |f the connected CPE needs to be authenticated and the data transmission between CPE and

VigorACS needs to be encrypted (SSL), please set URL as the following:
https://{IP address of VigorACS}:443/ACSServer/services/ACSServiet

¢ |If the connected CPE needs not to be authenticated but the data transmission between CPE and

VigorACS needs to be encrypted (SSL), please set URL as the following:
https://{1P address of VigorACS}:443/ACSServer/services/UnAuthACSServiet

5. Fill Username and Password for VigorACS Server for authentication. Please type as the following:
Username: acs
Password: password

6.  For the username and password of CPE client, it is not necessary for you to type them. Refer to
section 3.2 for detailed information.

12.1.2 Invoke Remote Management for CPE

You have to make sure that the CPE device you want to connect supports VigorACS features. Please
consult your dealer if you have no idea in it.

1. Suppose WAN IP of CPE device has been setup successfully. And you can access into Internet
without difficulty.

2. Login the device by web.
3. Go to System Maintenance>>Management Setup.

Check Enable remote firmware upgrade (FTP) and Allow management from the Internet to
set management access control.

System Maintenance >> Management

Management Setup

Management Port Setup
@ User Define Ports ) Default Parts

(vl allow management from the Internet Telnet Part 23 (Dsfault: 23)
S =
HTTP Port g0 (Dafault: 20}
HTTP Server
HTTPS Port 443 :
HTTPS Server (Default: 443)
Telnat Server FTP Part 21 (Default: 21)
[] SSH Server SSH Port 2 (Default: 22)
Disable PING from the Internet
SNMP Setup
Access List [l Enable SMMP Agent
List 1P Subnet Mask Get Community public
1 M . -
Set Community private
o] v
Manager Host IP
3 s
Trap Community public
Motification Host IP
Trap Timeout 10 seconds
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12.1.3 Enable WAN Connection on CPE

You have to make sure the CPE device you want to connect has configured properly, and are able to
access Internet.

1.

2
3.
4

Login the device by web.

Go to Internet Access>>MPOA.

Click Enable for MPoA.

Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway IP
address for your CPE. Then click OK.

WAN == Internet Access

MALARLL

Static or Dynamic IP {DHCP Client)
@ Enable O Disable

ISDN Dial Backup Setup
Dial Backup Mode Maone hd

Keep WAN Connection
[ Enable PING to keep alive
PING to the IP

PING Interval ] minutels)

WAN Connection Detection
Mode ARP Detect »

Ping IP
TTL:

MTU 1442 | (Max: 1500

RIP Protocol
[Enable rIP

WAN IP Network Settings | WAN IP Alias

() Obtain an IP address automatically

Router Mame

Domain Marme
* + Peguired for some ISPs

@ Specify an IP address

IP Address 172.16.3.229
Subnet Mask 25525500
Gateway IP Address 17216.3.4

DNS Server IP Address
Primary 1P Address

Secondary IP Address

® Default MAC Address
O Specify a MAC Address
MAC Address:

OK

] [ Cancel

Note: Reboot the CPE device and re-log into VigorACS SI. CPE which has registered to
VigorACS will be captured and displayed on the home page of VigorACS SlI.

12.1.4 Connect to ACS Server through PVC Channel

o M w D oE

Login the device by web.
Go to Internet Access>>MPoA.
Click Enable for MPoA.

Choose 1483 Bride IP LLC as encapsulation. And set VPI and VVCI with 8 and 35.
Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway IP address

for your CPE. Then click OK.

DrayTek
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Internat Access >> MPoA (RFC1483/2684)

MPoA (RFC a3/ 2684) Mode

MiPoa (RECT4B3/2684) & Enable ¢ Disable yﬁw IP Network Settings
— T Obtain an IP address automatically

DEL Modem Settings
Iulti-PVC channgl
Encapsulation

Router Nadme | .
Domain Namg I -
3 *: Raquired for soma 1SPs

® specify an 1P ad

[1453 Bridged 1P LLE

e
e

IP Address I1?2.I?‘.3.1E3
- Subnegt M E 2552550
IModulatian Ih'h.lhlmn-da TI
Gateway IR address I1?2.I?‘.3.1
RIF Protocal

T Enable RIP & Default MAC ;;é?z—-—-—-___-—-—"'"'”"'

© Specify a MAC address

Bridge Mode MAC dddrass: E E Fﬁ ﬁ E

[T Enable Brdge Mode

6. Go to Internet Access>>Multi-PVCs. Enable Channel 3 WAN check box and set VPl and VCI as

9 & 36.
Multi-PVCs
Ganeral ATM Qob Port-basad Bridge
Channel Enable LT | L | QoS Type Protocol Encapsulation
1 F 7] |3 [uer =] [MPes =] [1433 Bridged IP LLC =

z =] B E  [uwr =] [wrea =] 1483 Bridged IF LLE =l
£ [ver 3] [FPPoa ] [vewe =
" " & & [Froamd e —
5.
5
7

3 BR  B] [PrPas B
Fe uarR B || “Pas l'r;

] O I Je7 [uer Bl [Feroa B

Note: vPLAVC] must be ungue for sach channal?

ox | clear | Cancel |

7. Click WAN link to open the following page for configuring in details.

WaN for Router-borne Apglication: |Managemant ""I ﬁ

* Enable C Disable -‘h“"""-—-—-___-—-—-""”"f

DEL Modem Sgiti

E QoS Type uUsR =
li Pratocal MPos =

Encapsulation | 1463 Bridged IP LLC =

PPPOE/PPPOA Gl ——_ | MPoa (RFC1

1P Acoess Betup © Obtain an IP address automatically

ISP Hame [ Router Mame | .
Usermame [ Dorndin Mame | .
Passward | *: Raquired for some 15Ps

PPP Authanticaton # specify a
B shways On 1P Addr [FZwame
ldle Timeout F secondtsy Subnet|Mask fssmsmsn J
IP Address From ISP Gateway [FEEEN
Feed 1P @ vos @ No (Dynamic 19) DNS Server 1B

—_—
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8. Set WAN for Router-borne Application as Management. And set VPI and VCI with 9 & 36.
Choose MPoA as the protocol and choose 1483 Bridge IP LLC as Encapsulation. Finally set a
static IP address. Click Ok.

9.  Open System Maintenance >>TR-069. Choose PVC for ACS Server On. Type correct URL for
the ACS server. Type username and password for ACS Server.

i T
ACE and CPE Sattiigs '"‘)

ACSE Bar 'r_\_ﬂrl PvC - -
—

ACE Server . o
-

g —
UL T [rtpci1 7217 3165 BOBVALC S Serverizenice siAL S Sendet T
LIS @rmami acs

bh‘\"'-\-\_\___ I ____,_;-"'"
Password ‘*—Imu_ R | -
CPE Clignt
AL Jitpeint?
Part 77
Usemame [n
Password [senssnns

10. Click OK to save the settings. Now, reboot the CPE device and re-log into VigorACS SI. CPE
which has registered to VigorACS will be captured and displayed on the home page of VigorACS
Sl

12.2 How to upgrade CPE firmware by using VigorACS Sl Provision

I. Import firmware file to VigorACS Sl server
There are two ways to import firmware file to VigorACS server:
Upload to VigorACS server from your PC

1. The newest firmware file (e.g., V3.3.7 in this case) is located on your PC. You can upload it
from your PC to VigorACS Sl. Just click the Provision tab. From the menu tree view on the
right side, click the grey triangle near to Global Setting to unfold it.

DrayTek VigorACS

Your reliable networking selutions partner

Essentials Provision_Up'oadFile

| | UsgrGraiy " = = = T
BT F | RootGroup - il & SN / |
yerrerp— rabngre[ENIOYRITY property | sie Lastrodity Diractory
_] Uplead Fila Diractory 4096 12/30/2011 13:39:17 JRootGroup
_'JT-iggor Directory 4096 12/30/2011 14:20:13 -IRootGroup

» [ Firmwars Upgrada
» [ Backup

+ [ Restors

» [] Provision Satting

» [ Clabal Parameters
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2. Then click Upload File to choose the file to be uploaded to VigorACS Sl server.

Download from our FTP site

1.  The newest firmware file (e.g., V3.3.7 in this case) is located on FTP site. You can download
it from the FTP to VigorACS SI. Just click the Provision tab. From the menu tree view on the
right side, click the grey triangle near to FirmwareUpgrade to unfold it.

Dray Tek

Your reliable networking solutions parfner

Essentials Remote FTP File

= Menu < 1l £ j Hrerereus [iPoobEroup =) |
b [ Global Setting Filename Property Size LastModify Directory =1
¥ £3FrmwareUpgrade Biracbory 2
_| GlobalSetting Directory o
_] Includetist 2011 databook Birectory 408 63/01/2011 O0100:00 i —
L ExcudeList 10 Diractory 40F6 11/15/2011 01:41:00
| RemoteFilatist ACS 51
o DELVIGOR_USE_MODE
» O Restors Declaration of Conforr 2 [F == v mar v mr M
» [ Provision Sutting a— .8 S EremoEFTRFilgLsgingg & & 8 &
¥ [ Global Parameters
France
ISDHViger12d Diractory 4096 08/24/2008 00:00:00
Minivigorl 2§ Directory 4096 08/24/2008 00:00: 00
Signaturs Diractory 4096 05/21/2010 00:00:00
Vigor Né1 Directory 4096 0828/ 2008 00:00: 00
Vigor NES Drinectory 4098 12/3%/2011 04:15:00
Vigerl2O Diractary 4096 0&/15/2010 00:00:00
Vigorl2o vz Directory 40%6 12/17/200% 00:00:00
Vigarz000 Diraetary 4096 08/25/2008 00:00:00 . 1=l

@ 'd v a2 o

2. Then click FirmwareUpgrade to choose the file to be downloaded and uploaded to
VigorACS Sl server.

Il. Check the firmware status of the CPE you want to upgrade

Now you can check the firmware information of the CPE that you want to upgrade. Click the
Device tab. Open System >> Firmware status. Write down the following items:

® Modem Firmware Version
® Manufacturer OUI
® Model Name
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Dray Tek

Essentials ISO7FCO3R24

Device: DrayTek_00507F_Vigor.
[ Lan (U wan VPN R\ Wireless S\ D= == bBandvidth L. =

(S e h t i— Device system log

|
WY Statistics
-{» Ping/TraceRoute

& MNetworks and Devices

v % Network View(30)
Br2110(1)
e 213002)

5= 271000)

5 2820(4) # Firrnware upgrade Index 1

5= 282001) = Firnware upgrade log N/ Modem Firmvware Version Mo DSL
5 285002)

d (’ Reboot device Software Varsion  3.3.6.1

£ 2910(1)
e 292002
) DrayTek_00S07F_Wi
&P DrayTek_00S07F_Wi
52 3100(1)

o Factory reret device
m Copy paramatars

gl Sepy paramatars log

+———7r-1rr—r—rr

L Manufacturer OUL 00507F

V Model Name Vigor2920n

% Reports

Inventory Monitor

lll. Set a new trigger profile
1.  Click the Provision tab. Open Global Setting >> Trigger to add a new trigger profile.

DrayTek __ VigorACS

Your reliable networking solutions partner

Fl=syrarelpgradeTriggerPanel
JLOD [ €3] 6% vearerove: [ Reotoroun YJiwl@le|(n]n |
Chack EndDay End Day TimaType StartTirva (HH:MM) E
NG Any 00:00 00:00
NG Any 00:00 24100

Essentials

= Menu

¥ [y Global Setting

| Upload File

|| Trigger

» | FirmwareUpgrade
* ) Backup
» [ Restore
+ [ Provision Setting
» [ clobal Paramators

D e d 2 o

2. Click the Add firmware upgrade trigger button.

3. For the DayType, you can choose Any or Schedule for your necessity. Then, click Save to
save the settings.

Any — firmware upgrade will be done whenever VigorACS Sl server gets the inform packet
from the CPE.

Schedule -VigorACS Sl server gets the inform packet from CPE based on the time settings.
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Your reliable networking solufions partner

Firmwaral InaragdeTriggerPanel

™

= Menu i 3] [t Weeroie: [imsarcein Y| @) (e [5) ~

Trggemane DayType StartDay theckEnd Day EndDay TimaType StartTinve (HH:MM) E
) upload File dafault Any - N Any Q0100 00100
| Trigger for 2920 Ary | ] 2011/12/30 YES 2011/12/31 Any 00:00 24,00
» [ Fiemwrare Upgrade Any
- e feee 1
* ] Rastors

b L Provision Setting
» [ Global Parameters

IV. Set a new firmware upgrade profile

1.  Click the Provision tab. Open FirmwareUpgrade >> GlobalSetting to add a new upgrade

profile.
VigorACS

DrayTek

Essentials rareUpgradeGlobalSettingPagll Your reliable networking selutions partner

— & 2 L 2 e I
= Menu &3 | Umerronp | Foeiecaie - LR | @& D) A |

+ [ Clobal Satting HMadem Firmasare Version Manufactory Dui Software Vesion Firmvean

¥ Firmware Upgrad
] GlobalSetting

] IncludeList

00S0TF 2.1.1.1_RCE vak7y_a_3.1.1.1

) ExcludeList

|} RemoteFilaList
» ) Backup
» L} Restore
i Provisian Satting
F 1 Global Parame ters

0 : o

—

=6e'd e n ? o

2. Click the Add firmware upgrade global setting button.

3. Type a name for such profile (e.g., 2920_336_t0337) and configure the Model Name, Modem
Firmware Version and Manufacturer OUI obtained from System >> Firmware status in the
step above.
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DrayTek | VigorACS

Your reliable networking solutions partner

Essentials FirmwareUpgradeGlobalSettingPagt|

= Menu l E’ | E Il-l_l | Q R X aarGronpy |anttey 4] || \; Li “l | lL. e |
» (1 Global Setting 1d Name ModelName  ModemFimwrare Version  ManufactoryDui  SoftwareVesion FirmwareF
¥ B3 Femwarelipgrade 1 1smple Viger2700 Sariei 100_A Annax_A COS07F 3.1.1.1_RCE vZk7u_a_3.1.1.1 R

] atobalSatting ] 2920_3360_to_337 \igor2¥z0n Mo DEL 00S07F 3.3 7 /RootGroupfvigor

) IncludeList
| ExcludeList
| RemoteFilaList
» (O] Backup
» ] Restors
» ] Provision Setting
¥ Ly Global Parameters

_| Parameters

Modem Firmwans Version  No DSL /

Mmuflclumr Oul  0OS0FF

Model Namwe__ Wigor2920n

] IncludeNetwork

Type the version number (e.g., 3.3.7 in this case) for SoftwareVersion the same as the
firmware version (e.g., V3.3.7 mentioned above in this case) that you want to upgrade to.
Otherwise VigorACS SI server will keep trying to upgrade the CPE’s firmware to this
version.

Select the firmware file and the trigger profile. Remember to enable them. Then, click Save to

save the settings.
DrayTek VigorACS

Essentials FirmwareUpgradeGlobalSettingPagh Your reliable networking solutions partner

4 | UYserdreup: | RootGroup - F | s
[ BIE<BIESY @/ S][®][T

—
= Menu

» (3 Global Setting Firmrmare Fibe Triggertame Status Event EventType
¥ [ Frmawars Upgrade: LL1_RCe vikTv_a_3.1.1.1_RCé.all default Disable Hothing Get Parameter Values
_}GlobalSetting fRootGroup/vigor2s20/vas2a | for 2920 | ] Enable | v | Hothing Gat Pararmnater Values
L] IncludeList default Cizable
) Excludelist for 2320 Enable
) RarnstarilaLise
» (2] Backup

e Provision_selectFile

Filenamae Property size Lastrodify Directory
Dirmctory 4096 12/30/2001 13:39:17 +f RsotGroup
Directory 4066 A2/30/2001 14:20:1% ./ Rootroup Vigor 2§20
wv2020_336L.all all file S1I68%0 12/30/2011 14:18:39 -/ RootGroup /Vigor2920
w2020_337.all all fila 5342836 12/30/2011 14:20:13 ./ RootGroup /Viger2920

V. Choose the CPE for implementing the firmware upgrade

1.
2.

DrayTek

Click the Provision tab. Open FirmwareUpgrade >> IncludeL.ist.

In the field of ProvisionName, choose the profile (e.g., 2920 _336_t0337) created in
Firmware Upgrade Global Setting profile.

Choose YES in the field of Select Device for the selected CPE and click the Save button.
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DrayTek

Essentials FirmwareUpgradelncludeNetworl

UsarGroup: | RootGroup w | Provisioname: | 2920_3360_to_337 | v

= Menu

i Mame el e Select Device
= [ Global $etting - 2920_3360_ta_337
Y B Firmwarslpgrads ¥ 5 Network View(31) - | _no -
) GlobalSetting » 7 2110(1) ReatGroup |
|- ] insludeList » B 2130(2) Roatroup I =]
] Exccludelist * Br27i0(0) RootGreup - |
] RemoteFileList » B zazo(2) RootGroup L bl
» [ Backup » 87 2830(2) Rostdroup -
e » B 283002 Rootaroup [ -
: j:’:;:l:m:" * Er2Ii0(1) Roatdroup | ¥
w Erzozoz) Roatdroup L - |
(DDrayTak_00SOTF_Viger_DOSOTFCS3 RootGroup YES B
(DDrayTek_00307F_Vigor_00507FCC3 | Rootdroup e
= Er3100(1) Rootdreup HO:
» B 200008) RootGroup
» B7APBO0(E) Tim_Group i ¥ |
» B2 1ppex z820(1) RootGroup - |
= Tuskay_VPH_sgaraddive taat(4) RaatGreup [ w |
> B2 viviantest(1) Group_Test L -

oo
LU

Il

VI. Log of the File Transfer

To check if the firmware upgrade is successful or not, just click the Log tab. Open Device Action
>> FileTransferLog. A log list will be displayed with the firmware upgrade status.

DrayTek

Essentials

FileTransferLog

i m B < YJUSQPGPOUP‘LRl_u:lPGﬂIup @l elelT |2 |

¥ (2 Device Action 2 , 4 X ) v v |
] ActienLog LogID DeviceID DeviceName MAC address DevicalP Type Status
) Raboetlog 1609 a0 DrayTek_DOSO7F_Viger_00! 00SO7FCI3824 59.115.243.142 d
| RebastiyCPELag —_—
) SetParameterLog
i+ ] FilaTransfarlog
| FirmwaraUpgradaWizard 1609 80 DrayTek_00S07F_Vigor_00f 00507FC33824 59.115.247.215 | FirmwareUpgrade Success

] settingProfileLog
|| DeviceSysiog
» ] System
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12.3 How to upgrade CPE firmware by using VigorACS Sl Firmware
Upgrade Wizard

l. Import firmware file to VigorACS Sl server
There are two ways to import firmware file to VigorACS server:

Upload to VigorACS server from your PC

1.  The newest firmware file (e.g., V3.3.7 in this case) is located on your PC. You can upload it
from your PC to VigorACS SlI. Just click the Provision tab. From the menu tree view on the
right side, click the grey triangle near to Global Setting to unfold it.

DrayTek VigorACS

Your reliable networking solutions pariner

UserGreup | RootGroup - ¥ k" lb ir /1 |
| J

sobngre[ETINRY property e Lastiadity Drectory

Diractory 4096 12302011 13:39:17 -/ RootGroup

¥ [ Global Setting
) Trigger

» [ Firmw are Upgrade

» (] Backup

» [ Restore

Directory 4096 1243072011 14:20:13 - RootGroup

+ [ Provision Setting

+ [ Global Paranveters

2.  Then click Upload File to choose the file to be uploaded to VigorACS Sl server.

Download from our FTP site

1. The newest firmware file (e.g., V3.3.7 in this case) is located on FTP site. You can download
it from the FTP to VigorACS SlI. Just click the Provision tab. From the menu tree view on the
right side, click the grey triangle near to FirmwareUpgrade to unfold it.
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DrayTek VigorACS

Essentials Remote FTP File Your reliable ne king solutions partner

) UserGroup | RootGroup v |

» [ Clobal Satting Filenama Property Sire LastMadify Direetory ja]
¥ L Fiemware Upgrade Directory ]
| Globalsetting Directory [ |
_ IncludeList 2011 databook Directory 4098 03/01/2011 90:60:00 . ,J
L Exdudetist 210 Diractory 4096 11/15/2011 01:41:00

|_] RemoteFilaList ACS 51

i DSLVIGOR_USE_MODE
» ] Restore
» (] Provision Setting
» (7] Global Parameters

Ceclaration of Conforr
Decurnant

France

ISDNVigerl23 Directory 4096 08/24/2008 00:00:00

MiniVigorl2@ Directory 4096 08/ 24/ 2008 00:00:00
Signaturs Diractory 4096 0%/21/2010 00:00:00
Vigsr Hél Dirdctory 4096 08/28/2008 00:

Vigor HES Diractory 4096 12/19/2011 O4:
Vigoerlzo Directory 4096 06/15/2010 00:
Vigorl20 v2 Directory 4098 12/17/200% 00:

Vigerz000 Diractory

08/2%5/2008 00:

2. Then click FirmwareUpgrade to choose the file to be downloaded and uploaded to
VigorACS Sl server.
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12.4 How to use Copy Parameter

VigorACS Sl supports to copy parameters from one of the registered CPE(s) to other CPE(s) with
the same model. It is convenience for duplication and configuration with large setting profiles.

For example, there are three Vigor2920 devices (named 2920_A, 2920 _B and 2920_C) under the
network view, and we want to copy the port redirection setting from 2920_A to 2920 B and

2920 _C.

Essentials

Your reliable networking solutions partner

Unknown Devices

k7 2820(1) @ _ Managed networks and devices
¥ Fr2020 -
L & e Toul number of netvorks:0
& 29204 B
Wi Alarm natvorks:0
& 2920 ¢ Total number of devices:3
» Er3t00(1) Humbar of alarmed devices:0

» Erapsoe(3)

»- Br1PPBX 2820(1)

| 1P Address

Device Name Device Type Action
114.44.. 2920_A Vigerz920n (%]
59.115.... 2920_8 Vigerz9zo \;
61.216.... 2920_¢C Vigerz320 4]

Latest Alarms

Level Time

# Wizards
% Reports

Imventory Monitor

Device Name Network Action

= e h

Take a look at the port redirection setting of 29

NAT == Port Redirection

Y i 7T >

20_A.

Port Redirection

| Setto Factory Default |

Index Service Name Public Port Private IP Status
http server 80 192.168.1.100 v
Index No. 1
Enable

Mode _smge |
Service Name hupm
Protocol TCP v:
WAN IP [27WANI [P Alias[1]114.44.50213 +
Public Port 0 |
Private 1P [192168..100
Private Port 8080

been entered.
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Follow the steps listed below:

1. Access into the VigorACS Sl web user interface. From the network view area located on the
left side of VigorACS SI, choose and click the device (e.g., 2920 _A) to select it.

DrayTek . VigorACS

Essentials Device: 2920

= — g
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Input note hare

2. From the top menu bar, choose the System >> Copy Parameters item to open the following
page.
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3.

4.

DrayTek

On the Select devices list, select devices (e.g., 2920_B and 2920_C) that you want to copy
the parameters settings from other device. Check the box of Copy.
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Click the Next button to open the following page.
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5. From the drop down list, find the NAT menu to locate port redirection parameter (from
2920_A) that you want to copy from.

DrayTek
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6. Double click the parameters which you want to copy from 2920_A at Available Parameter
list, then the chosen parameter will be shown under Selected Parameter. Press the Next

button:
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Port Redirection

Port Redirection Mode
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7.

DrayTek

In the following page, all of the selected parameters with values will be shown as follows for

devices respectively.
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Parameter of index 1 is the one we want to copy to 2920 B and 2920_C. Choose index 1.
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9. If you want to change the value of parameter, you should redefine it now. If not, simply click
Finish.

Dray Tek
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11.

12.

DrayTek

Next, check the status for the routers. Click the 2920 _B or 2920_C on the network view area
then open System >> Copy parameter log item. You will see there is a log in the list and
waiting to be implemented when VigorACS Sl server gets the inform packets from the CPE.

Dray Tek
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Double click the log to open the Detail Window for checking the details about the parameters.
The log will disappear after it has been done. Therefore, if you want to cancel the copy
parameter action, simply delete the log from the log list (clicking the Delete button on the

top).
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12.5 How to create a VPN by using VPN Wizard

Vigor ACS Sl supports VPN Wizard which provides an easy way to create a LAN to LAN VPN
tunnel between two Vigor routers. The following shows an example for PPTP tunnel created
between Vigor2820 and Vigor2920.

VPN server => Vigor2820, LAN network: 192.168.82.0/24

VPN client => Vigor2920, LAN network: 192.168.92.0/24

1.  Click the Device tab and choose Vigor2820 as the VPN server from the Network View on the
left side of ACS SI web.

2. Open VPN>> VPN wizard function on the top menu of VigorACS SI.
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3. Then the VPN wizard web page will appear as the follows:
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4.  Press the Add device button, then choose the VPN client (Vigor2920) at the Network View
on the left side of the ACS SI web.
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5. Click the VPN client (Vigor2920) and drag it to the black area on the right side. Then release
it
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6. Press PPTP button, then Press the VPN client icon (Vigor2920) and drag it to the VPN server
icon (Vigor2820), release it when you see a yellow ring surrounding the VPN server icon.
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7. VigorACS Sl will pop-up a confirmation window, please click the Yes button.
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8.

9.

DrayTek

Wait for device VPN configuration.
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After PPTP connection working, there will be a green arrow from VPN client to VPN server,
you could check the VPN tunnel status on the bottom of the VigorACS SI web as well.

Esventialy Device: 2820

& Networks and Devices \;: Cavita ] Syatamm .;juu ks an )_-.nu:-\\-.,. ) ]

VPN Wirard

+ 2 E Xl Y@

v bk Vi 1)
w e rnaedny
e Lrimin
b Lr2rime)
v R reredn)

& i

1 revar)

L 2esm(n)

B 2eini)

s 2eae(n)

Rk ]

‘lll.‘)]

s 1veas)

» Lrareee(n)

- E R R

v
-

Wizards
& HReporn

Imventory Manitar

ME = erwm KR D

359 VigorACS Sl User's Guide



10. If you want to disconnect the VPN tunnel, to press the Disconnect button, then there will be a
pair of scissors icon on the VPN ling, click it.
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11. VigorACS Sl will pop-up a confirmation window, please click the Yes button.
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12. Wait for device VPN configuration.
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13. After VPN tunnel disconnection, the message will show “No VPN connection”.
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Note: VigorACS Sl wizard supports PPTP and IPSec tunnel, the default encryption for PPTP
Tunnel is MPPE, for IPSec Tunnel is AH-SHAL. If you want to set more details for VPN
connection, you can use Advance connection button instead at step 5.
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12.6 Creating an Account for MyVigor

12.6.1 Creating an Account via VigorACS SI

1. Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The login
page of VigorACS will be shown as the following:

DrayTek VigorACS

User Mame root

Password b ok ek kR

Validated Code T T ¥ X s

LEN YJ[ Login J

2. Please type “root” as user name and “admin123” as password. Then click Login. A License
Error dialog appears as follows:

License Error

Yourlicense is invalid or
expired please go to license server to
activate your licensel!
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3. Click OK. A login page for MyVigor web site will pop up automatically.

Please take a moment to register.

upcoming products and services!

UserMarme : | |

Password | |

AuthCode: [ ] i xxhdd

If you cannot read the word, click here

Forgotten password? | Login

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about

Don't have a MyVigor Account ? Create an account now

If wou are hawing difficulty logging in, contact our customer service.
Customer Senvice @ (22613 597 2727 or

4. Click the link of Create an account now.

5. Check to confirm that you accept the Agreement and click Accept.

VigorACS Sl User's Guide

Create an account - Please enter personal profile.

1. Agresment

GPersonal Information Draytek provides hiyvigor(myvigor draytek com) service according to this agreement . Ywhen you use

Myigor service, it means that you have read, understand and agree to accept the tems listed in this

agreement. Draytek can modify or change the content of the tems without any reasons. it is

GP O ETS suggested for you to notice the medications or changes at any time. If vou still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and

agree to accept the modifications and changes. If you do not agree the content of this agreement,
R please stop using MyYigaor service.
GCompletlon

2. Registration
To use this service, you have to agree the following conditions:

[(3) Prowide your complete and correct information accarding to the registration steps of this service.

(R I wou provide anyv incorrect o fake information here, DrayTek has the rioht to pause or terminste

B

[

I'have read and understand the above Agreement. (Use the seroll bar to view the entire agreement)

[[<<Back | [ Accepts> |
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6. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile. (Fields marked by (%) are required)

Account Information
ement [
oAgre men Ussrlome:™ Mary [ [ Check Account ]
(3~ 20 characters)
Password:™ e i |
6_ (4~ 20 characters : Do not set the same as the usemame.)
Confirm Password:* sene ]
Personal Information
ePrefeleuces First Narme:™ Mary I
Last Name:* Ted |
oCﬂmpleﬁnn Company Name: Tech Lid. |
Email Address:™

‘mary_ted@tech.com |

Please note that a valid E-mail address is required to receive the Subscription Code. You will
need this code to activate your account.

Tel: 0 2] |
Country:™ | SWITZERLAND v
Career™ | Supervisor =

[<< Back ] [ Continue >> ]

7. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
GAQ[%ment
What kind of anti-virus do you use? |Am|V|r ~
Personal I would like to subscribe to the MyVigor e-letter.

Information | would like to receive DrayTek product news.

Please select the mail server for receiving the

a q q Global Server | %

GCompletion [ <<Back | [ Continue >> |

8. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
GAgreement
A confirmation emal has been sent to mary ted@tech.com
Personal Please click on the activation linlt in the email
Information to activate your account

€ Proferences sTART
Ccompeion
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9. Check to see the confirmation email with the title of New Account Confirmation Letter
from myvigor.draytek.com portal.

#HHEF Thiz 15 an avtomated message from mywigor. draytel com ¥+
Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Link : Activate my Account

10. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site

Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please try again or contact to draytek com

11. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type th

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame : |Mar\,r |

Passwaord : |un |

Auth Code t xxhdd
If wou cannot read the word, click here

Forgotten password? | Login

Don't have a MyWigor Account ? Create an account now

If wou are having difficulty logging in, contact our customer service.
Customer Senice : (2863 597 2727 or

12. Now, click Login. Your account has been activated.
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12.6.2 Creating an Account via MyVigor Web Site
1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then, click the

link Click here! to access into next page.

About Us
Product

My Information

DrayTek

yvigorforyon N

Myvigor website replaces the VigorPro site as DrayTek's portal site for
the latest products and services in network security, including Anti-

Virus, Anti-Spam, Web Content Filter... etc. The products and functions Fasswerd

gor BcustomerSurvey

seame ]

VigorPro

that are supported in this site include:

VigorPro Unified Security Firewall series:

AuthCode

« Activation of Commtouch™ GlobalView Web Content Filter

+ Activation of DT Anti-Virus license key
« Activation of Kaspersky Anti-Virus license key ¥

« Activation of Commtouch™ Anti-Spam license key and

Vigor routers (for models that support Commlouchm}

license key

membership

Please use |E 5.0 or above
{ resolution 1024 * 788 } for best
display. © DrayTek Corp.

« Activation of Commtouch™ Globalview Web Content Filter

The MyVigor website contains a trail version of Commtouch™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

license key

More customer-oriented services are planned for MyVigor site for the
near future.

[
Qbk qVd

If you can't read the AuthCode . click here

Forget password?

Mot registered yet ? Click here !

[ ]

2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

ePersonal Information

GP references
eCompletion

DrayTek

Mlyigor Sgreemert

1. &gresment

Craylek provides MyYigorimyvigor draytek.com) service according to this sgreement. When you use
Myigor service, t means that you have read, understand and agree to accept the tems Isted inthis
agreement. Draytek can modify or change the content of the tems without any reazons s
sughested for you to notice the medications o changes at any time. If you stil use MyWigor service
after knoewing the modifications and changes of this service, it means you have read, understand ancd
agree to accept the modifications and changes. If you do not agree the content of this agreement,
please stop using MyWigor service.

2. Registration
To uze this service, you have to agree the following condition:s:

(=) Provide your complete and correct information according to the registration steps of this service.

(R vou provide any incorrect or fake information here, DravTek has the rioht to pause or terminste

|

[

~

I have read and understand the abowe Agreement. (Use the scroll bar to view the entire agreement)

[<<Elack ] L Accept »= ]
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3. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (*) are required)

cAgreemem

Account Information

UserName:™ [ary | [ Cheek Account |
i (3~ 20 characters)

Password:* ovee
_ (4~ 20 characters : Do not set the same asthe usemame.)
Confirm Password:™ [nu
Personal Information
eplefelences First Nare:™ |Mary ‘
Last Name.™ ITed \
GCemplelinu Company Name; ITech Ltd.

Email Address:* {Q?f)’,?ﬁ?‘@[e ch.com

I;\e-asu note ;hat a va‘lid-E-r;l;i'I. lduless nsleq l..li-l-ad. 10 ré‘c‘awe the Subscription Code, You will
need this code to activate your account.

Tel o |- |
Country'* | SWITZERLAND -
Career™ | Supervisor v

[ <<Back | [ Continue>> |

4. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
GAgreemem
What kind of anti-virus do you use? |AntiVir v
Personal I would like to subscribe to the MyVigor e-letter.

Information I would like to receive DrayTek product news.

Please select the mail server for receiving the

. - . Global Server W

GCompletion [ << Back ] L Continue == J

5. Now you have created an account successfully. Click START.

VigorACS Sl User’s Guide

Create an account - Please enter personal profile.

Completion
GAgreemenl
A confirmation email has been sent to mary ted@tech.com

Please click on the activation link in the email
Personal
q to activate your account
Information

e cotorences START
Ccompioton
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6. Check to see the confirmation email with the title of New Account Confirmation Letter
from myvigor.draytek.com.

#HHEF Thiz 15 an avtomated message from mywigor. draytel com ¥+

Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Link : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please try again or contact to draytek com

8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth Code
according to the value displayed on the right side of it.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMarne : |ru1ary |

Password |-uo |

Auth Code - tnhdd] txxhdd
If you cannot read the word, click here

Forgotten password? | Login

Don't have a MyWigor Account 7 Create an account now

If you are having difficulty logging in, contact our customer semice.
Custormer Service : (286132 597 2727 or

Now, click Login. Your account has been activated.

Note: To register VigorACS S, please return to Chapter 3 and follow the corresponding steps
for registration.
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12.7 Upgrade VigorACS with New License Key

To control and manage the CPEs effectively, the administrator must acquire a new license from
DrayTek regularly. Usually, the valid time of the license is one year. You have to renew your
license when it is going to be expired.

Please follow the steps listed below to get a new license for your VigorACS Sl.
12.7.1 License Is Invalid or Expired

1.  Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The login
page of VigorACS will be shown as the following:

DrayTek VigorACS

User Mame root

Password A o o o K K

Validated Code 7><><S|— 7 X X s

LEN 'rJl Login J

2. Please type user name and password. Then click Login. A License Error dialog appears as
follows. It indicates that you cannot access into VigorACS Sl due to the invalid license.
Please purchase a new one and return here to upgrade the license for using VigorACS SI.
When you have prepared a new license, click the OK button.

DrayTek 4 VigorACS

License Error
Yourlicense is invalid or
expired please go to license server to

activate your licensel!
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3. Alogin page for MyVigor web site will pop up automatically. Type your account (user name)

and password in this page. Enter the authentication code with the characters displayed on the
screen. Then, click Login.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame | |

Password | |

Auth Code I:I '[xxhdd
If you cannot read the word, click here

Forgotten passward? | Login

Daon't have a MyWigor Account 7 Create an account now

If you are having difficulty logging in, contact our customer senice,
Costomer Senice : (336) 32 597 2727 or

4. MyVigor will verify and authenticate if the user account you typed is allowed to access into

the web site. If yes, Device Information will appear as follows. Find and click Renew for the
service item of ACS.

Device Information
Nickname : carrie_yfn

HostID :
Model : VigorACS

[ Remame |[ Delee || Tomfer

Action Status Start Date Expired Date Nodes

) Means such servics is in use.

Trial A =
. Means such service is not in use. Allovwes you to have the free trial for service.
@) Means such service has not been activated yet. Allows yau ta renew service license
Meanz zuch service iz in use and will be invalid zoon(less than one !'ab . :
marth). Allovees you to activate service.

From the page, you can see the basic information for the trial version of VigorACS.
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5. You will be guided to the following page. Type the new license number you purchase from
the service provider in the corresponding field. And click Add License.

Apply For A License Number

Semvice Name:  ACS
Service Provider DT-ACS

STEP 1
(@ License Number : |[FD234-861E3-3676F-B3767 | [ Add License |

Ti'.l : Flease ensure that the licence key you enter i for the correct [your preferred ) servios provider.

6. The new added license number will be displayed on the screen as shown below. Click Next
for next page.

Apply For A License Number

Semice Mame:  ACS
Senice Provider DT-ACS

STEP 1

{(®1 License Mumber ; | [ Add License ]

Tlp : Flaasa ensura that tha licence key you enter is for the correct [your preferred) sarvics prowvidaer,

FD234-B61E3-3576F-B3767 DT-ACS 1000 valid
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7.  Check the box of “I have read and accepted the above...” and click Next.

Confirm Message

User Hame : yfn
Serial : 20100128013339
Maodel : WigorACS

License Number Service Provider mm

FD234-B61E3-3676F-B37B7 valid 1000
DrayTek VigorhCs 5I Series End-User Licensze Agresment ~

IMPORTANT:

DrayTek IS WILLING TO LICENSE THE ENCLOSED ZOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED

IN THIS LICENSE AGREENENT. PLEASE READ THE TERHMNS CAREFULLY

BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE
SOFTWARE WILL INDICATE YOUR ASSENT TO THEM. IF YOU DO WOT AGREE

TO THESE TERMS, THEN DrayTek IS UNWILLING TO LICENSE THE »

{ I
I_j I hawe read and accept the above Agreemaent. (Please chaok this bo)
Mext

8.  The activation date will be displayed automatically. Simply click Next.

Apply For A License Number

Seriice Mame:  ACS
STEP 2

Activation Date (MM-DD-¥yyy) | 03-10-2020 || Mext |

9. A confirm message page will be shown as follows. If there is no problem, please click

Confirm.
User Name : carmie_yfn
HostID :
Activate Date : 2010-03-10
Expired Date : 2011-03-09
License Number / Host ID Service Provider Status Nodes
FD234-B651E3-3676F-B3767 DT-ACS walid 1000

Total: 1000 nodes|
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10. When the following screen appears, it means the new license for VigorACS Sl has been
activated. Click Login to VigorACS.

VigorACS License Information

Operation
License id
Start date
Expire date
hax node

Is trial license

Login 1o ACS

1000 Serice activation
aoonthia

2010-03-10
2011-03-09

aoonoozo

Mo

11. Click Login to ACS. You will see the following screen with the new license information.

VigorACS Sl User's Guide

License Key Information

EILY

License Id:
Start Date:
Expire Date:
Max Maode:

Iz trial license:

oo0o0ibva

2010-02-10

2011-0z-0%

1000

Mo
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12.7.2 License Is Valid Still

1.  Click Programs> VigorACS SI> VigorACS Web Page to access into VigorACS. The login
page of VigorACS will be shown as the following:

DrayTek VigorACS

User Name root

Password S S

Yalidated Code Fuws
l EMN TJ l Login I

2. Please type “root” as user name and “admin123” as password. Then click Login.

DrayTek VigorACS

B2 tetwork () view FvPH |

Networks And ‘I Unknown Devices'

4 Networks and Devices

» *7 Wholenetwork(54)

- Managed networks and devices IP Addre: Device Name Device Type | Actior

':& Taotal nurnber of netwarks:24 1ga..., WS510 MEX VigerPro 5510 ()
Alarmn networks:4 27.5... DrayTek_0... | Wigerzoiovs | ()
Total number of devicas:2 o DrayTek_0.. | Wigorz9s0 se ()

Murnber of zlarmed devices:2

Latest Alarms

| Lavel Time Device Name Network Description Action

. P @ Critical | Fri Apr 22 1512 DrayTek_00507.. “holanstwar DavicslossConnact G tad
®_ Wizards -

- @ Critical | Thu Apr 14 231 prayTek_00507...  Wholenetwor DeviceLossConnecti Gl 1al

% Reports

@" Inventory Monitor
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3. Open Help.

Dray Tek

Essentials e A for mniinn Your reliable networking solutions partner
= Menu [ o J J"

About VigorALS

License Id: ooo0iddb

Start Dake: 2011-01-26

>license Agreements Expire Date: 2013-02-26

Max Mode: 5000

Mo

Trial licansa:

4. Click l_” from License Key Information page.

5.  The welcome screen will be shown as follows. Type the username and password, and click
Login.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserNarme ; |carrie_3rrn |

Password |¢||o.o.o |

Auth Code : i- xxhdd

If vou cannot read the word, elidk here

Forgotten password? | Login

Don't have a MyWigor Account 7 Create an account now

I you are having difficulty logging in, contact our customer senice.
Customer Service : (B86) 3 597 2727 or
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6.  The following screen will appear. Find and click Renew for the service item of ACS.

Device Information

Nickname : carrie_yfn
Host 1D :
Model : VigorACS

‘Expired License
Action Status Start Date Expired Date

-
e ACS DT-ACS 2010-03-03 2010-04-02 20

Means such service is in use Trial . .

Means such service iz nat in use. Allowrs you to have the free trisl for service.

Means such service has not been activated yet &llows you ta renew service license.

Meanzs such service iz in use and wil be invalid soon(less than one month). T

Alloves you to activate service.

7. You will be guided to the following page. Type the new license number you purchase from
the service provider in the corresponding field. And click Add License.

Apply For A License Number

Service Name: ACS
Service Provider DT-ACS

STEP 1
(@ License Number - |FD234-B61E3-3676F-B3787 | |__Add License |

Til.l : Flease ensure that the licence key you enter is for the correct [your preferred) service provider.

8.  The new added license number will be displayed on the screen as shown below. Click Next
for next page.

Apply For A License Number

Semice Mame:  ACS
Senice Provider. DT-ACS

STEP 1

(@ License Number : | | Add License |

Tlp : Flaasa ensura that tha licence key you enter is for the correct [your preferred) sarvics prowvidaer,

FD234-B61E3-3676F 83767 DT-ACS 1000 valid
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9. Check the box of “I have read and accepted the above...” and click Next.

Confirm Message

User Hame : yn
Serial : 20100128013339
Model : YigorACS

License Number Service Provider mm

FD234-B61E3-3676F-B37B7 valid 1000
.Dra?Tck VigorkCS SI Series End-User License Agreement =

IMPORTANT:

DrayTek IS WILLING TO LICENSE THE ENCLOSED SOFTWARE TO YOU ONLY
UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED
IN THIS LICENSE AGREEMENT. PLEASE READ THE TERNS CAREFULLY
BEFORE COMPLETING THE INSTALLATION PROCESS AS INSTALLING THE
SOFTWARE WILL INDICATE YOUR ASSENT TO THEH. IF YOU DO NOT AGREE
|TS THESE TERMS, THEN DrayTek IS UNWILLING TO LICENSE THE ¥

_J I hawe read and accept the above Agreemaent. (Pleare chadk this box)
Mext

10. The activation date will be displayed automatically. Simply click Next.

Apply For A License Number

Service Mame:  ACS
STEP 2

Activation Date (WM-DD-YyyY): | 04-03-2010 [[Mext |

11. A confirm message page will be shown as follows. If there is no problem, please click

Confirm.
User Name : carrie_yfm
Host ID :
Activate Date : 2010-04-03
Expired Date : 2011-04-02
License Number/ Host ID Service Provider Status Nodes
FD234-BE1E3-3676F-B37B7 DT-ACS walid 1000

Total: 1000 nodes|
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12.  When the following screen appears, it means the new license for VigorACS Sl has been

added. You can access into VigorACS.

VigorACS License Information
Operation

License id

Start date

Expire date

hlax node

Istrial license

1000 : Service activation
aoon1b7a

2010-03-03
2010-04-02

nonnanzo

fes

Note: For the trial version is still in valid period, you will see VigorACS Sl with two licenses

controlled under My Vigor website.

When the trial version is expired, please click the On (with red light) button to activate the new

added license for VigorACS SI.

iUol It .

Model : VigorACS

[ Remame || Delee || Transfer

Trial Version

Service Provider

“e ACS| DT-ACS

2010-03-03f 2010-04-02 | 20

. ACS| DT-ACS

2010-04-03{ 2011-04-02 {1000

‘ Means such service is inuse.
. Means such service is not in use.

. Means such service has not been activated yet.

Means such service is inuse and will be invalid
zoon(less than one month].

Allovwes you ta have the free trisl far

SErVICE.

Allowes you to renew service license.

LTF

E

Alloves you to activate service.,

DrayTek
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12.8 How to Backup CPE’s Configuration via Wizards

Settings for several CPEs can be back up by VigorACS Sl wizards. It can save time for it is very
convenient to execute setting backup for the administrator.

1. Click the icon of Device.

2. Open Wizards >> Configuration >> Backup.

DrayTek ) VigorACS

3 = BackupType: . Period(day=):
Q" Networks and Devices PTYp RoundRobin - ys) 1

Backup time: () Now (s) Schedule

*_ Wizards

Startday: [2013-11-25 [ Starttime(HH:MM): |17 (v | ¢ [10 |¥ |
End time(HH:MM): | 17 |« | : a0 v

Name Model name Firmware version Modem version Backup

b [ Firmware
» [] Reboot
» (] Factory Reset

¥ B letwork View(3)
(D DrayTek_001DAA_Vigor2925n_( Vigor2925n 3.7.3.2 No DSL

(D DrayTek _00507F Vigor2850_00 Vigor2850 3.6.6 211801 A Annex_A

[N RO

{DDrayTek_00507F_Vigor2320V_0 Vigor2920V 3.6.6 No DSL

% Reports

@ Inventory Monitor

Determine the Backup Type. Here we use RoundRobin as an example. (RoundRobin: The
file name will be tagged as 1~20. The system can save at most 20 files. The 21* file will cover
the 1* file.)

Type the number you want as Period (days). Here we use “1” as an example. It means backup
configuration will be executed once a day. Then, choose the type of Backup time. Here we use
Schedule as an example and set time with 17:10~17:40).

Choose the CPE(s) to apply the configuration backup by checking the Backup box(s).
3. After finished the above settings, click Apply to save the settings.
4. Click the icon of Log.
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5. Open Device Action >> FileTransferLog. We can see all of the specified CPEs have already
finished backup configuration.

— A

[T JEEIA S O JwW[I[®]T

4, ~h

Q, 5= ) Se 1 A
LogID DevicelD DeviceName MAC address DeviceIP Type Status |Event Firmwarelp
25 12 DrayTek_00507F_Vigor28350 00507FES2088  118.160.95.20] Backup Success [Mothing| O
28 11 DrayTek 00507F_Vigor2920' 00507FCS962C 118.160.86.54) Backup Success|Nothing 0
27 10 DrayTek_001DAA_Vigor2925 001DAAACSEFS 192.168.106.1) Backup Success [Mothing| O

6. Check where the configurations are saved. Click the icon of Provision.

7. Open General >> Upload File. Three entries named by MAC addresses are displayed under
Filename. Each CPE’s configuration is saved in its folder.

Provision_UploadFile Your reliable networking so

m [ g’l J Q [ 3/’ J | qg J UserGroup l RootGroup 'J j_i @ |

DrayTek Vid

¥ [ General 2 Q Searc B Q search
i | Upload File Filename Property Size LastModify Dii
e | ] Trigger Diractory 4096 2013/11/22 17:08:01
(] FirmwareU d
P Frmwarellpgrade Directory 4096 2013/11/25 16:28:00 /RootGroup
» [] Backup
- SharedFirmeare Directory 4096 2013/11/25 16:25:07 J/RootGroup
b [ Restore
= 00507FCI362C Directory 4098 2013/11/25 17:13:48 ./RootGraup
b ] Provision Setting
e 00507FEB3088 Directory 4056 2013/11/25 17:20:37 ./RootGroup
001DAAACSEFE Directory 4098 2013/11/25 17:13:48 ./RootGroup

Double-click on one of the entries named by MAC address, the configuration file (named with
1.cfg) for the selected entry will be displayed on the screen.

VigorACS

e e
[M][ o] [ [ ¥ ][ @] vs=crowr [ RootGrou Y@ (@S] [T v |

Q a5 Q5 i Q Searc
Filename Property Size LastModify Directory
Directory 4096 2013/11/25 16:28:00 ./RootGroup
Directory 40886 2013/11/25 17:19:48 ./RootGroup/00507FCI962C
| 1.cfa fg file 6376 2013/11/25 17:19:48 ./RootGroup/00507FCS962C |
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12.9 How to Restore CPE’s Configuration via Wizards

Settings for several CPEs can be restored by VigorACS Sl wizards. It can save time for it is very

convenient to execute setting restoration for the administrator.
1. Click the icon of Device.

2. Open Wizards >> Configuration >> Restore.

Dray Tek

RestoreWizard Your reliable networking solutions partner

& Networks and Devices SEmEime: @ Mo @) schernla

* = Start day: |2013-11-26 Start time(HH:MM): | 18 |+ | : 25 | ¥
*. Wizards B L—J W2EL )

¥, BaConfiquration End time(HH:MM): | 18 |w | : a0 | v
SETEET T EUTEEET
Name Model name Firmware vers jon Modem versi ion File List 14 Restore
¥ 57 Network View{3)

(PDrayTek_001DAA_Vigar2925n_ Wigor2925n 3.7.3.2 No DSL
» [] Factory Reset

(P DrayTek_00507F_Vigor2850_0 Wigor2850 3.6.6 211801_A Annex_A

I (D DrayTek_00507F_Vigor2920V_ Vigor2920V 3.6.6._RCZ No DSL 1.cfg v

® Reports

& Inventory Monitor

& 'm K i ?T D

Choose the type of Restore time. Here we use Schedule as an example and set time with
18:25~18:40).

Choose the model (e.g., Vigor2920 in this example) you want to restore the configuration file
for it. Use the File List drop down list to select the configuration file you want (here we

choose “1.cfig” file). Then, check the Restore box.
3. After finished the above settings, click Apply to save the settings.
4. Click the icon of Log.
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5.

DrayTek

Open Device Action >> FileTransferLog. We can see LogID: 32 indicating that Vigor2920
has successfully restored the configuration.

FileTransfer og A

(MBS V[ @ o] Rontcrnr ML

Search 7y Search

(], Seal (| Search () Searc L&} had, =

LogID |DeviceID DeviceName MAC address Devicel P Type Status | Event | Firn
I 32 11 DrayTek_00507F_Vigor2920V_( 00507FCS962C| 118.160.93.20 Restore  Success | Mothing O

31 i0 DrayTek 001DAA_Vigor2925n_ O001DAAACOEFS 192.168.106.1 Backup  Success | Mothing | 0O

20 12 DrayTek_00507F_Vigor2850_0(| 00S07FEB3088 118.160.89.151 Backup | Success | Mothing 0

29 12 DrayTek_00307F_VWigor2850_0( 00S07FES2088  118.160.89.151 | Backup  Success  Mothing 0

28 i1 DrayTek_00507F_Vigor2920W_( 00S507FC9962C 118.160.93.20 Backup  Success | Mothing | O

27 i0 DrayTek_001DAA_Vigor2925n_ | 001DAAACSEFS| 192.168.106.1 Backup | Success | Mothing | O
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12.10 How to apply KeepProfile Setting in Provision for a New CPE

Suppose VigorACS Sl has made KeepProfile configuration for a CPE. Later, due to some reason,
the CPE is replaced by another CPE with the same model. The administrator can use KeepProfile
setting to maintain some parameters of the new CPE the same as the old one.

1. Click the icon of Provision.

Ll RETAFE AN

2. Open Provision Setting>>KeepProfile Setting.

KeepProfilePanel Your reliable networking solutions partner
b ] Network View i “ﬁ E @ 6 |

» [ General
» [ FirmwareUpgrade
» [ Backup
» [] Restore
¥ [ Provision Setting
_] KeepProfile Setting
- ] SettingProfile
» [] Global Parameters

MAC [ IP Index Selected Parameter Value Available Paramete

3. Expand Network View by clicking the triangle and locate the new CPE.

¥ [ Network View iﬁ:‘][g][lﬂ]“”ﬁj
[ Carrie(0)
> [ FAE(21)
» ] 31ascn(3) MAC [ IP Index Selected Parameter Value

¥ [y KdS_rd3(3)
| ] DrayTek 00507F_Vigor_C
|_] DrayTek_00507F_Vigor_{
] DrayTek BiET

[ MexicoNetwork(0)

3 NL(4)

1 Cthers(0)
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4. Double click the CPE you want. Wait for a moment until the menu tabs displayed.

RINEIIIEY |

Reboot Application... LAN LAN Policy ... LAN_IPRou... LAH_IPR{1 k|
MAC / IP Index Selected Parameter Value Available Paramete
001DAAASASEO 1 Reboot device falze

5. Click the menu tab needed to be modified, e.g., Application in this case.

o B m B O]

Reboot Application... LAN LAN Policy ... LAN_IPRou... LﬂH_IPR{1 b
MAC [ IP Index Selected Parameter Value Available Paramete
Profile
WAN Profila

Service Provider
Service Type
Domain Name
User Login Name
Password

Wild Card
Backup MX

Mail Extender

6. On the Available Parameter field, double click the one you want to modify (e.g., Service
Provider in this case). Related settings will be displayed on the screen. All you have to do is
changing the value.

Reboot Application... LAN LAN Policy ... LAN_IPRou... LAH_IPR{:ILI *
MAC / IP Index Selected Parameter Value Available Paramete
001DAAABABRO 1 Profile 1 Profile
001DAAABABRO 1 WAN Profile 2 WAN Profile
001DAAABSABRD 1 Service Provider IL.I Service Provider
dyndns Service Type
no-ip Comain Name
dtdns User Login Name
changeip Password
huagai wild Card
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7. After you finished the parameter modification, click Save to save the modification.

SIB] I B| S
Reboot miun... LAN LAN Palicy ... LAN_IPRou... LAN_IPRe b | ¥

MAC [ IP Index Selected Parameter Value Available Paramete
001DAAABABBRD 1 Profile 1 Profile
001DAAABABEO 1 WAN Profile 2 WAMN Profile
001DAAABABEOD 1 Service Provider dyndns Service Provider

Service Type

Domain Mame
User Login Name
Password

Wild Card

8. Now, even anyone changed the service provider of the CPE remotely, VigorACS will restore
the settings configured here for that CPE automatically.
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12.11 How to Backup the Database of VigorACS Sli

12.11.1 For Linux Platform — Backup Instantly

1. Enter the path and edit the file “backupconfig_si.txt”.
Path: /usr/local/vigoracs/VigorACS/dbutil/BackupRestoreScript/SI/Linux/
Command: # vi backupconfig_si.txt

Terminal
Eile Edit Wiew Terminal Go Help
fvigoracs/VigorACS/dbutil/BackupRestoreScript/SI/Linux/

si.sh backupconfig si.txt deletetemplate.txt mysglrestore.sh
vi backupconfig si.txt Ji

2. Confirm the parameters with red underlines are correct. Please create the backup directory
(/root/temp/mysglbackups) first if you don't have.

Terminal Go Help
access the MySQL server e.g. dbuser
USERNAME=root

# Username to access the MyS0L server e.g. password

me (or IP address) of MySOL server e.g localhost
alhost

st of DENAMES for Daily/Weekly Backup e.g. "DB1 DBZ DE3"
DENAMES=tro69

# Mysql path
MYSQLPATH=/usr/local/mysql/bin/

# Mysgql profile ,mysql 4.8 use "“, ; --defaults-file=/usr/local/mysql/my.cnf
MYSOQLPROFILE=--defaults-file=/usr/lo /my.cnf

e.g. (yes or no)

# What time do you delete log tables e.g. 2018-81-01 or """ (exclude "")
DELETELOGTIME=20168-01-81

# Mail setup
# What would
# log : g file

# iles : file and sql files as attachments (see do

# 11 " output the log to the reen if run manually.
#

| t : Only send 1 if an error occurs to the MAILADDR.
MAILCONTENT=stdout
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3. Run "automysqlbackup_si.sh™ to back up database.

File Edit View Terminal Go Help

sourceforge.net/projects/automysqglbackup/

of Database Server - localhos

Backup Information for /root/temp/mysqlback now/tre69/tro69 2013-12-30_15h22m.Monday
.s5ql
compressed uncompr ed ratio uncompressed name
1569954 84.4% /root/temp/mysqlbackups//now/tre@

L

ze -
/root/temp/mysqlbackups/

Tarminal
View Terminal Go Help
cd /root/temp/mysglbackups/
Ls

cd now
Ls

trecg

3-11-20 14h18m.Wednesday.sql |tr 26 g i h22m.Monday.sql.gz
3-12-27 16h20m.Friday.sql.gz
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12.11.2 For Linux Platform — Backup by Schedule
1. Enter the path and edit the file “backupconfig_si.txt”.
Path: /usr/local/vigoracs/VigorACS/dbutil/BackupRestoreScript/Sl/Linux/

Command: # vi backupconfig_si.txt

Terminal
File Eljlt View Terminal EIJ Help
fvigoracs/VigorACS/dbutil/BackupRestoreScript/SI/Linux/

.sh backupconfig si.txt deletetemplate.txt mysglrestore.sh
$ vi backu 1fig si.txt

2. Confirm the parameters with red underlines are correct. Please create the backup directory
(/root/temp/mysglbackups) first if you don't have.

Go Help

access the MySOL server e.g. dbuser
2.9. password
# Host name (or IP address) of MySQL server e.g localhost

DBHOST=localhost

# List of DBNAMES for Daily/Weekly Backup e.g. "DEl DE2 DB3"
DENAMES=tro69

# Backup dire
BACKUPDIR=/root

# Mysql path
MYSQLPATH=/usr/local/mysql/bin/

# Mysql profile ,mysql 4.0 use "",m E
MYSQLPROFILE=- -defaults-file=/usr/local/mys

p delete log tables e.g. (yes or no)

# What time do you delete log tables e.g. 2010-081-01 or “"({exclude "*)
DELETELOGTIME=20168-01-81

Mail setup

put the log to the s en if run ma ﬁally,
if an error occurs to the MAILADDR.

#
#
#
#
#
#

31,0-1
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3. Set up the file “crontab -e”. Input the command “crontab -e”.

=] Terminal
File Edit View Terminal ED Help

sh-4.2% crontab -ef

Enter the value “45 14 * * *
lusr/local/vigoracs/VigorACS/dbutil/BackupRestoreScript/Sl/Linux/automysglbackup_si.
sh”, which means we will back up ACS Sl once a day at 14:45.

=] Terminal
Ble Edit View Terminal Go Help

4. Check the file just created.

] Terminal

File Edit Wiew Terminal Go Help

14h18m.
) 15h22m.
14h37m.

? 14h49m.

14hd5m.
-84 14h45m.Saturday.sql.gz
-85 14h45m.5unday.sqgl.gz
-86_14h45m.Monday.sgl.gz
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12.11.3 For Windows Platform — Backup Instantly

1. Edit file “backupconfig_si_windows.txt”.

B EU] = Windows - olEl
Home Share View ~ @

aOle,., BB XD BY (3 8o Be

o

A Select nome
Copy Paste . R Mowe Copy  Delete Rename Hew Properties o
.#_] Paste shiortout to- to = folder = 5 History o Irwvert seleckion
Clipbeard Qrganize Bl Cpen Select
@ = P 4« VigorACS$1 » dbutil » BackupRestoreScript » 51 » Windows v & Search Windows 0
»—i' Eavarites i Mame - Date modified Type Size
B Desktep [5] automysglbackup_si 1/6/2014 638 PM Windows Batch File SKB
|8 Downloads |[1=) backupcontig.si_windows | 1/6/2014%56PM  OpenOffice.org 1.... 1KB
Hhecetpioces 8 “Eileopy Type Operdifeesrs T SR [ B e T8
%) copy_today Size: 844 bytes dows Batch File 1KB
B SkyDrive [ delete Date modified: 1/6/2014 356 PM Lo Barch File 1KB
Iﬁ deleteternplate 6/4/2010 2:21 PM OpenOffice.org 1.... 0O KB
1% My Computer [Z] mysqlrestare 57902012 4:36 PM Windows Batch File 2KE
i Desktop
1| Documents
8. Downlcads

T items 1item selected 244 bytec

2. Confirm the parameters with red underlines are correct.

) backupconfig_si_windows - Notepad = =
Eile Edit Fgrmat View Help

# Username to access the MySQL server e.g. dbuser 4
USERMNAME-=root

# Username to access the MySQL server e.q. password
PASSWORD=

# Host name (or IP address) of MySQL server e.g localhost
DBHOST=localhost

# List of DBNAMES for Daily/Weekly Backup e.g. DB1 DB2 DB3
DBNAMES=tr069

# Backup directory location e.g "c:/backups/
BACKUPDIR="D:/mysglbackups/"

# Mysql path
MYSQLPATH="C:/Program Files/MariaDB 5.5/bin/"

# Mysql profile mysql 4.0 use "™ mysqgl 5.5 use —-defaults-file=/usrlocal/mysglimy.cnf
MYSQLPROFILE=--defaults-file=/usr/local/mysgl/my.cnf

# Backup all tables or part tables{ exclude log tables) e.g. (ves or no)
ISBACKUPALL=yes

# After backup delete log tables e.g. (yes or no)
ISDELETELOGTABLE=no

# What time do you delete log tables e.g. 2010-01-01 or ""(exclude ")
DELETELOGTIME=2010-01-01
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3. Run "automysglbackup_si.sh" to back up database.

Progran Fi

CAWINDOWS\system32\cmd.exe

continue . .

4. Check the backup file just created.

¥

VigorACS Sl User's Guide

o Cut

W= Copy path

mysqlbackups

o 2 X =1 |

Mowe  Copy Delete Rename ey
to- to - v folder

- 4 » My Computer » Local Disk (D) » mysglbackups

e Lecal Disk (D:) -

1item

Marme

[T18478] How to [

[T1847E] How to

backup_Tue-01-07.57Ph01_=ql I

education trainin

lve web demo-c

[ &
Mail - B
Mission

mysqlbackups
Tomy
User
WS EEE Y
1 itern selected 615 KB

Praperties

+ Open *

¢ Edit

5 History

392

WigorAGE SIndbutilsBackupRestoreScriptsSInWindows >

Select al
Select none
lrvert selection
o]
aize
=
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12.11.4 For Windows Platform — Backup by Schedule

1. Edit file “backupconfig_si_windows.txt”.

B EU] = Windows - olEl
Home Share View ~ @

aOle,., BB XD BY (3 8o Be

o

A Select nome
Copy Paste . R Mowe Copy  Delete Rename Hew Properties o
.#_] Paste shiortout to- to = folder = 5 History o Irwvert seleckion
Clipbeard Qrganize Bl Cpen Select
@ = P 4« VigorACS$1 » dbutil » BackupRestoreScript » 51 » Windows v & Search Windows 0
»—i' Eavarites i Mame - Date modified Type Size
B Desktep [5] automysglbackup_si 1/6/2014 638 PM Windows Batch File SKB
|8 Downloads |[1=) backupcontig.si_windows | 1/6/2014%56PM  OpenOffice.org 1.... 1KB
Hhecetpioces 8 “Eileopy Type Operdifeesrs T SR [ B e T8
%) copy_today Size: 844 bytes dows Batch File 1KB
B SkyDrive [ delete Date modified: 1/6/2014 356 PM Lo Barch File 1KB
Iﬁ deleteternplate 6/4/2010 2:21 PM OpenOffice.org 1.... 0O KB
1% My Computer [Z] mysqlrestare 57902012 4:36 PM Windows Batch File 2KE
i Desktop
1| Documents
8. Downlcads

T items 1item selected 244 bytec

2. Confirm the parameters with red underlines are correct.

) backupconfig_si_windows - Notepad = =
Eile Edit Fgrmat View Help

# Username to access the MySQL server e.g. dbuser 4
USERMNAME-=root

# Username to access the MySQL server e.q. password
PASSWORD=

# Host name (or IP address) of MySQL server e.g localhost
DBHOST=localhost

# List of DBNAMES for Daily/Weekly Backup e.g. DB1 DB2 DB3
DBNAMES=tr069

# Backup directory location e.g "c:/backups/
BACKUPDIR="D:/mysglbackups/"

# Mysql path
MYSQLPATH="C:/Program Files/MariaDB 5.5/bin/"

# Mysql profile mysql 4.0 use "™ mysqgl 5.5 use —-defaults-file=/usrlocal/mysglimy.cnf
MYSQLPROFILE=--defaults-file=/usr/local/mysgl/my.cnf

# Backup all tables or part tables{ exclude log tables) e.g. (ves or no)
ISBACKUPALL=yes

# After backup delete log tables e.g. (yes or no)
ISDELETELOGTABLE=no

# What time do you delete log tables e.g. 2010-01-01 or ""(exclude ")
DELETELOGTIME=2010-01-01
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3. Create an ACS Sl backup Task. In the following example we create a task to back up ACS Sl
once a day at 14:10.

Eile  fctien  Meew  Help

« | nE B E
T
b gl [ St Toggen
o B3 Microsedt (B [435AE395-FENC-4591-AD33-2004... When the task i3 created of modified
3 wep 5 RECE Perf i Running &t log on of sey user
@WTMM Ready :gr:?n?wmmu-' % Creste Ttk
= ... g ipertavey Import Task...
T : — [H Display All Running Tasks
[F] Erable A Tasks History
£ New Folder...
Wiew .3
| Refresh
H Hep
| Setectedtom ... .o
B Fum I
m End
4 Disable
Export..
& Properies
i i K Delete
‘When runining the task, use the following user sccount:
RID00535\Lser H Hep
W Run onbywhen el if legged on -
< I >
Cuickly creates 2 smple task.

4. Check the file just created.

me Share i

File Hol L]
i_j Ij 4 cut m @ x IEﬁ m - [ j [+ open = B select an
— [ Copy path 'a" Edit A% Select none
Copy Paste Mowve Copy  Delete Rename Hew Properties a ~

[E] Paste shorteut o=  to~ = folder - HbHistory g Invert selection

Clipboard Organize Mew Open Select

@ <1 » 4 L » MyComputer » Local Disk (DY) » mysglbackups v & Search mysqlba... @

-

ca Local Disk{D)  *  Mame Date medified Type Size
T12478] How to
: :Tlﬂ: th Il | backup_Tue-01-07.10PM02_sql| VT4 Z10PM  SOL File
Ui education trainin e
b Tve web demo-c Date modified: 1/7/2014 210 PM
A Mail
B el - 4l
A Mission
o mysqlbackups
il Tony
S User

U fmriEsREE Y
Titen 1 item selected 615 KB
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12.12 How to Restore the Database of VigorACS Sl

For Linux Platform
1. Check your backup file path and name that you want to restore.
Note: If your file extension is “.gz”, please decompress it first. For example:
file path: /root/temp/mysglbackups/now/tr069/
file name: tr069_2013-12-30_15h22m.Monday.sql
2. Change the path into “/usr/local/vigoracs/VigorACS/dbutil/BackupRestoreScript/SI/Linux/”.
3. Run "mysqlrestore.sh" to restore VigorACS Sl database.

command: # ./mysqlrestore.sh
/root/temp/mysglbackups/now/tr069/tr069_2013-12-30_15h22m.Monday.sql

4. Check the restore status.
You will see “Restore process is finished, please check it”.

Tarminal
File Edit Wiew Terminal Go Help
cd /root/temp/mysglbackups/now/troed/

.Wednesday.sql [tr069 2013-12-30 15h22m.Monda
Frida gl.gz

/vigoracs/VigorACS/dbutil/BackupRestoreScript/SI/Linux/

ckup si.sh deletetemplate.txt

glrestore.sh temp/mysglbackups/now/tro69,/tre69 2013-12-30 15
.sql
restore in progress...
lestore process is finished, please check it.
sh-4.2# i

For Windows Platform

1. Check your backup file path and name (of VigorACS SI) that you want to restore. For example,
file path: D:\mysqlbackups\
file name: backup_Tue-01-07.57PMO01_.sql

2. Change the path into
“C:\Program Files\VigorACS SI\dbutil\BackupRestoreScript\S\Windows\”.

3. Run "mysqglrestore.sh™ to restore database.

4. Check the restore status. You will see “Restore process is finished, please check it”.
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= CAWINDOWS\system32\cmd.exe

= Program Fi
Uolume in drive C he
Uolume Serial Number

utilsBackupR reScript~EInHindows >mysqgly
:~P1-87 .57PHB1

check it.
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12.13 How to use VigorACS Sl to do batch firmware upgrade

This document introduces how to do Batch Firmware Upgrade with VigorACS SI.

1. First, upload the firmware file to ACS server: Go to Provision, click on Upload File and select
the firmware file for the Vigor routers.

Your reliable networking solutions partner

CT— : TR YIT L L T
b O General 1 L = S
B L FirnemsreUpgrade Propesty Size LastMadty Directory

+ ] Backup

Dy 478§ TOEAMLIIC 4702138
B Fnatmen Blistery 288 2014712709 14:02:13
¥ (5 Provision Suitieg Diitmatlewy 4036 T042/02/ 14 12:05:104
¥ L1 Chebal Parameters
Surmeiary 2054
11 File 3 14 26
Ity 4096 ZO11/07/ 26 1503017
Dirgctony 4096 ZOT4/10/20 17202130
all file E3STOAE
Dirgeey 4096
BEISTAIGLEID Birectory RLEY]
QUITFICRCLE Diiveeiory 4036
(it Blraciony 2554
5 | DOSOTFCADES Diivmaiiry 4004
3¢ | v Opbe all film £214244 s
23 | DOSEIFIRASES Dirmciory At 6155 fRoatiirowsp
o | DUIDAAAZASLE Cirecioey A0 & atliroup
| poBOTFARIAER Dirgtony “0%% 014 [EeotGroun
OEIIFRALSERD Dinemeny 4096 2oRE/1E/1 MR satbraun
wIBZO G FEERCL .l all file 813444 TEEATLLA0T ITE0IT {Rigatrows
BEIATRELEDRE Biliectony so%4 2611/18¢28 63:57 158 fRootdroup
VIFI0_20i40330.4fg chg fila £ddg TCALOT B0 AT DA ET {RuoalGrowp
BOISTFT 10780 Blrmetiry 2554 2610/13/62 20:33:26 {Roatdroup

LastHedity Oirestory
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3. Go to Device >> Wizards >> Firmware >> Firmware upgrade.

(825 38

B Bran T e &

GGGGEGHOGG T |

Enter Job name.

Click on File and select the firmware file.

Set the Upgrade Time.

o o T @

In Select Devices, find the devices which you want firmware upgrade to be done and
check the Upgrade box.

e. Click Apply button to upgrade.

4. Go to Log to find out about the upgrade process. It will generate the step by step logs of
firmware upgrade process from initial phase up to completion process.

?GLQ:;

eiea aras e e

]

COCGOG
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Te

5. Atthe end of the upgrade process, users can generate the report by from Device >> Reports

>>Firmware >> Firmware Groupview.

Essentials

» [ Davies Action
» (i System

Essentials

b (3 Davic Action
= [ Symtem

Logig

421504
421502
421502
421501

421500
421493
421498
az1497
421496
421493
421494
421452
421401

421485
421403
421484
421459
421458
421457
421456
421455
421454
421453
421482
421430
421889
421448
az1847
az1046
421443
az1404

a21441

Log 1D
421504
4213503
421502
21501
421500
421453
421450
421487
421496
421485
421498
421492
421491
421486
421405
421484
421439
421458
421457
421456
421455
421454
421433
az1am2
421430
421449
421448
421447
421445
431448
421444

421441

& | X | (@ oo uan

Action
Infarm
Infarm
TransfarComplate
Raboot

Infarm

Infarm

Connload
Cownload
Infarm
Infarm

Inferm

SetParamate:
Infarm
tnfarm
Infarm
Infarm
Iafarm
TransfarComplate
Rebast

Infarm

Demnlosd

Infarm

SatParamatarialues

SatParamatariak

SatParamatanys

SetParamatery;

Infarm

Infgrm

Device Name

DrayTak 0DIDAA_Viger1850s_C0IDAAS

o
DrayTak_DOIDAA Vigor2BE0n_DO1DAAE

o kO igor2860n_COLDAAS

¥Tak_DOIDAA_Vigor2B80n_COIDARE

DrayTak_0OIDAR Viger1860n_00DARE

DrayTak_DO1DA
DrayTek_DOLDAA_Viger2860Vn_0010F
DrayTek_DO1DAA_VigorZ860vn=_00104

i00r2860Vn=_001DH

OrayTek_DOIDAA_Vigor2860vn=_010¢
DrayTek_DO1DAA_Vigorz860vn=_00104
DrayTek_003DAA_Vigariie0n_DODARS
AA_VigorZ850Wn=_00104
IGor2880Vn=_0010¢
DrayTak_DO1DAA_Vigor2850n_D01DAAS
DrayTak_o gerafEtn_0010AAS
DrayTek_DDIDAA_Vigar2925Wns 00104

DrayTak_o

DrayTak_003DAA_)

vy

ora)

k_DOSCTF_Vigor2850_00S07FES:
DrayTek DOSOTF_Vigar2830_COSOTFID

yTak_GOSOTF_Vigor2830_00SCIFES:

Tak_DOSOTF, Vigar1830_0OSOTFID

0OS07F_Vigor2830_00S0TFTD

DenyTak, COSOTF Wiger2830_OSOTFID

_DOSOTF_Vigor2830_00S07FTD

_DOSOTF_iger2830_BOSOTFID

DrayTek_DOSOTF_Vigor2830_00S07FER!

o

k_DOSOTF_Wigsr2830_DOSOTFID

DrayTek_DOSOTF_Vigor2850_00507FER!

DrayTak_DOSOTF_Vigar2830_00S0TFER:

DrayTek_DOS07F_Vigar2830_00S0TFID

DrayTek_0OSOTF_vigor2830_COSCTFER!
DrayTek_DOSO7F_Vigar2830_00S0TFTD

DrayTek_0OSOTF_vigor2830_00SCTFER

MAC Addrass
001DAAARBEED
001DARAREEED
001DAAAIBEED
001DARAREEED
001DARABBEED
001DAABCATFE
01DAABCACEE
001DAABCATFE
001DAABCACTE
001DAABCATFE
00IDAAARBSED
001DAABCACFE
001DAABCACED
001DAAABBEED
GOIDAAARDEED
001DAABCI2DE
00307FERICRE
00SATFIO0ED
a03a7FERICEE
00SATFIDOED
00307FID0E0.
00SATFIOOED
00307FID0E0.
00S0TFIDOED
0037FEB30RE
00307F7D0E0
0037FEB308E
o0s07FER3CES
00HTFTDUESD
0030TFEICEE
00ITFTDOESD
00307FE83CE8

Davice 1P
27.32.13.142
27.32.13.042
273213142
27.32.13.142
27.32.13.142
124.148.51.177
124.149.51.177
124,149.32.177
124.149.52.177
124.149.32.177
732342
124.148.32.177
124.149.32.277
27.32.13.042
273233042
12416818417

124.43

737
118.169.45.27
1344327727
118.169.48.27
11.169.45.17
128.169.48.27
116.169.45.17
116.169.48.27
114.43.077.27

118.169.45.17

118.1

£9.45.17
1344337727
118.169.45.17

134.43.377.27

Action 10
177817

1143
177313
137148
137247
a7
177810
177303

244
177504
177480
177487
177486
177488
119731
1138

177484
137142

177482

177483
177430
177478

0 12106118
2015/01/20 12:03:08
2

12103:08
2015/01/20 12:0%:07
2015/01/20 12103125
2015/01/20 12102:39
2013/01/20 12102138

/01/20 12:02:37

420 12100139
12100:32
1L135:86
12
2013/01/20 09146:33

a2

18,3202
18,48:09
1947132
18473

19147:30

18,4231
2013/01/19 18,38:33
18.38:30
18,3827
18:36:58
18,3653
18134309

2013/01/19 18134107

2

ro

9 18:02:

Infaem
Tnfarm
TransferCemelate
Raboat

Infarm

Infarm
TransfarCemplate
Rabost

Infarm

Connlosd

Bownlosd

Infarm

Infarm

1nfarm
SeParametaryalues
1nfarm

InFerm

Infarm

Infarm

Infarm

ansfarComplats
Rabost

Infarm

Demalond

Infarm

SatParam

SatFaramatervak

SetParamatery,

SatParamatary)

Infarm

Davice Name
OrayTak OD1DAR Viger1860n, 001DALE

1DAA_Vigor286n_G02D)
DrayTak_DO1DAA Vigor2860n_DOIDAAR

CrayTai_o IGOr2850n_0010AAS

OrayTak_001DAA Vigor2860n_00DAR

ora
DrayTak B0 L0AA Vigor2860Vn+_00108
5 _DOLDAA_Vigor2860Nns_D01DS
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Then you will get the Group Report.

Your reliable networking solutions pariner

L]
|| Firmware_Ove... = } Fiemware_Geou... (K]

» [ Traffic Reports 1
¥ 3 Firmware

[} Firmmare Cuasvian VigorACS Report

Firma v T .
L] Firrrmare Groupvie Firmware Groupview
] Firmrare Upgrade Wizard Ow
Device Total Count2
¥ 3 Matwork Madel_Fimware_Version Device_Name
= O status Vigor2a60¥ne_3.7.4.5 001 Or2B60VI+ D01DA 124.149.51.177
(] Information VigorZasin_3.7.4.5 DrayTek_DOTDAA_VigorZB6on_DODARA 273213142
=
& Inventory Monitor

6. Similarly, you can generate Status Report from Reports >> Status >> Status Overview to
check the status and severity of the connected devices.

Your reliable networking solutions partner

N} Networks and SRS v FEEIRS 2

() Farmware, _Ove... & [0 Fmware, _Grou... (%] [ status_Ove.. [
»> 5
» LI Traffic Reports.

v EyFirmwars

[ Fimmare Grarian VigorACS Report

| Firmmare e Status Overview Report
| Firmrare Upgradae Wizard Svw
~ Device Total Count:2
¥ EaMetwork MAC_Address 1P

L) 1P Swmrviaw( wan/LAN) AA_Vigor2860n_001DAA O01DAAASHAE 27.32.13.142  Vigor2360n

orZ860Vne 0010 001DAABCACE 124148.51.177 Vigor2a60vine

¥ Eastatus
[ Statuz Svarview

[ Information

& Inventory Monitor
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12.14 How to create user account and network group by
Wholesale Wizard

This document demonstrates how to use Wholesale Wizard to create user account, user group and
network.

1.  Go to User page, click Wholesale Wizard to start to create user accounts.

Your reliable networking solutions partner

MailNotily SMS Matily

(G (G

2. Setup the user account details:

DrayTek

wholesalewizardPanel

WE=Eerd KX e T D>

a. Type the UserName and Password.

b. Type the Email and telephone number if the user need to receive some logs by mail and
message.

Choose Active as status.

Check the Mail Notify and SMS Notify if needed.

Choose the role to give the account different level of authority.
Click Next.

- ® o o
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\ Note: The authority of each role is illustrated in the picture below.

¢ ]
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)
e e

€

o =
p—
I

D

IQ\

Q

(AN B S . P alad System Administrator
A B . Ieaed Group Administrator

A8 Baalcd Administrator

54 Operator
54 View only Operator

3. Choose an existing group or create a new user group:

DrayTek

Essentials WholesaleWizardPaneal

Create a user group

sUser () Existing group

>User Group

RootGrou,
=User Group Management
=) Hew group
=Role Management

=Function Management Grouphame:

sDevice Group

EnableGlobalMalServer:

Nodes:

test_group

V|

i

-1

EnableExpirelate:

ExpireDate:

v

[od

2015/11/30

E November 2015 3]

5
1
:d
L5
22

M
2
9
it
23

25 FAlK

T W T FE S
3 4 §5 &8 7
10 11 12 13 14
17 18 19 20 21

24 25 26 [ 28

a. Type the group name.

b. Check EnableGlobalMailServer if needed.
c. Enter the maximum users of the group in the node field (Default is -1 which means

there is no limits).

d. If administrator wants to set the date when user access permission expires, enable
EnableExpireDate then choose the Expire Date.

e. Click Next.
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4.  Choose an existing network or create a new network:

Dray Tek y

Essentials

WholesaleWizardPanel

Create a network

| Existing network

>User
L

| >User Group

| >User Group Management

) Mew network
| >Role Management
| >Function Management Parent Network: L Network View - J
| =>Device Group MetworkName: test_network
Location: draytek_6F
User Name: rest
Password: resli
Q

Choose one of the existing networks as the Parent Network.

Type the User Name and Password of the new network.

a.
b. Type a brief description or address for the new network Location.
C.
d. Click Next.

5. Confirm the information of user, group and network in the summary page. Then click

Finish.
A

Essentials WholesaleWizardPanel

User:

UserName: draytek
Password: 123

Email: draytek@gmail.com
Telphone: 1234567
Description: test for ACS
Status: Active

MailNotify: true

SMS Motify: true

Role: System Administrator

| >User

| >User Group

| >User Group Management

| >Role Management

| >Function Management

| >Device Group

Network:

New netwark

Parent Metwork: Netwark View
NetworkName: draytek
Location: 6F

User Name: test

Password: test

UserGroup:

6.  The prompt window pop up shows that update new user is successful.

Add successl|
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7.  Administrator could check the new user information in User Panel.

VigorACS

UserPanel Your reliable networking solufions partner

|
= MadiNotily SMS Notify
Status i
Acwe ¥ _g,
Act v ¥ I
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Chapter 13 Trouble Shooting

This appendix will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to

check you

r basic installation status stage by stage.

When you try to invoke VigorACS and get the following error message, please locate the file of
“server.log” from C:/Program Files/VigorACS Sl/server/default/log and send the file to your

dealer for

at
at

at
at

further assistance.

org.jhoss.web.tomcat . tc5.Tomcats.startConnectors(Toncath. javaz54%>
org.jhoss.web.tomcat.tcS.TomcatS . handleNotification{Tomcats. java:586>

sun.reflect.GeneratedMethodAccessord. invoke(Unknouwn Source?
sun.reflect.DelegatingMethodAccessorInpl. invoke(DelegatingMethodAcces

-Jjava:25)

at
at

Java_lang.reflect.Method. invoke(Method. java:585>
org.J mx.notification.NotificationListenerProxy. invoke(Motificati

onLiztenerProxy.j 153>

at
at

$Proxy2? . handleMotification{Unknown Source2
org.jhoss.mx.util.JBossMHotificationBroadcasterSupport.handleMotificat

ion{JBossMotificationBroadcasterSupport.java:127>

at

org.jhoss.mx.util.JBossMHotificationBroadcasterSupport.sendNotificatio

n{JBossNotificationBroadcasterSupport. java:188>

at
B8 >

at

at

at

at

at
11:45:51.48
=_4 8_4_GA

org.jhoss.system.server.ServerInpl.sendMotification{ServerInpl. java:?

org.J stem.server.Serverlnpl.doStart{Serverinpl. java:-497>

org.J stem.zerver.ServerInpl.start{(Serverinpl. java:362>

org.J Main.boot(Main. java:288>
org.jboss.Main%l.run{Main. java:464>
Java.lang.Thread.run{Thread. java:595>

4 INFO [Server] JBoss <M{ MicroKernel> [4.8.4.GA <(build: CUSTag=JBos
date=200685151888>]1 Started in 1m:6s5:35%ms

BEE
B

For Linux

system, please locate the file of “server.log” from

lusr/local/vigoracs/VigorACS/server/default/log/ and send the file to your dealer for further

assistance.

13.1 Contacting DrayTek

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to support@draytek.com.

DrayTek

405

VigorACS Sl User's Guide



This page is left blank.

VigorACS Sl User's Guide 406 Dray Tek



Chapter 14 Reference
Information

14.1 For Linux System

Corresponding files on Linux system required for VigorACS will be stored in the following paths:

java: /usr/local/jdk1.5.0_07
mysql: /usr/local/mysql
vigoracs: /usr/local/vigoracs/VigorACS/

log: /usr/local/vigoracs/VigorACS/server/default/log/server.log
bind ip: /usr/local/vigoracs/VigorACS/bin/startway.txt

mysql data: /usr/local/mysql/data/tr069

start/stop vigoracs : /usr/local/vigoracs/VigorACS/bin/vigoracs.sh

To check the current process of VigorACS, please use the following commands to inquire

ps(vigoracs): ps -ef | grep "/usr/javase/bin/java -server" |grep -v grep
ps(mysql): ps -ef | grep safe_mysqld|grep -v grep
or

ps -ef | grep mysqld_safe|grep -v grep

Some link files are required for VigorACS running under Linux system properly. If any one of
them is missed, unexpected problems might be happened.

In(java): /usr/javase >> /usr/local/jdk1.5.0 07/
In(mysql): /usr/local/mysql >> /usr/local/mysqgl-5.1.41-linux-i686-glibc23
In(mysql): /tmp/mysgl.sock >> /var/lib/mysql/mysql.sock

14.2 For Windows XP System

Corresponding files on Windows XP system required for VigorACS will be stored in the following
paths:

java: C:\Program Files\Java\jdk1.5.0_07
mysql: C:\mysq|
vigoracs: C:\Program Files\VVigorACS SI

log: C:\Program Files\VigorACS SI\server\default\log\server.log

license key: C:\Program Files\VigorACS SI version\license.key

bind ip: C:\Program Files\VigorACS SI\bin\bindip.txt

mysql data: C:\mysql\data\tr069

start vigoracs : C:\Program Files\VigorACS SI\bin\StartVigorACS.bat

stop vigoracs : C:\Program Files\VigorACS SI\bin\ShutdownVigorACS.bat
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