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1. Multi-WAN and Network Reliability

The paragraph below is an excerpt from Wikipedia about the objectives of reliability engineering:
The objectives of reliability engineering, in decreasing order of priority, are:®

1. To apply engineering knowledge and specialist techniques to prevent or to reduce the
likelihood or frequency of failures.

2. To identify and correct the causes of failures that do occur despite the efforts to prevent
them.

3. To determine ways of coping with failures that do occur, if their causes have not
been corrected.

4. To apply methods for estimating the likely reliability of new designs, and for analysing
reliability data.

In the modern business world that relies heavily on Internet access for email, website access, VOIP,
marketing, Ecommerce, file sharing, cloud services, etc., network reliability involves the ISP
connectivity, the hardware (servers, routers, switches, APs, etc.) and all other elements needed for
successful system operations (power, software, etc.).

DrayTek have developed multi-WAN routers to tackle the issues of network reliability and to provide
maximum up-time for Small to Medium sized Business (SMB). There are three key functions in this
regard:

1. Load Balance
2. Failover
3. High Availability

Load Balance refers to the functions of:

e Using a multiple Internet connections, via the same or different ISPs, to increase network
capacity, and
e Allocating the total capacity to various applications or section of LANs.

Failover refers to the function of automatic changeover of Internet access when one of these fails.
When the failed internet service is fixed and returned, the router will switch back to it automatically.

An additional function of Load Balance and Failover over multi-WAN is VPN Load Balance and
Failover which provides extra speed and reliability for VPN connections.

High Availability, also called hardware redundancy, refers to the function of automatic changing over
of hardware, e.g. a standby router when a primary router fails for whatever the reasons (loss of
power, hardware failure, etc.).

This training module Part 1 deals with Load Balance and Failover with Multi-WAN. High Availability
will be covered in Part 2 of this module.
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1.1 WAN Load Balance
WAN Load Balance feature can be enabled for Dual WAN and Multi-WAN routers. The benefits of
WAN Load Balance include:

e Reduced reliance on a single service provider

e Increased bandwidth capacity to the Internet

e Increased Internet speed using Session Based Load Balance
e Ability to use VPN Load Balance feature in supported routers

On a network with a large number of users, the Internet bandwidth is effectively increased since
Internet traffic from each computer is sent over more than one WAN connection. In the diagram
below, the effective Internet bandwidth is 30 Mbps through the primary and secondary lines.

10Mbps

(Primary Line)

Cable Modem
Vigor2920

20Mbps

(Secondary Line)

ADSL Modem

WAN1' WAN2

LAN

A

| LAN
-

| |
.a
-

|

(1}

1.1.1 Session Based WAN Load Balance
You can setup Load Balance with the Session Based mode to aggregate the multiple WAN
connections and gain greater Internet speed, as shown in the diagram below.

Session-Based Load Balance

WAN1
, =
WAN2 =
LAN client Vigor Router Server
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1.2 WAN Failover
With WAN failover the secondary WAN connection is in standby mode and will come online when
the primary WAN connection fails. DrayTek’s WAN Failover function ensures minimal interruption to
network services, and is available on single WAN (with USB mobile 3G/4G access), dual WAN and
Multi-WAN routers.

A )
Iﬁ_ﬁr Primary Wfl! - .
LAN |’ ! .- * ISP1
Network ==  gmaEe== \ -
1’ Vigor Router Failover WAN e
el ISP2

1.3 VPN Load Balance and Failover
WAN Load Balance supports the setup of VPN tunnels to a remote site over multiple WAN
connections. This has the advantage of increased bandwidth over the combined VPN tunnels to the
remote site. Besides, the VPN tunnel can keep running should one of the WAN connections fail, so
interruption to business activities will be kept to minimum.

The WAN Load Balance and Failover feature is supported by the following Dual WAN and Multi-Wan
DrayTek routers: Vigor2832, Vigor2860 series, Vigor2925 Series, , Vigor2952, Vigor2960 and
Vigor3900 routers.

VPN Backup
WAN1

-~

LTE Server Zone

VPN Trunking

WAN1 _WAN1 ' ‘—
1€ a ;ig
£ QE=E
WAN2 WAN2 Server Zone
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2. Multi-WAN Load Balance
WAN Load Balance is supported over any combination of WAN connections. These can be ADSL,
VDSL2, Ethernet WAN, and Optic Fibre, 3G/4G via USB 3G/4G modem or LTE connection in the LTE
routers.

When using WAN Load Balance, dual WAN and multi-WAN routers allow you to connect each WAN
interface to a different service provider. If Internet connectivity through one service provider goes
down, the other service provider (or providers) will take over so you will have continuous Internet
connectivity. It does not matter that the data connection was through the WAN connection that
failed since the session will be re-established through the other WAN connection.

2.1 WAN Load Balance Configuration
Internet traffic is distributed over each WAN connection using one of two algorithms which are
based by the line speed of each WAN Internet connection. These are:

e “Auto Weight”
e  “According to Line Speed” - the traffic distribution is determined by the pre-configured line
speed setting for each WAN connection.

DrayTek virrss s igrs AF N H B

WAN >> General Setup

Dashboard Load Balance Mode: \Auto Weight v |
Wizards Setup Auto Weight f
Online Statu i i peed
. 3 Index Enable Ll - Line Speed(Kbps) Active Mode
WAN Mode/Type DownlLink/UpLink
General Setup WAN1 v Ethernet/Auto negotiation 0/0 Always On
WAN2 W Ethernet/Auto negotiation 0o/0 Always On
WAN3 ' USB/- o/0 Always On
Load-Balance/Route F WAN4 v USB/- 0/0 Always On

NAT

::_'i‘"d""‘l'lm Acceleration Note: The line speed setting of WAN interface is available only when According to Line Speed is

User Management selected as the Load Balance Mode.

Objects Setting oK

CSM
Bandwidth Manageme
Applications
VPN and Rem
Certificate Ma

ote A :

2.1.1 Auto Weight

In Multi-WAN routers, Auto Weight automatically determines the traffic distribution for all active
WAN interfaces. The routing decision is made according to the ratio of each WAN's remaining
bandwidth, which is calculated by subtracting the bandwidth currently used from the maximum
bandwidth.

For example, suppose there are two active WAN interfaces: WAN1 and WAN2. WAN1's maximum
bandwidth is 10Mpbs, and WAN2 is 20Mbps. If both WAN have 5Mbps traffic at the moment, then
the remaining bandwidth of WAN1 is 5Mbps, and WAN2 is 15Mbps, or a ratio of 1:3, and the load
balance weight of WAN1 and WAN2 will be 1:3. If there are four new sessions to be setup, one of
them will be sent to WAN1, and three of them will be sent to WAN2. The router will keep monitoring
the bandwidth used on each WAN interface, and update the load balance weight periodically.

Multi-WAN and Network Reliability in DrayTek Routers (Part 1) Page 7
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WAN WAN >> General Setup
General Setup

Load Balance Mode: | Auto Weight

Setup - J
Index Enable WMode/Type g:::ﬂﬁss;blf:z Active Mode
WAN1 v ADSL/- 0/0 Always On
WAN2 v Ethernet/Auto negotiation 0/0 Always On
WAN3 v usB/- 0/0 Always On
WAN4 v usB/- 0/0 Always On

Note: Whe line speed setting of WAN interface is available only when According to Line Speed is

lected as the Load Balance Mode.

Priority:
Active Mode:

Load Balance: V!

2.1.2 According to Line Speed
In "According to Line Speed" mode, the maximum bandwidth is the Line Speed value defined by the
network administrator on WAN >> General Setup >> WAN index page.

For connections using ADSL connections or an external modem, it is recommended to run several
speed tests and use the average value to enter in the router WAN configuration menu. Otherwise
you may see unexpected results where more traffic is sent over a slower connection.

WAN >> General Setup

WAN 1
Enable: ‘YG?"
Display Name: ‘
Physical Mode: ADSL
DSL Mode: |ADSLonly v
Physical Type: [Auto negotiation _ |
DSL Modem Code: _Default v
Line Speed(Kbps):
DownLink &366007?
UpLink
f ‘ channel 1)
Tag value: 10 ’ (0~4095)
Priority: [ | (0~7)
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2.2 WAN Load Balance modes

There are two modes for WAN load balancing over multiple WAN connections: IP Based and Session

Based.

2.2.1 IP Based Load Balance

IP-Based mode means if the destination is the same (e.g., the same server) the session will be routed

to the same WAN interface.

LAN client

Dashboard
Wizards
Online Status

WAN
General Setup

LAN

Load-Balance/Route Policy
NAT

Hardware Acceleration
Firewall

User Management

Objects Setting

CSM

Bandwidth Mananement

Multi-WAN and Network Reliability in DrayTek Routers (Part 1)

IP-Based Load Balance

é‘&

WAN2

Vigor Router

WAN >> General Setup

Load Balance Mode: | Auto Weight v || [IP Based v
Setup
Physical Line Speed(Kbps) .
Index Enable Mode/Type DownLink/UpLink Active Mode
WAN1 v Ethernet/Auto negotiation 0/0 Always On
WAN2 v Ethernet/Auto negotiation o/0 Always On
LTE \'% USB/- 0/0 Always On
WAN4 v uUsBe/- 0/0 Always On
Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as

the Load Balance Mode.
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2.2.2 Session Based Load Balance

In Session Based mode, Internet traffic having the same destination is routed through multiple WAN
connections. This feature is suitable for businesses requiring greater Internet speed by aggregating
Internet sessions over multiple WAN connections, and is available on all later dual and multi-WAN
routers.

Note: Session based load balance is NOT bonding.
e Bonding is done on physical link.
e Session based is done on software layer.
o Independent with different physical connections (DSL, Ethernet, USB).
o Not limited to same ISP.

Session-Based Load Balance

LAN client Vigor Router Server

Session Based Configuration menu

WAN WAN >> General Setup
General Setup

Load Balance Mode: | Auto Weight IP Based
Setup
Index Enable Mode /Type awnnk%lﬁ'i,:lz Active Mode
WAN1 v ADSL/- 0/0 Always On
WAN: v Ethemet/Auto negotiation 0/0 Always On
WAN3 v USB/- 0/0 Always On
v USB/- o/0 Always On

: Whe line speed setting of WAN interface is available only when According to Line Speed is
lected as the Load Balance Mode.

Priority:
Active Mode:

Load Balance: ‘

Multi-WAN and Network Reliability in DrayTek Routers (Part 1) Page 10
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The speed test results below show that the speed using Session Based Load Balance is the sum of
the individual speed test results from WAN 1 and WAN 2 (10.56 Mbps + 12.10 Mbps ~ 22.58Mbps;
0.85 Mbps + 0.82 Mbps ~ 1.68Mbps).

ADVERTISE BECOMEAHOST  fi MY RESULTS SUPPORT 4] PING = DOWNLOAD SPEED @ UPLOAD SPEED
2
O ®

NBN In Your Area . B 15 12.10 mops 0.82 mbps

Experience the future. Check for NBN availability!

.o NEW SERVER \ !%! éé!ﬂ J SHARE THIS RESULT

'® PING 0 DOWNLOAD SPEED © o) UPLOAD SPEED TS
34 ms 1 056 Mbps 085 Mbps Telstra Internet?

4 NEW SERVER TEST AGAIN SHARE THIS RESULT |I|

Are you on Take our Broadband Internet Survey!
Telstradnternet? =
Fastest Internet Available

Take our Broadband Internet Survey! /
| Local High Speed Internet

High Speed Internet Near You =
Top 3 Internet Providers

Fast Internet Providers

T1 High Speed Intemet

WAN 1 Speed WAN 2 Speed

@ PING 3 0 DOWNLOAD SPEED o_@ UPLOAD SPEED

1 5 ms 2258 Mbps 1 68 Mbps

& NEW SERVER TEST AGAIN SHARE THIS RESULT T

NBN In Your Are you on

TelstraInternet?

Area

- |
Experlence the future. Take our Broadband Internet Survey!

ilability! = .
Check for NBN availability! @ Measure the quality of
B e S your connection.

BEGIN TEST
H

Aggregated (Session Based) WAN1+WAN2 speed

2.2.3 Video Demonstration of Session Based Load Balance
Video demonstration of Session based load balance is available on YouTube at:
https://youtu.be/mWUoKHf7IpU
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2.3 Exercise - Set up and test WAN Aggregation

Configure a dual WAN Vigor router with one WAN connected to ADSL or Ethernet WAN and second
WAN connected via USB 4G modem as shown in the diagram below.

4G LTE Connection (WAN 3)

Central Switch

Internet Connection

WAN 2 connected to central switch

For LTE WAN configuration instructions refer to exercise 4.1 in WAN Connectivity Options training
guide.

Refer to the instructions below for configuring WAN 2 connection to the central switch.

Go to WAN >> Internet Access configuration menu in the router. Select Static or Dynamic IP for
“Access Mode” from the pull down menu and click on the Details Page tab.

m ) WAN >> Internet Access
Dashboard Internet Access
Wizards Index Display Name Physical Mode Access Mode
Online Status
_— LWANT ADSL/VDSIo  [PPPoFE/ PEPoA x| [ Detailepage | 1pve
WAN
r WAN2 Ethernet | Static or Dynamic IP ¥ | | Details Page
L SV LTE use '3G/4G LTE Modem({DHCP mode) v | | Details Page | IPv6
WAN4 usB None v IPv6
LAN ‘ | g
Hotspot Web Portal Note:
Load-Balance/Route Policy Device on USB port applies WAN4 configuration.
NAT
Hardware Acceleration - 4 . .
Firewall : ou can configure DHCP client options here.
User Management i

Multi-WAN and Network Reliability in DrayTek Routers (Part 1) Page 12
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Enable WAN 2 and select “Obtain IP address automatically”

WAN => Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPI/L2TP IPvG
® Enable Disable WAN 1P Nerwark Senings _WUAN P Aliae

* QObtain an IP address automatically

Keep WAN Connection
Enable PING to keep alive Router Name -
PING to the IP

Domain Name

PING Interval 0 minute(s) *
DHCP Client Identifier
WAN Connection Detection Username
Mode ARP Detect v
Password
MTU 1500 | (Max:1500) Specify an IP address

IP Address
Path MTU Discovery Detect
Subnet Mask

RIP Protocol Gateway IP Address
Enable RIP

Go to WAN General Setup Configuration menu and select “Session Based” for the Load Balance
mode.

WAN >> General Setup

Load Balance Mode: | Autc Weight v Session Based ¥
Setup
Index Enable MI;E:;EI('::[IJ&] II:_)T:rnSLFi'ﬁE?E;?_Fi’sI)( Active Mode
WAN1 v ADSL/- o/0 Always On
WAN2 v Ethernet/Auto negotiation 0/0 Always On
LTE v USB/- 0/0 Always On
WAN4 V USE/- 0/0 Always On

Now run speed tests to check WAN Aggregation using the steps below:

1. Disable each WAN and run speed test through online WAN connection.
2. Run Speed test with both WAN connections running and compare results.

You should notice that with WAN aggregation enabled the speed of the Internet connection is the
combined total of both WAN 2 and WAN 3 connections.

Multi-WAN and Network Reliability in DrayTek Routers (Part 1) Page 13
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3. Multi-WAN Failover

WAN failover is used to ensure that when a (primary) Internet connection fails, a secondary Internet
service, such as another ADSL line or a 3G/4G USB modem, will take over and maintain the Internet

connection. For example a prepaid 4G modem which have no ongoing costs, can be attached to the

router in standby mode as a safeguard for unplanned Internet outages.

It can take up to 10 seconds for the backup link to come on-line so there will be a brief interruption
during this process. This is a little longer than when using WAN Load Balance mode where all WAN
connections are active.

On multi-WAN routers you can select when you want the backup WAN to come on-line. The options
are to failover when:

o Any of the selected WANs are disconnected
o All of the selected WANSs are disconnected

Single WAN routers such as the Vigor2760 and Vigor2120 only have the option of WAN failover to a
3G/4G USB modem.

The diagram below shows the Vigor2925 router with the secondary line being the backup
connection. This scenario will also apply to other dual WAN and multi-WAN routers.

10Mbps x
(Primary Line)

Cable Modem Vigor2925 . ADSL Modem

WAN1 WAN2

LAN I
|C-’ow‘ \!’?

512Kbps

(Secondary Line)

LAN
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3.1 Traffic Threshold “Failover” Mode

Available in the Vigor2860 router running the latest firmware, this feature allows a failover WAN
connection to come on line if the pre-configured threshold is reached on the primary WAN. When
demand for increased Internet bandwidth falls below the threshold, the failover WAN will shut
down. In this way it helps the network to perform through busy periods when there is a need for
increased bandwidth. Below is a configuration page for Traffic Threshold Failover.

D k ; . o
rayTe Vigor2860 series AFE MW &
[ WAN == General Setu
IRG P
Dashboard WAN 4
Wizards .
Online Status Enable: Yes ¥
EEEN————— Display Name: |Oveﬁoad WAN
WAN Physical Mode: use
(EAIEE SRy Line Speed(Kbps):
DownLlink 0
Lplink i
LAN . —
Load-Balance/Route Policy Active Mode: Load Balance: ¥
NAT = .
Hardware Acceleration - WAN Failure
Firewall '® Traffic Threshold
User Management Upload User defined v | [S00K bps (Default unit: K)
Objects Setting .
cSM Download |User defined ¥ \ 15000K bps (Default unit: K)
Raml:li:n;;ﬂ'ol";hnagment Active When: ® Any of the selected WAN has reached the traffic threshold
\ﬂgﬂ and Remote Access " All of selected WANs have reached the traffic threshold
Certificate Management W wan 10 wan 2 CJwaN 30 WAN 4
VolP
Wireless LAN (2.4 GHz) Note:
Wireless LAN (5 GHz) The line speed setting of WAN interface is available only when According to Line Speed is selected as the Load
SSL VPN Balance Mode.

The diagram below shows WAN 3 comes online when the download traffic threshold of 19000Kbps is
reached on WANL1.

WAN1 - D/L Traffic

x
1
16
% |
2|
1}
L
6t
el WAN >> General Setup
2
0 LTE
Enable Yes v
""""""" Display Name:
Physical Mode: uss
Une SpeediKbps}:
Downkink 0
Uptink 0
Active Mode: Fadover v Load Balance: ¥
WAN Fallure
# Traffic Threshold
Upload User Sofired * | 500K bps (Default unit: x)
Download  User Sufiod ¥ | 15000K bps (Oefault unit: X)
Active When: ® Any of the selected WAN has reached the traffic threshold
z Zhe traffic theashold
I % WAN L WAN 2 LTE . WAN 4 I
Note:
AANNAMTTSanas The line speed setting of WAN lnterface Is available only when According to Line Speed is selected as the Load
Balance Mode.

oK Carcel

The failover WAN can be either another ADSL/Ethernet connection or a 3G/4G connection. You will
be able to weigh up the costs variations among xDSL, Ethernet and 3G/4G connections and setup
Failover accordingly.
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3.2 Configuration for DrayOS Routers

3.2.1 Single WAN routers
For single WAN routers such as the Vigor2120 and Vigor2760, you can use a 3G/4G USB modem on

the USB port to provide the backup connection. The configuration process is as below:

. Go to WAN >> General Setup configuration menu.

. Select Backup in the Vigor2120, or Failover in the Vigor2760.

Dashboard
Wizards
Online Status

WAN
General Setup

LAN

NAT

Firewall

Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access

Certificate Management
Wiraloce | AM (3 A CH)

DrayTek

WAN >> General Setup

Vigor2120 Series

w

e o

General Setup

WAN1

Enable:

Display Mame:

Physical Mode:

Physical Type:

VLAN Tag insertion:
Tag value:
Priority:

| |
0 (0~4095)
0 (0~7)

WAN2

Enable:
Display Mame:
Physical Mode:
Active Mode:

DrayTek
o 16 |

Dashboard
Wizards
Online Status

WAN
General Setup

LAN

Route Policy
NAT

Firewall

Objects Setting
CSMES.

WAN >> General Setup

Vigor2760 Series

w

L O = R =

WAN 3
Enable: m
Display Name: |
Physical Mode: USBE
Active Mode:
Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as

the Load Balance Mode.

oK | | cancel

Multi-WAN and Network Reliability in DrayTek Routers (Part 1)
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3.2.2 Dual and Multi-WAN routers
For routers including the Vigor2832, Vigor2860/LTE, Vigor2925/LTE, Vigor2952, VigorBX2000 and
Vigor3220, any available WAN (DSL connection, Ethernet, USB or LTE SIM) can be selected as the

backup WAN. The configuration process is as below:

. Go to WAN >> General Setup configuration menu as shown below.
. Select the required WAN interface for failover and when to failover.
WAN >> General Setup
WAN 2
Enable: Yes v |
Display Name:
Physical Mode: Ethemet v
Physical Type: | Auto negotiation ¥ |
Line Speed(Kbps): -
DownLink 0
UpLink 0
VLAN Tag insertion : bisé-b‘l‘e . (Please configure Internet Access setting first)
Tag value: 0 | (0~4095)
Priority: lo 1(0~7)
Active Mode: Failover ¥ Load Balance: ¥
Active When: ® Any of the selected WAN disconnect
'All of the selected WAN disconnect
YJWAN 1 WAN 2 ¥ WAN 3 ¥ WAN 4
Note:
The line speed setting of WAN interface is available only when According to Line Speed is selected as
the Load Balance Mode,
OK Cancel |

Multi-WAN and Network Reliability in DrayTek Routers (Part 1) Page 17
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3.3. Configuring Failover for Linux Based Routers

DrayTek’s Linux based routers include the Vigor3900, Vigor2960 and Vigor300B. Assuming that a
Vigor3900 WAN 1 is the primary WAN interface, and a USB WAN as the secondary WAN, the
configuration process is as below:

1. Go to Routing >> Load Balance Pool, and click Add
a) Give a profile name and select Backup mode.
b) Select Primary WAN, which is WAN 1 in this example
c) Select Backup WAN, which is the USB WAN in this example
d) Click Apply to save

Routing >> Load Balance Pool

Load Balance Pool

) Add )X Edit [f]] Delete &5 Refresh

Profile Mode Interface Primary Profile
Load Balance Pool - X
Profile : failover
Mode : Backup v
Primary Profile : wan1 v
Backup Profile : usb1 v

U Apply Q Cancel

2. Go to Routing >> Default Route, select the backup pool as the Load Balance Pool created in the
previous step and click Apply to save.

Routing >> Default Route

Default Route

WAN Profile/Loadbalance Pool Name : [failover v
Auto Failover to Active WANs : () Enable [ Disable
Load Balance Mode : IP Based v

Multi-WAN and Network Reliability in DrayTek Routers (Part 1) Page 18
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3. When WAN1 goes down, USB1 will come up automatically.

1Py 1Pv6
Profile Connecti... Descripti... Up Time  Mac Protocol IP Gateway DNS RX Rate ... TXRate... RXBytes TXBytes Operation
fan1 up 0.cays 0:1... 00:50:77... Stalic{NAT) 192.168.1.1 142 156 200 (MB) 1033 (MB)
usb1 up 0cays 0:0... 0G:5b:81:2... 4G 10.121.56... 10.121.68... 168.95.1.1... 101 66 31.79(k8) 4564(xB) ¥ 220
wan1 down 0Gays 0:0:0 00:50:717... Ghcp{NAT) 192.168.9... 192.168.9... 8.8.6.888...0 0 0 0 o

4. Once WAN1 come back online, USB1 will shut down automatically.

P | P
Profile Conne... v Descripti... Up Time  Mac Protocol IP Gateway DNS RX Rate... TXRate.. RXBytes TXBytes Operation
fan1 up 0 days 0:1... 00:50:71:7... Stalic{NAT) 192.168.1.1 74 82 2.89 (MB)  1.69 {MB)
usbt down 0 days 0:0:0 0c:5b:B12... 4G 0 0 0 0 Ew
wan1 up 0 days 0:0... 00:50:71-7... dhcp(NAT) 192.168.9... 192.168.9... 88.8.8,88. 0 0 8.03(KB) 9.37(KB) |5

3.4 WAN Connection Detection
In order for failover to occur the router will need to detect when the primary WAN goes down.

There are three options in DrayOS routers for WAN connection detection:

1. ARP Detect.

. Ping Detect.
3. Always On (This mode will not check if the WAN connection has gone down, and is used only

for diagnostic purposes).

Dashboard Static or Dynamic IP

gifardss Access Control
i tatu
o i Broadband Access ® Enable ' Disable

WAN

Keep WAN Connection
[} Enable PING to keep alive

LAN PING to the IP 0.0.0.0

NAT

Firewall PING Interval [0 Iminute(s)

Objects Setting
5

L. AN Connection Detection|

Bandwidth Management
Applications Mode ARP Detect v

VPN and Remote Access
Certificate Management Ping Detect
Wireless LAN (2.4 GHz) MTU Alwgays on :1500)
Wireless LAN {3 GHz)

SSL VPN
11SR Annlication RIP Protocol

internet Access

ARP Detect
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3.4.1 ARP Detect

In ARP Detect mode, the Router sends an ARP request every 5 seconds, if there is no ARP response

within 30 seconds, the WAN interface will be flagged as off-line. In this way a connection is deemed
broken when the ADSL, Ethernet connection or NTU connection is lost or disconnected for over 30

seconds.

This configuration option will work most of the time. However, it will not detect if loss of internet
connectivity is due to a failure external to the local network as the router will still see that WAN
connection as being online. For this scenario you can use the Ping Detect mode.

3.4.2 Ping Detect

This mode will detect if a WAN connection has gone down by monitoring the ping response from a
gateway IP address or other external IP address. You can set the number of times to retry the ping
before the WAN connection is flagged as off-line and the router will switch to the backup
connection.

In some models (e.g. Vigor2860, Vigor2925) with the latest firmware, network administrator may
enter up to two IP addresses and select a Gateway IP as a target. When none of the target IP
addresses responds, the WAN interface will be flagged as off-line.

The interval between each ping request can be set to a number from 1 to 3600 seconds, and retry
times can be set to a number from 1 to 255.

WAN Connection Detection Itis recomm.end set.tlng Ping retries for 5 or
Mode Ping Detect ¥ more to.av0|d flapping of the WAN
, , connections.
Primary Ping IP 8.8.8.8
Secondary Ping I [3.8.8.4 With a Ping Retry set to 5, it will take about 10
¥ ping Getaway IP = seconds for the backup WAN to come online
TTL 255 after the primary WAN fails.
Ping Interval 1 second(s)
Ping Retry 10 times
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3.4.3 Linux Based Routers - HTTP Detect
In addition to ARP and PING detect modes; Linux based routers such as the Vigor3900, Vigor2960
and Vigor300B also include HTTP for WAN Connection detection. This mode will send a HTTP GET
request to the designated site and the router will check for a response.

. . ﬁ General Setup
Vigor3900 Series et e | s | orer S—
Online Status. - o
WAN >> General Setup >> General Setup WAN
Auto Logout  |5tin = | ety IP Address : 182.168.99.139
T — b Lo B Suet e -
Online Status. ‘ Glebal ‘ o o - PPPoE Gateway IP Address : 192.168.99.1 (Opticnal)
LAN
WAN . £ add [2] save
General Setup Username : draytek 1 @internode. on.net Routing
e Password ] NAT DNS Server IP Address
| DN Server IP Address. 8.888
MTU/MRU : 1492
LAN Objects Setting
Service Name (Optional)
Routing User Management.
—— Debug : () Enable (@ Disable Applications
Add Sav
Firewall Always On (@ Enable () Disable VPN and Remote © B save
Objects Setting Fixed IP : () Enable (@ Disable g ®
User Management SSL Proxy 1P Alias
Connection Detection Mode . None ~
Applications None Central VPN Manaq
VPN and Remote PING Bandwidth Manag
Certificate Manage] HTTP USB Application —_—
Syat Maint MTU/MRU : 1500
IP Alias ystem intena
Heftems & Diagnostics Connection Detection Mode :  ARP v
Connection Detection Interval : | N2NS
rT———— ARP
Product Registration Connection Detection Retry : | PING
HTTP
For HTTP WAN connection mode you need to enter the IP address for a HTTP site for Connection
Detection Host.
Connection Detection Mode : |H'I'I'P |v |
E} Add E Save Profile Number Limit : &
Connection Detection Host
Connection Detection Host: | 182.168.98.1 | @ | |iostional)

Connection Detection Interval =

Connection Detection Retry :

10

3
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3.5 Exercise - Configure and test each WAN failover mode

Test failover using ARP detect and Ping Detect
Use the same configuration as for Exercise 1

Configure a Vigor2860 or Vigor2925 router with WAN2 as the primary WAN connection and the USB
3G/4G connection as the backup.

Step 1: Go to WAN>>General Setup menu and select Failover mode for WAN 3 (USB)

WAN >> General Setup

LTE

Enable: Yes ¥

Display Mame:

Physical Mode: use
Line Speed(Kbps):
DownLink 0
Uplink 0
Active Mode: Failover ¥| Load Balance: [

& WAN Failure
Traffic Threshold

Upload User defined ¥ | (DK bps (Default unit: K)
Download |Userdefined v | 0K bps (Default unit: K)
Active When: ® Any of the selected WAN disconnect

All of the selected WAN disconnect
WAN 1 wanN 20 LTEL/WAN 4

Note:

Step 2: WAN>> General Setup page should appear as shown below:

WAN >> General Setup

Load Balance Mode: | Auto Weight v |IP Based v
Setup
Physical Line Speed(Kbps) -
Index Enable Mode/Type DownLink/UpLink Active Mode
WAN1 v ADSL/- 0/0 Always On
WAN2 W Ethernet/Auto negotiation 0o/o0 Always On
LIE v USB/- 0/0 | railover(wanz) |
WAN4 v UsB/- o/0 Always On
Note:
The line speed setting of WAN interface is available only when According to Line Speed is selected as
tho Load Dolan Bl
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Test using ARP Detect

Step 3:

Go to WAN >> Internet Access configuration menu.

a. For WAN 2 Select Static or Dynamic IP Access Mode

b. Click on Details button

Index Display Name Physical Mode

Ethernet
=-

Access Mode

| Static or Dynamic [P A \
= =

Ethernet

| Details P IPv6
| Static or Dynamic IP v ‘ Details Page || IPv6

use

| 3G/4G LTE Modem(DHCP mode) ¥ | | Details Page | | IPv6

use |N0ne

| [ Details Page | [ IPv6 |

o v m WAN >> Internet Access
Dashboard Internet Access
Wizards
Online Status

WANT
WAN

WANZ

Internet Access LTE

WANS

LAN
Note:

Load-Balance/Route Policy
NAT

Hardware Acceleration
Firewall

User Management

Objects Setting

Device on USE port applies WAN4 configuration.

ou can configure DHCP client options here.

Step 4: Configure WAN2 to use ARP detect for WAN Connection Detection mode.

Dashboard
Wizards
Online Status

WAN
internet Access

LAN

NAT

Firewall

Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
Wireless LAN (2.4 GHz)
Wireless LAN (5 GHz)

Static or Dynamic IP

Access Control
Broadband Access

® Epable ' Disable

Keep WAN Connection

[l Enable PING to keep alive

PING to the IP
PIMG Interval

0.0.0.0 |

Dminute{s}

AN Connection Detection

Mode

ARP Detect ¥

ARP Dete

MTU

Ping Detect

11500
Always On )

RIP Protocol

line — You will notice ping response failure until backup WAN comes on line.

Step 5
(8.8.8.8)
Step 6
Step 7:
Step 8: Run continuous ping

From your PC set up continuous ping to an external IP address on Internet

Remove WAN 2 connection and check that the 3G/4G connection comes on

Connect WAN 2 of the router to the Internet via a switch.

Wait here for the Course presenter to disconnect WAN 2

Step 9:

Remove Internet connection from Internet side of the classroom switch (

done by instructor ) . (The router will still detect that WAN 2 is still on line

and will not fail over.
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Test using Ping Detect

Step 10: Configure WAN2 to use Ping Detect for WAN Connection Detection mode.
Step 11: Select Mode to Ping Detect — Ping 8.8.8.8, 5 retries and 1 second between
retries

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP
* Enable Disable

Keep WAN Connection
Enable PING to keep alive
PIMNG to the IP

PIMG Interval 0 minute(s)

WAN Connection Detection
Mode Ping Detect ¥

Primary Ping IP 8.8.8.8
Secondary Ping IF

Ping Gateway IP

TTL 255
Ping Interval 1 second(s)
Ping Retry 5 times
Step 12: From PC set up continuous ping to an external IP address on Internet
(8.8.8.8)

Wait here for the Course presenter to disconnect WAN 2

Step 13: Remove WAN 2 connection of classroom Router ( done by Instructor) and
check that the 3G/4G connection comes on line — You will notice ping
response failure until backup WAN comes on line.

Step 14 : Connect WAN 2 of the router to the Internet via a switch.
Step 15: Run continuous ping
Step 16: Remove Internet connection from Internet side of the switch. (The router

will detect loss of ping response and failover to the USB WAN
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