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1.0 Policy-Based Routing 
Routing based on the policies set by the network administrator, allows the routing decision to be 

based on to criteria other than destination, such as 

– Protocol 

– Source IP 

– Destination IP 

– Destination Domain Name 

– Destination Port 

 

Selecting the path for certain types of traffic is useful when there are multiple WAN interfaces, for 

example: 

– Load Balancing based on LAN Subnet 

– VoIP traffic takes the more reliable WAN 

– SMTP & POP3 traffic be sent to the interface which the mail server is connect to 

– Restrict the higher-cost Internet line to critical services 

– Traffic to Facebook sent over a VPN tunnel 

 

 

Example – Traffic sent via VPN tunnel if source and destination conditions are met 

1.1 Video Demonstration 

 

This video gives an overview DrayTek Load 
Balance Route Policy. 
 
It is available on YouTube at: 
https://youtu.be/EGEAB51ZQPs 
 
 

Source IP address range 

192.168.1.10 ~ 
192.168.1.100 

 Goes out via VPN1 if 
destination IP address is 

208.111.151.36 

https://youtu.be/EGEAB51ZQPs
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2.0 Load Balance/Route Policy in DrayTek Routers 
Load-Balance / Route Policy feature in DrayTek Dual and multi-WAN DrayOS routers is also referred 

to as "policy-based routing “in Cisco devices. In Linux based routers this feature is known as “Policy 

Route” and has most of the features of the Load Balance/Route Policy in DrayOS routers. 

The diagram below provides a simple example where traffic from LAN1 (shown in green) is directed 

to the Internet through WAN1.  Traffic from LAN2 (shown in blue) is directed to the Internet through 

WAN2 

 

Load-Balance / Route Policy allow you to create a set of rules or "policies". Then, if a data packet 

arrives that matches any of the configured “policies", it will be directed to the specified interface as 

shown in the example above. 

 

Notes:   
 

 Load Balance / Route policy should not be confused with load balance mode that is 
configured in the WAN general setup menu shown here. In this mode traffic is 
distributed over multiple WAN interfaces to provide greater bandwidth or to provide 
redundancy if a WAN interface goes down. 
 

 Load Balance/Route Policy has higher priority than WAN load balance mode 
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3.0 Load Balance/Route Policy Key Features 
There are several key features of the Load Balance/Route Policy. These are:  

Adjustable priority for Load Balance/Route Policies 

– More interfaces can be selected 

– Source/destination IP subnets can be selected 

– Flexible Failover (WAN, LAN, VPN) 

– Failback option 

– Diagnostic function 

In Routing >> Load-Balance/Route Policy configuration menu, you can select wizard mode and 

advanced mode to configure the load balance /route policies. The Wizard Mode provides a simple 

and basic configuration and will guide through the configuration process. The Advance Mode 

provides all the options on one page and provides more options. 

In addition, there are priority settings for each index in the sixth column. 
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3.1 Advance Mode Setting 
The Advance Mode setting shown below provides all the options on one page and has more options 

than the Wizard Mode configuration. 

 

 

 

3.2 Configuration Options 

3.2.1 Protocol Options 

The protocol options are ANY, TCP, UDP, TCP/UDP and ICMP. 
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3.2.2 Source 

For Source, available IP address options are: 
– Any 
– IP Range 
– IP Subnet 
– IP Object 
– IP Group 

 

 
 

 

 For Source IP subnet use one of the predefined subnet masks to specify the range of IP addresses to 

apply to this rule. 

 

 

1.2.3 Destination 

For Destination, available IP address options 
are: 

– Any 
– IP Range 
– IP Subnet 
– Domain Name 
– IP Object 
– IP Group 
– Country Object 
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For Destination IP subnet use one of the predefined subnet masks to specify the range of IP 

addresses to apply to this rule. 

 

 

 

3.2.4 Send Via if Criteria Matched 

Split WAN/LAN and VPN 

For Send to if Criteria Matched option, the WAN/LAN and VPN options are split to make it easier to 

select the required option. 
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WAN/LAN 

For WAN/LAN Interface setting, the pulldown list gives the option to select WAN, LAN, IP routed 

subnet and DMZ subnet. 

 

VPN 

VPN trunks are also supported. Choose the required VPN trunk member in the VPN profiles in the 

pulldown list to direct the traffic to that VPN trunk. 
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3.2.5 Additional Options 

Additional options available within this section are:  

 Packet Forwarding to WAN via  

o Force NAT 

o Force Routing 

 Failover to  

o WAN/LAN 

o VPN 

o Route Policy 

Failover is flexible. The load balance/Route policy rule can be configured so that Traffic can failover 

to the default WAN or LAN connection using the designated gateway, VPN trunk or failover to 

another Route Policy.  

When the primary WAN specified in the Load Balance/Route policy fails, traffic will be directed to 

the second WAN selected in the policy settings. 
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3.2.6 Failback  

Immediate Failback 

Select the Failback option to enable Immediate Failback. Existing sessions affected by this policy will 

be cleared immediately when the original interface comes back on-line. New sessions will need to be 

established on the new WAN once it comes back on-line. This setting may be desirable if the router 

fails over to a 3G or 4G network where the data charges are high and data usage charges must be 

minimised. 

 

Gradual Failback  

For this option do not select Failback option. Sessions will end normally on the backup interface and 

new sessions go through the original WAN it comes back on-line. It may take a while for all traffic to 

move to the original WAN. 
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3.2.7 Adjustable Priority 

This option lets you select the priority of the load balance policy rule. 

A lower number will have higher priority. 

The priority setting can be between 1 and 249 and determines the order the policy rules will be 

implemented. A lower number has higher priority. If two rules have the same priority, say 200, 

which is the default setting, then the rules will be implemented in sequential order: Top to bottom.  

The routes in the routing table in the router including configured static routes have a priority value 

of 150. So, a priority setting of less than 150 for a load balance/priority rule will override any routes 

in the routing table. 

 

 

Example 

Assigning a priority value of 200 for WAN 1 and WAN 2 is less than 150 so will have a lower priority 

than inter-LAN routes in the routing table. 
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3.3 Address Mapping 
Address Mapping is integrated into the Load balance/route policy. Address mapping is used to 

specify an outgoing IP address for a device on the LAN. This is used when you have a block of public 

IP addresses in the router under WAN IP Alias. 

3.3.1 Configuration Steps 

Step1 

Enter a block of assigned IP addresses into WAN IP Alias in the router. 

In the example below, we have two IP addresses entered: 172.17.1.1 for index 2 and 172.17.2.2 for 

index 3. Do not select “Join NAT IP Pool” option for these two IP addresses. These two IP addresses 

will appear in the pull-down list in the route policy setting. 

 

Step 2 

Go to Load Balance/Route Policy menu and enter the source IP addresses for the devices on the 

LAN that we want to use a specific outgoing IP address. Here we have entered the IP address range 

192.168.1.20 to 192.168.1.30. We select ANY for destination IP. 

Next under Send to if Criteria Matched we select WAN1 for the Interface and select the first WAN IP 

alias IP address which is 172.17.1.1 and use the default gateway.   

We can also select Auto Failover to other WAN, so the traffic will be sent via another Interface when 

the path fails. But do not enable this option if you want the traffic only use the designated IP 

address.  

Click OK to save 

Now any traffic going out to the Internet from the computers in the range 192.168.1.20 to 

192.168.1.30 will have the outgoing IP address of 172.17.1.1. 
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Enter Source IP address 
for devices on the LAN 
to use outgoing IP 
addresses 
 
 

Select required WAN IP 
Alias 
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4.0 Configuration examples 

4.1 Example 1 

SMTP traffic from the mail server must use WAN 1 

This example covers directing traffic from a source IP address or range of addresses to the required 

WAN interface.  

Here we have a mail gateway that only accepts SMTP mail from its ISP, so SMTP mail must go out 

through this ISP’s WAN connection (Internode). Internode connection is on WAN1.  WAN2 is 

connected to Telstra.  

 

Configuration Steps 

Configure Load Balance/Route policy to send SMTP mail from 192.168.1.10 to WAN 1. 

1. Select Enable for this rule. 

2. Set protocol to be ANY,  

3. Set the source IP to be that of the Mail server – 192.168.1.10  

4. Set destination to ANY and destination port set to ANY.   

5. For Send via if Criteria Matched select WAN1 for the Interface 

6.  Select the default gateway for this interface. 
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4.2 Example 2 

Traffic to an Internet destination to go out through VPN1  

In this example we want the range of IP addresses 192.168.1.10~192.168.1.100 going to the 

destination 208.111.151.36, regardless of the protocol used destination ports to go out through 

VPN1. 

Configuration Steps 

1. Select the first available index.  We chose Index 1.  

2. Set protocol to ANY.  

3. Set source IP address range. Start at 192.168.1.10 and ending at 192.168.1.100.  

4. For destination IP enter the start and end IP address range to be 208.111.151.36 as we are 

only looking at a single destination IP address.  

5. Set destination port to ANY.  

6. Select VPN as the Interface then select VPN 1 in the pull-down menu. And we will use the 

default gateway. 

 

 

 

 

Source IP address range 

192.168.1.10 ~ 
192.168.1.100 

 Goes out via VPN1 if 
destination IP address is 

208.111.151.36 
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4.3 Example 3 

LAN clients in branch office to access the Internet through VPN tunnel in Head office 

router 

In this example we want LAN clients in the branch office to access the Internet through the Head 

office router via the VPN tunnel. 

Here we can configure the route policy in the branch office router to make this happen. 
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Configuration Steps 

1.  Select the first available index.  We chose Index 2.  

2. Set protocol to ANY.  

3. Enter the branch office LAN IP subnet as the source IP address 

4.  Select destination as ANY. 

5. For Interface select LAN1 and for Gateway we enter the IP address of the firewall router in 

the headquarter network. 

6. Set the priority to a value less than 150 so that this policy will have higher priority that the 

routes defined in the routing tables (static routes) 
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5.0 Application Notes 
Several application notes are available on the DrayTek website at the link below: 

http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/ 

Topics available are shown in the table below: 

Index Title 

01 How to activate a failover WAN during times of heavy load?  

02 [Vigor3900] How to use WAN Aggregation?  

03 How to use Destination Domain Name in a Route Policy?  

04 How to route all the traffic destined for a certain website to a specific WAN interface?  

05 [Vigor3900] How to establish BGP connection on LAN?  

06 [Vigor3900] How to establish BGP connection on WAN?  

07 [Vigor3900] How to use a domain name in Route Policy?  

08 How to use Route Policy Diagnose?  

09 [Vigor3900] How to change default route to a LAN Gateway?  

10 [Vigor3900] How to configure WAN load balancing with Policy Route?  

11 [Vigor3900] How to use WAN Inbound Load Balance?  

12 
What's the difference between "Auto Weight" and "According to Line Speed" Load Balance 
mode?  

13 What's the difference between "IP-Based" and "Session-Based" Load Balance?  

14 [Vigor3900] How to configure WAN Inbound Load Balance in Failover mode?  

15 How to set Internet gateway to another router on LAN?  

16 Introduction to Load Balance/Route Policy  

17 How to change the default route by Route Policy?  

18 How to set up Address Mapping with Route Policy?  

19 How to designate a WAN interface for LAN clients by Route Policy?  

http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-active-a-failover-wan-during-times-of-heavy-load/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-use-wan-aggregation/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-use-destination-domain-name-in-a-route-policy/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-route-all-the-traffic-destined-for-a-certain-website-to-a-specific-wan-interface/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-establish-lan-bgp-connection/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-establish-wan-bgp-connection/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/vigor3900-how-to-use-a-domain-name-in-route-policy/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-use-route-policy-diagnose/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-change-default-route-to-a-lan-gateway/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-configure-wan-load-balancing-with-policy-route-on-vigor2960/300b/3900/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-use-wan-inbound-load-balance/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/whats-the-difference-between-auto-weight-and-according-to-line-speed-load-balance-mode/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/whats-the-difference-between-auto-weight-and-according-to-line-speed-load-balance-mode/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/what-is-the-difference-between-ip-based-and-session-based-load-balance/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-configure-wan-inbound-load-balance-in-failover-mode/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-set-internet-gateway-to-another-router-on-lan/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/introduction-to-load-balance/route-policy/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-change-the-default-route-by-route-policy/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-set-up-address-mapping-with-route-policy/
http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-do-load-balancing-by-route-policy/
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6.0 Diagnostics 
The load Balance/Route Policy has a diagnostic feature to check if the load Balance/Route Policy has 

been configured correctly. Here the source and destination IP addresses are entered as well as the 

protocol and destination port. Clicking on Analyze will produce a graphical display with the results as 

shown in the diagram below: 

 

Another diagnostic tool that can be used is the NAT Session Table. This can be used to check if traffic 

is using the correct interface. 
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7.0 Hands on Exercise 
The Load Balance/Route Policy will be used to send traffic to Internet via WAN2 and WAN 3 based 

on the destination IP address. 

 

 

For this exercise use the Vigor2862Lac router. 

Configure the Vigor2862Lac router so that WAN2 is connected to the workshop central switch and 

WAN3 is connected via LTE as shown in the diagram below: 
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Configuration Steps 

Configure WAN2  

 

1. Log into the router.  (Use 192.168.1.1: admin/admin) 

2. Go to WAN >> Internet Access configuration menu in the router. Select Static or Dynamic IP 

for “Access Mode” from the pull-down menu and click on the Details Page tab. 

 

 

 

3. Enable WAN 2 and select “Obtain IP address automatically” 

 

 

4. Connect cable from central switch into WAN2 on the router. 
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Configure WAN3 (LTE WAN) 

You may find it helpful to review the tutorial on YouTube covering the configuration process. The 

URL for the video is:  https://youtu.be/iLWPmZyen6g 

The supplied SIM cards for this exercise will be for:  

1. Optus  

2. Vodafone  

3. Telstra 

 

Step 1: Insert SIM Card into the Router 

 

 

 

(a) Use a small philips head screwdriver and 
remove the SIM Card slot cover plate on 
the rear of the router. 

(b) Insert the SIM Card noting the 
orientation of the SIM card. The notch 
in the card should be on the left hand 
side as shown above. 

 

 

Once the SIM card is installed you can install the cover plate on the SIM card slot to prevent 

accidental removal of the SIM card. 

  

https://youtu.be/iLWPmZyen6g
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Step 2: Attach Antennas onto the Router 

Attach the two black coloured antennas to the router as shown in the diagram below.  The primary 

antenna socket is the one nearest the SIM card slot. 

Note: Diagrams below are for Vigor2860Ln router but also applies to the Vigor2862Lac. 

 

 

 
 

If only one antenna is going to be used 
ensure that it is attached to the socket 
nearest the SIM card slot 
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Step 3 – Enable LTE WAN 

Go to WAN >> General Setup configuration menu. 

Here we select LTE and set Active Mode to Always On. (LTE corresponds to WAN3).  

To do this, click on LTE to go to LTE configuration menu. 

 Select Yes for Enable 

 Set Active mode to Always On 

 Click on OK to save 

 

 

 

Step 4 – Enable LTE WAN port 

Go to WAN >> Internet Access configuration menu and click on the “Details Page” button. 

For Index labelled “ LTE”, click on the pulldown menu for Accsss Mode and select 3G/4G LTE  
Modem(DHCP mode). 

 Click on Details Page to configure the LTE connection. 

 Select “Enable” to enable this profile. 
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Select the required Network Mode. Options are: 

4G/3G/2G 

4G Only 

3G Only 

2G Only 

 

 

We have selected the default setting 4G/3G/2G Network Modes. 

Now enter the APN Name to correspond to the 4G modem being used and the ISP that you will be 

connecting to. 
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4.1 Optus 4G Configuration 

Enter the APN Name:    connect or yesinternet 

 

Click OK to save. 

4.2 Vodafone 4G Configuration 

Enter the APN Name:    live.vodafone.com 
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Click OK to save. 

4.3 Telstra 4G Configuration 

Enter the APN Name:    telstra.internet 

 
 

Click OK to save. 

You may need to restart the router to bring up the connection. 

It will take a few moments for the LTE connection to come up. 
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Check WAN connectivity 

Once both WAN 2 and WAN 3 are configured, go to Online Status>> Physical Connection page on 

the router and check that both WAN connections are active. The page should look similar to the 

screen shot below. 

 

 

Check that you have Internet connectivity by going to an Internet web page or run ping to an 

external site. 
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Configure Load Balance/Route Policy 

Configuration Part A 

Go to Load Balance/Route Policy, select “Advance Mode” and click OK. 

Configure First Rule 

1. Select Index 1  

2. Enter the following settings. 

 Enable Protocol Source Destination Destination 
Port 

Interface Gateway Other 
Settings 

Value Yes Any Any IP Range 
8.8.8.8 – 
8.8.8.8 

Any WAN 2 Default Default 

 

3. Click OK to save the settings 
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Configure Second Rule 

1. Select Index 2  

2. Enter the following settings. 

 Enable Protocol Source Destination Destination 
Port 

Interface Gateway Other 
Settings 

Value Yes Any Any IP Range 
8.8.4.4 – 
8.8.4.4 

Any WAN 3 
(LTE) 

Default Default 

 

3. Click OK to save the settings 
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Final Settings 

 

 

Testing the Load Balance/Route Policy 

Go to the command prompt in your PC and run the following tests: 

1. Run trace route to 8.8.8.8 (command: tracert 8.8.8.8), check if it’s sent via WAN 2 (hop 1 is 

router LAN, hop 2 should be WAN 2). 

 

 
 

2. Run trace route to 8.8.4.4 (command: tracert 8.8.4.4), check if it’s sent via WAN3 (LTE) (hop 1 is 

router LAN, hop 2 should be WAN3 gateway). 

 

3. Unplug WAN2, ping 8.8.8.8 see if you get timeout (due to WAN2 being down). 
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Load Balance/Route Policy Diagnostics 

This diagnostic tool checks that the load balance rule is configured correctly. 

1. Click on the Diagnose tab on the Routing >> Load-Balance/Route Policy page. 

 

2. Select Analyse a single packet option 

3. Enter destination IP address 8.8.8.8 

4. Click on Analyze 

Result should be similar to diagram below: 
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Configuration Part B – Testing Failover Option 

Modify Profile 1 to enable Failover to LTE 

Go to Load Routing >> Load-Balance/Route Policy menu page. 

1. Select Index 1 

2. Select Failover to and select WAN 3 (LTE) 

 

Testing 

1. Disconnect cable to WAN2 

2. Ping 8.8.8.8 and check if you get a reply (Traffic should be going through the LTE 

connection)). 

  



i-LAN Technology Pty Ltd 
 

Routing in DrayTek Routers - Part 2 v2.1 (November 2018) Page 36 
 

Additional Diagnostics 

NAT Session Table 

The NAT Session table can also be used to check if traffic is going out to the required WAN. 

You can test this by adding another Load Balance/Route policy rule for index 3 to send web 

traffic on port 443 to WAN 2. 

 

Once the policy is configured go to some web sites. e.g. www.draytek.com.au 

(122.201.121.55) 

Go to Diagnostics >> NAT Sessions Table menu in the router and check the NAT Session Table. 

You should see traffic to port 443 is using interface WAN 2. 

 

http://www.draytek.com.au/
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8.0 Quiz 
1. Which of the following events will NOT add a new route into router's routing table? 

a) a VPN tunnel established 

b) a Route Policy enabled 

c) a WAN connected 

d) a LAN subnet enabled 

 

 

2. According to the routing table below, to which interface will the packet be sent if it is destined 

to 192.168.29.55? 

 

 
 

a) LAN 1 

b) USB 1 

c) USB 2 

d) WAN 1 

3. Which of the following requirements can only be achieved by Policy Routing? 

a) Traffic to 172.16.3.0/24 need to be sent to LAN2 

b) Traffic to DrayTek Homepage should always take WAN2 

c) HTTP/HTTPS traffic should always take WAN1 

d) Traffic to the mail server need to be sent to gateway 172.16.3.1 

 

4. It is a function that immediately clears all the existing sessions when the primary interface 

resumes service.  

a) Immediate Failback 

b) Gradual Failback 

c) Failover 

d) Redundancy 
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5. According to the route policy table below, what is the sequential process of the router? 

 

 
 

a) 1,2,3 

b) 2,3,1 

c) 3,2,1 

d) 3,1,2 

 

6. What is the default priority for Policy Route? 

 

a) 150 

b) 250 

c) 200 

d) 1 
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Quiz Answers 

1. Which of the following events will NOT add a new route into router's routing table? 

b) a Route Policy enabled 
 

2. According to the routing table below, to which interface will the packet be sent if it is 

destined to 192.168.29.55? 

d) WAN 1 (All data packets for unknown destination networks are sent to the interface 

corresponding to the default route setting. Refer to section 3.6 in part 1 of this 

training manual) 

 

 

3. Which of the following requirements can only be achieved by Policy Routing? 

c)  HTTP/HTTPS traffic should always take WAN1 

 

4. It is a function that immediately clears all the existing sessions when the primary interface 

resumes service.  

a) Immediate Failback 

 

5. According to the route policy table below, what is the sequential process of the router? 

 

 
 

d) 3,1,2 

 

6. What is the default priority for Policy Route? 

 

c)   200  
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Additional Resources - Application Notes 
There are several application notes available on the DrayTek web site that provides examples on 

how to use Load Balance/Route Policy. Some of the application notes available are listed below: 

Introduction to Load Balance/Route Policy 

http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/introduction-to-load-

balance/route-policy/ 

 

How to change the default route by Route Policy? 

http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-change-the-default-

route-by-route-policy/ 

[Vigor3900] How to establish BGP connection on LAN? 

http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-establish-lan-bgp-

connection/ 

 

How to use Destination Domain Name in a Route Policy? 

http://www.draytek.com/en/faq/faq-connectivity/connectivity.lbpr/how-to-use-destination-

domain-name-in-a-route-policy/ 


