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1. VLAN - What & Why

1.1 What is a VLAN

A Virtual Local Area Network (VLAN) is a logical group of workstations, servers, and network devices
that appear to be on the same LAN despite their geographical dispersion. In businesses or
organisations, the members of a workgroup are often located in different locations within a building
or even in different buildings. VLANs allow computers or devices of member workgroups to have
unified network settings such as NAT rules, Firewall rules, QoS, etc.

The diagram below shows a typical business with multi-workgroups located on various floors or
physical space. In this example, with the router and the network switch located on the first floor, the
Administration and Sales Departments on the 2nd floor and the Warehouse Departments on the
ground floor, are connected by network cables and supported by tag-based VLANSs.

Administration Sales Department
ok B Aol B
£ E¥ £ £3
¢ — ) ¢ (— Y
T Support Department

~ Internet
N e

FRYer |

Warehouse

Sy =)

The diagram below shows another example for VLAN application. A landlord of an office building
sets up VLAN groups, one for each floor. Each VLAN group has its own set of network rules and is
isolated from other VLANSs.
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VLAN Configuration
[“enable
VLAN Tag
Enable viD Priority  LAN Port  Subnet
LAN waw O [ ] ¢ z
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IR LAN4: 192.168.8.x
WERTINENA: M LAN3: 192.168.7.x

PRIV LAN2: 192.168.6.x
N1 -Landlord LAN1: 192.168.5.x

1.2 Why use VLAN

There are many benefits from using VLANSs in your network, including:

1. VLANs increase the number of broadcast domains, reduces latency and traffic load on the
network devices, therefore reducing congestion and improving network performance.

@ ——

2. Network elements in different locations can be configured to be within the same VLAN
group having the same network settings, allowing flexibility in network deployment.

3. Real-time services such as VolP or video streaming, can be set up in separate VLANs and be
isolated from network congestion due to traffic from other data types.

4. VLAN enhances network security among workgroups, so company data can only be accessed
by authorized staff within the VLAN group.

5. VLAN allows easy and flexible expansion and relocation of network devices as well as
workgroups.

6. VLAN allows network administrators to configure the network in a centralized environment.
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1.3 Types of VLAN

DrayTek routers support two types of VLANS: Port-based and 802.1q tag-based VLAN.

1.3.1 Port-Based VLAN (Untagged)

Port-based VLAN allows a number of physical LAN ports on a DrayTek router to be grouped into a

logical group. In the example below, LAN ports 1 to 3 forms VLANO which is connected to staff in the

Sales Department. Similarly, LAN ports 4 to 6 forms VLAN1 which is connected to staff in the Admin

Department.

Note that SSID for the Wireless LAN can also be used to form VLAN groups.

Rray ek Yassse,
o)

222 =
O 0O O
[} user ol wer
reey O O O
—- use

VOSUADSL WAN(Giga)

VLAN (Department) | LAN Ports LAN Subnet
VLANO (Sales) 1,2,3 LAN 1
VLAN1 (Admin) 4,5,6 LAN 2
VLAN2 (Guests) SSID1-4 LAN 3

LAN >> VLAN Configuration

VLAN Configuration

¥ Enable
LAN Wireless LAN(2.4GHz)

VLANO v v

VLAN1 v @ @

VLAN2 v v v v
VLAN3

VLAN4

VLANS

VLANG6

VLAN7

Wireless LAN(5GHz)

LAN 1
LAN 2

v v v v LAN 3

LAN 1
LAN 1
LAN 1
LAN 1
LAN 1

P1 P2 P3 P4 P5 P6 SSID1 SSID2 SSID3 SSID4 SSID1 SSID2 SSID3 SSID4 | Subnet

v

v

«

Enable

ol|lo/|lo||lo]o]|o||O]||OC

VLAN Tag

VID

Priority

0

oo o o o o o

¥/ Permit untagged device in P1 to access router

1. For each VLAN row, if enable is checked for the VLAN Tag then the corresponding VID will be applied to wired LAN

traffic.

2. Wireless LAN traffic is always untagged, but will still be a member of the VLAN group selected.

3. Each VID must be unique.

VLAN and its Applications V1.2
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1.3.2 802.1q Tag-based VLAN

Tag-based VLANS, also called 802.1q VLAN trunks, assign a VLAN ID (VID) to network elements, even
if these are connected through the same LAN ports or switch ports, and deliver data packets based
on the VID, thus allowing VLAN groups to be independent of the physical LAN ports used.

The diagram below shows that through a single LAN cable to a network switch, 3 VLAN groups are
set up to cater for 3 different work groups or departments.

DrayTek Router

Viqnd&bﬂn
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i
ieiete
ieiele
inlele
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"
IE

VLAN2

Managed Switch

The diagram below shows that an 802.1q VLAN tag is inserted into a data packet header.

Dest. MAC | Source MAC | EtherType Data CRC

Dest. MAC | Source MAC 80210

EtherType Data CRC

When the tagged packet arrives at a LAN port, and the port is a tagged member of the VLAN
corresponding to the VID (VLAN ID) in the packet's tag, the packet will be received by that VLAN
group member.
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802.1p Settings

The priority option setting is used on the LAN for priority marking of frames at Layer2. This is the
IEEE 802.1p standard, which specifies 8 priority levels, called Class of Service (CoS) levels. These are
numbered 0-7, with 0 being the lowest priority and 7 the highest. The default setting is CoS level 0.
These values can be used to prioritize different classes of traffic.

The CoS level is marked using 3 bits in the Tag Control Information (TCl) field in the 802.3
Layer 2 frame header:

8023 Ethernet frame

4 actets
Frearnhle Destination Source TC Length etc....
Address Address
bits " 16 31 127
Tagged Frame | 802.1p 0 2.1y
Type Friarity WLAN 1D
Canonical

802.1p Class of Service (CoS) levels

Best effort ( default)

background

excellent effort

critical application

video

voice

internetwork control

Njoju|bhlWINIFR|O

network control
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1.4 Inter-LAN Routing

Inter-LAN routing allows communication between different subnets. This feature is useful if you
want to allow communication between any two LAN subnets. For example, we may have a LAN
subnet for Accounts configured as VLAN1 and another LAN subnet for Payroll configured as VLAN3
and we want to allow communication between these two departments. For example you may want
to allow the Administration staff to be able to access data or services in the sales department. To
allow this to happen we enable inter-LAN routing between these two VLANS. Other departments
such as the support department and the warehouse are not allowed access to the sales or
administration networks, so we do not allow Inter-LAN routing here.

Administration

7N
~ Internet
AN

Ak i — Aok W

. Sales Department
Routing

Support Department

X

: oy = !
Routing EI:__\
Disabled I—
Warehouse

v B
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1.5 VLAN through Network Switches

DrayTek VigorSwitch series also have VLAN capability. As shown in the diagram below, we can assign
groups of switch ports to be members of a VLAN. For example, devices connected to switch ports 1
to 6 will be part of the green VLAN 0 (HR Dept.) and devices connected to switch ports 7 to 12 will
part of the red VLAN 1 (R&D Dept.)

by RSIZEo0n s
agge s
: and multiple
- private subnets

WAN2(Giga)

VigorSwitch
Managed Switch
with VLAN support
e.g. Models P2261, G2260

192.168.1.0/24 10.0.0.0/24 10.0.8.0/24  192.168.20.0/24

24 =@@ FE|F

l |

VLANO VLAN 1 VLAN 2 VLAN3
HR Dept R&D Dept Sales Dept Finance Dept
Subnet LAN 1 LAN 2 LAN 3 LAN 4

1.6 WAN VLAN Tagging

Some of the NBN service providers use VLAN tagging for WAN connections. When connecting a
DrayTek router to the NBN via one of these service providers, you will need to enable the VLAN tag.
Otherwise data connection will not be available. Below is a selection of some service providers and
the 802.1q VLAN tags that need to be enabled.

Service Provider Connection VLAN Tag
Type

Dodo FTTP (Ethernet) | 100

TPG VDSL 2

Web Shield VDSL 100

iPrimus VDSL 100

Commander VDSL 100

VLAN and its Applications V1.2 Page 9



i-LAN Technology Pty Ltd

1.7 Virtual WAN

Virtual WAN is the use of VLAN concepts on the WAN side, and allows you to simulate several WAN
connections through one physical WAN connection. Virtual WANs can be configured in two different
ways in DrayTek routers. One is Bridge virtual WAN to LAN clients and second is for ACS
management. In the diagram below we a virtual WAN with a VLAN ID of 55 for IP TV. This will need
to be supported by the Internet service provider. ACS S| management can also be enabled over a
virtual WAN with a VLAN tag, but again this needs to be supported by the service provider.

Triple play deployment is possible by adding VLAN tags to differentiate the different types of traffic
provided by the service provider to deliver video, voice, and data to the subscribers over a single
connection. This type of service is available overseas.

Internet: 10.10.10.1/24 DHCP, No tag.

ISP IPTV: 192.168.32.1/24 DHCP, VID 55.

LAN1: NAT, 192.168.1.1/24

LAN2: IPTV, Bridge, 192.168.32.11, No tag.

e
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2. VLAN Configuration

2.1 Port Based VLAN Configuration

2.1.1 DrayOS Router

DrayTek DrayOS routers include the Vigor2120 series, Vigor2760 series, Vigor2860 series, Vigor2925

series, Vigor2952 and Vigor3220 routers.

Step 1: Enable VLAN

On the DrayTek Router, go to LAN >> VLAN configuration menu.

Enable VLAN configuration.

Dashboard

Wizards

Online Status

WAN
LAN

VLAN

DrayTek

LAN == VLAN Configuration

VLAN Configuration

#| Enable

LAN

P1 P2 P3 P4 P5 P6 S§
VIANO O O O O O O I

VLANT [ 0 ) O 0 o

VIAN2Z O O O O O O I

Step 2: Assign all the ports and SSIDs to the required VLAN and select a LAN subnet from the
dropdown menu. The SSID columns will only be available in wireless router models.

In our example we are using a dual band wireless router and hence you can see 8 SSID (4 for each
band) on this screen. We have assigned ports 1, 2, 3 as a member of VLANO and Ports 4, 5, 6 for
VLAN1 and all SSIDs under VLAN2.

LAN == VLAN Configuration

VLAN Configuration

# Enable
LAN

Wireless LAN(2.4GHz)

Wireless LAN({5GHz)

P1 P2 P3 P4 P5 P6 SSID1 S51D2 55ID3 S51D4 55101 S5ID2 SSID3 SS5ID4  Subnet
N1T (]

N1¥ ()]

=
S
=
&

Enable VID

i

-
=
c
3

=

¥ permit untagged device in P1 to access router

VLAN and its Applications V1.2
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Step 3: Configure LAN Subnets

Click on Details Page button to configure IP subnet details

LAN >> General Setup
General Setup
Index Status DHCP 1P Address
LAN 1 v v 192.168.1.1
LAN 2 4] 192.168.3.1 | Detalls Page I
LAN 3 102.168.5.1
LAN 4 ] 192.168.7.1
IP Routed Subnet O 192.168.2.1
LAN >> General Setup
LAN 1 Ethemet TCP / IP and DHCP Setup
Network Configuration DHCP Server Configuration
For NAT Usage o | @Enatle Server ODisable Server
1P Address 192.168.1.1 Relay Agent: OEnable  Disable
Subnet Mask 2552552550 Start IP Addrass (192‘[68.1.10
B _‘ IP Pool Counts |50 ]
RI:Eratocol Cantrol (Disske &) Gateway IP Address 192.168.1.1 ’
DHCP Server IP Address | l
for Relay Agent
DNS Server IP Address
[J Force DNS manual setting
Primary IP Address | |
Secondary IP Address [ ‘

Step 4: Enable Inter-LAN Routing if required.

Select the intersection of the two LANs that need to be routed in the matrix. In the example below
we enable routing between LAN 2 and LAN 3.

Inter-LAN Routing

Subnet LAN 1 LAN 2 LAN 3 LAN 4
LAN 1

LAN 2 O L

LaN 3 0O e,

LAN 4 0O (] O

VLAN and its Applications V1.2 Page 12
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2.1.2 Linux Router (Vigor3900 & Vigor2960)
Step 1: Create VLANs and Assign LAN Ports to VLANS

Go to LAN>>Switch Configuration menu in the Vigor3900 and select the 802.1q VLAN tab.

Click on Add

Enter the VLAN ID (100) and select LAN port 2 for Member

Select LAN Port 2 as Untagged port to be associated with this VLAN

Note: Untagged port can only belong to one VLAN ID, so need to remove if from VLAN 10 settings

16:37:19

AN >> Switch >> 802.1Q VLAN

‘ 802.1Q VLAN || Mirror ” Interface
@3 ncd L Eot [[] Delete &N Refresh Profile Humber
VLAN ID Member Untag
11w LAN_Port_1,LAN_Port_2 L AN_SFP LAN_Port_1,LAN_SFP
802.1Q VLAN =%
VLANID: 100
Member : |LAN_Port_2 v
Untag : LAN_Port_2 v
LAN_Port_1
LAN_Port_2
[C] LAN_SFP el

Step 2: Configure LAN Subnet

Go to LAN>>General Setup>>General Setup Configuration menu in the Vigor3900 and select Add
and modify the configuration.

Enter Profile name

Select Enable

Enter a description (Optional)

Change VLAN ID to 100

Adjust priority if required

Enter IP address (192.168.50.1) and Subnet Mask 255.255.255.0/24

Enter DHCP server Start and end IP addresses (192.168.50.10, 192.168.50.110)
Click Apply to save settings

NV e WNPR
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13:36:20

General Setup =

Profile (max length:7T) : office

Enable

Description : Office Metwork (Optional)
VLANID : 100

Priority(802.1p) - ||:| |v |

Default MAC Address : (@ Emable | Disable

MAC Address : |oo:s0:77.715c 08 |

IPv4 Protocol : static

Mode : |NAT |v |If|: hoose ROUTIMNG mode, pac kets will net do MAT cperation at any WAN sides

IP Address : 152.188.501

Subnet Mask - |255.255.255.024 v

Connection Detection Mode : |None |v |

DHCP Server : (@ Emable |  Disable

DHCP Start IP : 182.168.50.10 |

DHCP End IP : 192.168.50.110
Ea Add E Feoz Profile Mumber Limit :
DHCP DNS

DHCP DNS - No items to show.

DHCP IP Lease Time : 28400 Seconds (min: 300, MAX: 504800}

DHCP Routers : (O pticnal)

DHCP Next Server : (Opticnal)
E} Add E oo Profile Mumber Limit ©
DHCP Option “alue

Mo items to show. [

Step 3: Enable Routing Between LANs

To allow devices from VLAN 10 to be able to communicate with devices on VLAN 100 you will need
to enable routing between the LANSs.

Go to "LAN>>General Setup>>Inter-LAN Route" Configuration menu in the Vigor3900 and select
"Enable Routing between LANs"

DrayTek

Vigor3900 Series

LAN >> General Setup >> Inter-LAN Route

| General Setup ” DHCP Relay “ Inter-LA&N Route ” RADVDH H DHCPVE
Quick Start Wizard
Online Stat ;
niine Status Enable Routing Between Internal LANS,
WAN
LAN
General Setup

VLAN and its Applications V1.2 Page 14
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2.2 802.1q Tag-based VLAN Configuration

2.2.1 DrayOS Router
DrayTek DrayOS routers include the Vigor2120 series, Vigor2760 series, Vigor2860 series, Vigor2925
series, Vigor2952 and Vigor3220 routers.

The configuration shown below is from a DrayTek Vigor DrayOS router (Vigor2860ac).
Step 1: Enable VLAN

On the DrayTek Router, go to LAN >> VLAN configuration menu.

DrayTek

LAN == VLAN Configuration

Dashboard VLAN Configuration

Wizards
Online Status

Enable VLAN configuration.

#| Enable

LAN

P1 P2 P3 P4 P5 P6 S§
VIANO O O O O O O I

VLANT [ 0 ) O 0 o

VIAN2Z O O O O O O I

Step 2: Assign all the ports and SSIDs to the required VLAN and select a LAN subnet from the
dropdown menu. The SSID columns will only be available in wireless router models.

In our example we are using a dual band wireless router and hence you can see 8 SSID (4 for each
band) on this screen. We have assigned ports 1, 2, 3 as a member of VLANO and Ports 4, 5, 6 for
VLAN1 and all SSIDs under VLAN2.

LAN >> VLAN Configuration

VLAN Configuration

v Enable JFeasaspeivrsssnancusannan s E
LAN Wireless LAN(2.4GHz) Wireless LAN(5GHz) VLAN Tag

P1 P2 P3 P4 P5 P6 SSID1 SSID2 SSID3 SSID4 SSID1 SSID2 SSID3 SSID4  Subnet  Enable  VID Priorityz
VLANO ¥ ¥ @ IANT Y| i@ [10
VLAN1 " IAN2 | i@ (20
VLAN2 v v v v v v v ¢ |LAN3 v ¥ 130 2 ‘.‘.

: (3 |: %
VLAN3 LAN1 v 0 4 3 ... 0 is
VLAN4 LAN1 v 0 5 ‘e
VLAN5 LAN1 v 0 g : lower,
VLANG LAN1 v 0 0 7is
VLAN7 LAN1 v 0 0v|i
higher

| ¥/ Permit untagged device in P1 to access router l
. Tag then the corresponding VID will be applied to wired LAN

tr'affic.
2. Wireless LAN traffic is always untagged, but will still be a member of the VLAN group selected.
3. Each VID must be unique.

oK | Clear Cancel |

Assign a VLAN ID (VID) for each VLAN. Enable 802.1q tagged VLANSs by selecting “Enable” for each
VLAN.

VLAN and its Applications V1.2 Page 15
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The Priority option setting is to configure 802.1p for each VLAN if required. Values are from 0 to 7
with 0 being lowest up to 7 being the highest.

It is recommended to enable the option “Permit untagged device in P1 to access router” to allow a
PC to be connected to the router directly for management or diagnostic purposes.

Step 3: Configure LAN Subnets

Click on Details Page button to configure IP subnet details

LAN >> General Setup

General Setup

Index Status
LAN 1 v
LAN 2
LAN 3
LAN 4 [
IP Routed Subnet O

DHCP

B E &

IP Address

192.168.1.1

192.168.3.1
192.168.5.1
192.168.7.1

192.168.2.1

]

LAN >> General Setup

LAN 1 Ethemet TCP / IP and DHCP Setup

Network Configuration
For NAT Usage

1P Address 192.168.1.1
Subnet Mask 2552552550
RIP Protocol Control Disakle

DHCP Server Configuration
@ Enable Server O Disable Server

192.168.1.10 ‘,

Relay Agent: OEnable  Disable
Start IP Addrass

IP Pool Counts 150 J
Gateway IP Address il%.ib&l.l

DHCP Server IP Address ‘

for Relay Agent

DNS Server IP Address
[J Force DNS manual setting
Primary IP Address ‘

Secondary IP Address [

Step 4: Enable Inter-LAN Routing if required.

Select the intersection of the two LANs that need to be routed in the matrix. In the example below
we enable routing between LAN 2 and LAN 3.

Inter-LAN Routing

Subnet
LAN 1
LAN 2
Lans
LAN 4

o000

LAN 1

LAN 2 LAN 3
(] O

LAN 4

VLAN and its Applications V1.2
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2.2.2 Linux Router (Vigor3900 & Vigor2960)
The configuration page below shows the VLAN configuration page from a DrayTek Linux based
router (Vigor3900).

Create VLANS in “LAN>>Switch>>802.1q VLAN” menu. For each VLAN select a member LAN port and
leave “Untag” field blank.

DrayTek avrrsatr yre

LAN >> Switch >> 802.1Q VLAN
Auto Logout: [sozravin || e
Quick Start Wizard — 1
E €3 2dd YK Edit [[] Delete & Refresh

VLAN ID Member Untag
10 LAN_Port_1,LAN_Pert_2,LAN_SFP LAN_Pert_1,LAN_SFF

General Setup 100 LAM_Port_2 LAN_Port_2

PPPOE Server

123 LAM_Port_2
20 LAM_Port_2

Switch

L N

Bind IP to MAC 30 LAM_Port_2

LAN DNS B802.1Q VLAN = || X

Routing

— VLANID : 30 Setting for port 2
Member : |LAN_Port_2 v tagged VLAN 30

Firewall
Objects Setting untag: | Iv]
User Management

Applications E Apply @ Cancel

VPN and Remote Access

The Priority option (802.1p) can be assigned for each VLAN if required. This setting is in
“LAN>>General Setup” configuration menu for each VLAN. Values are from 0 to 7 with 0 being
lowest up to 7 being the highest.

DrayTek _gavrrssil  yre

General Setup

Auto Logout :

Profile (max length:7) : office

Quick Start
Enable

Online 5ta

Description : Office Metwork (Opticnal)

VLAN ID : 100

Priority(802.1p) :

=]
£

Default MAC Address :

MAC Address :
IPv4 Protocol :
Mode :

If choose ROUT

IP Address :

Pil = @ A =

Subnet Mask : 55.255.255.024 | v

Connection Detection Mode : |None |v |

DHCP Server : (@ Enable | ) Disable

VLAN and its Applications V1.2 Page 17



i-LAN Technology Pty Ltd

2.3 Configuring 802.1q Trunk Port

2.3.1 DrayOS Routers

When connecting the router to a switch we should configure one LAN port on the router as a trunk
port to carry traffic for all the VLANSs to the switch. In the example shown below, we configure port
1 as trunk port by selecting all the tagged VLANSs so they will be part of the VLAN trunk connected to

the switch.

It is also advisable to select “Permit untagged device in P1 to access router” option. This allows you
to connect a computer directly to router port P1 for diagnostic purposes. Usually the computer

cannot send tagged packets to the router hence the router will be inaccessible.

LAN >> VLAN Configuration

VLAN Configuration

¥ Enable
LAN Wireless LAN(2.4GHz)

VLAND ¥ &

VLANY ¥ Errr

VI_Ar:g 4 g. v 4 v v
VLANS. b bid

VLAN4

VLANS

VLANS

VLAN?

Wireless LAN(SGHz)

»-P1..P2 P3 P4 P5 P6 SSID1 SSID2 SSID3 SSID4 SSID1 SSID2 SSID3 SSID4  Subnet

LAN1 v
LAN2 v
LAN3 v
LAN1T v
LAN1 v
LAN 1
LAN1 v
LAN1T v

-

Enable

v

v

v

VLAN Tag

VID  Priori
10 0v
20 0v
30 0v
0 0v
0 0v
0 0v
0 0v
0 0v

ty

¥/ Permit untagged device in P1 to access router

1. For each VLAN row, if enable is checked for the VLAN Tag then the corresponding VID will be applied to wired LAN

traffic.

2. Wireless LAN traffic is always untagged, but will still be a member of the YLAN group selected.

3. Each VID must be unique.

OK

Clear | Cancel

VLAN and its Applications V1.2
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2.3.2 Linux Based Routers

The screen shot below shows the VLAN configuration page from a DrayTek Linux based router
(Vigor3900). Here we have configured LAN port 2 as an 802.1q trunk port by configuring a number of
tagged VLANSs to use port 2.

DrayTek Vigor3900 Series 152039
LAN >> Switch >> 802.1Q VLAN ‘
Auto Logout: J 802.1Q VLAN ][ Mirror ][ Interface ]
Quick Start Wizard v
Online Status E,Md x B m Dez “ﬁ R e
VLAN ID Member Untag
110 LAN_Port_1,LAN_Port_2,LAN_SFP LAN_Port_1,LAN_SFP

General Setup 2 100 LAN_Port_2 LAN_Port_2

PPPoE Server 3 123 LAN_Port_2

Switch 4 20 LAM_Port_2

Bind IP to MAC 5 3 LAN Port 2 |

LAN DNS \
Routing LAN Port 2
NAT e =7 configured as
Firewall - 802.1Q Trunk Port
Objects Setting VLAN ID : 30
User Management Member -
Applications
VPN and Remote Access Untag l:E
Certificate Management
SSL Proxy B appy @ cancel

We have allowed VLAN 100 to also be untagged for port 2 to allow a computer to be connected
directly to router LAN port 2 for diagnostic purposes.

2.3.3 Demonstration

Configure 802.1q Tagged VLAN in DrayOS Router (Vig

or2860ac)

Configure 802.1q Tagged VLAN in Linux based Router (Vigor3900)
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2.4 Inter LAN Routing
Below are examples of Inter-LAN routing setting through VLAN.

2.4.1 DrayOS Routers
To enable Inter LAN routing go to LAN>> General Setup configuration menu and in the Inter-LAN
Routing section. For our example, look for the intersection of LAN1 and LAN3 and tick the checkbox.

Similarly you can allow communication between different subnets as required.

Dashhoard
Wizards .
Online Status Allow traffic between LAN 1 & LAN3
WAN
LAN
General Setup
Inter-LAN Routing
Subnet LAN 1 LAN 2 LAN 3 LAN 4 LAN 5 LAN 6 DMZ Port
LAN 1 v
LAN 2 (] v
Load-Balance/Route Policy LAN 3 s ™ ¥ o y.
NAT LAN 4 @ O e ¢
LAN S (] (]} (] o v
LAN 6 @ @] (@] @ (] L4
DMZ Port (] (] e (@] (] (@] s

Note: LAN 2/3/4/5/6 are available when VLAN is enabled.
DMZ subnet is default bound to P1, and will overwrite the settings of P1 at LAN>>VLAN page.

2.4.2 Linux Routers

In Linux based routers such as the Vigor2960, Vigor300B and Vigor3900 go to LAN>>General
SETUP>>Inter-LAN Route configuration menu and select the option “Enable Routing Between
Internal LANS” as shown below. This is a global setting, so you do not have the option to select
which LAN subnets to include or exclude from the selection. You will need to use firewall rules if you
need to block traffic between certain IP subnets.

DrayTek v rsctr iy —

LAN == General Setup == Inter-LAN Route

Auto Logout : |EMi T
i " v General Setup | DHCP Relay | Inter-LAN Route | RADVD DHCPVE

Quick Start Wizard
Online Status

Enable Routing Between Internal LANs

General Setup
PPPoE Server

Switch
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2.5 Exercise 1

Configure Multiple SSIDs & Multiple Subnets on DrayTek Vigor Access Points
(Equipment used: Vigor2860Ln router and VigorAP 902 access point)

(YouTube demonstration: https://youtu.be/UCLa73CUpfo)

For this exercise, we will configure multiple IP subnets and VLANSs in the Vigor2860 router and
enable the same VLANS in the VigorAP902 by setting up an 802.1q VLAN trunk between the two
devices.

Each SSID in the VigorAP902 will be on a different VLAN as shown in the diagram below.

User A
IP-192.168.1.10

User B (6(

IP -192.168.2.10
« .
: I Internet

¢ 3
User C G )

IP-192.168.3.10 Access Vigor 2860

Q Point 902
L LAN1- 192.168.1.0/24

LANZ- 192.168.2.0/24
LAN3- 192.168.3.0/24
LAN4- 192.168.4.0/24

‘I"“'“

User D
IP -192.168.4.10

To avoid interference between each access point we will need to select a unique channel for each
access point. We also need unique SSID names as indicated below to avoid confusion.

For example use LAN-10 -11-12-13 and other participant Use LAN 100 — 110- 120 -130 so that
there are no two similar SSIDs being broadcasted.

Note: Before starting this exercise, reset the router and access point to factory defaults by pressing
the Factory Reset button for at least 5 seconds

Step 1: Log into the Vigor2860Ln Router and Configure VLANS
Log into the router using the IP address 192.168.1.1. (Username: admin, Password: admin)
Go to LAN >> VLAN Configuration.

Enable the VLAN configuration in this example we configure LAN port P6 as the 802.1q VLAN trunk
port. (Select all the VLANS for this port).
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LAN1 will be the management LAN and will not have VLAN tag enabled for this. This will allow us to
access the router.

Use the settings as shown in the diagram below.
e VLAN 0 will be untagged.

VLANS 1, 2, 3 will have VLAN tags (VID) 100, 200 & 300 respectively (Enter VLAN ID under VLAN Tag
column)

Vigor2860 Series AEMWME®

LAN == VLAN Configuration

VLAN Configuration
¥ Enable
LAN Wireless LAN VLAN Tag
P1 P2 P3 P4 P5 P6 S55ID1 SSID2 SSID3 SSID4  Subnet Enable VID Priority

VLAND ¥ |« ¥ ¥ [ [« v ' v s LAN 1 v 0 0
VLAN1 v LAN 2 ¥ v 100 0~
VLANZ v LAN 3 v 200 or
VLAN3 v LAN 4 v 300 0
VLAN4 LAN 1 ¥ 1y [
VLANS LAN 1 ¥ 0 0
VLANG LAN 1 v 0 0
VLANT LAN 1 ¥ 0 [

¥/ Permit untagged device in P1 to access router

Note:

1. For each VLAN row, selecting Enable VLAN Tag will apply the associated VID to the selected wired
LAM port.

2. Wireless LAN traffic is always untagged, but the SSID is still a member of the selected VLARN
(group).

3. Each VID must be unique.

| OK | | Clear | | Cancel |

Click OK to save the settings. (The router may restart to save the settings)
Step 2: Configure LAN Subnets

Go to LAN >> General Setup configuration menu and configure each LAN as shown in the diagram
below.

The 4 LAN subnets to configure are 192.168.1.0/24, 192.168.2.0/24, 192.168.3.0/24 and
192.168.4.0/24. These are the default IP subnets for each LAN.
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LAN => General Setup

General Setup

Index
LAM 1

LAN 2
LAN 3
LAN 4
LAN 5
LAN 6
DMZ Port

IP Routed Subnet

Status DHCP

W

Ld
Ld
Ld

A

L
Ld
L

4

DHCPvG IP Address
\" 192.168.1.1

4 192.168.2.1
o 192.168.2.1
L

192.168.4.1

4

192.168.5.1
L 192.168.6.1
| 192.168.7.1

192.168.0.1

| Details Page | | IPvE |
| Details Page | | IPv6 |
| Details Page | | IPv6 |
| Details Page | | IPv6 |
| Details Page | | IPv6 |
| Details Page | | IPv6 |
| Details Page | | IPvE |

Details Page

To configure LAN 1 as 192.168.1.0/24 subnet, enter the IP address, subnet mask and DHCP settings

as shown below:

LAN >= General Setup

DNS Server IP Address
Primary IP Address
Secondary IP Address

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPv6 Setup
MNetwork Configuration DHCP Server Configuration
For MAT Usage * Enable Server . Disable Server

IF Address 192.168.1.1 Enable Relay Agent

Subnet Mask 255.255.255.0 Start IP Address 192168.1.10
i IP Pool Counts 200
RIP Protocol Control Disable ¥ Gateway IP Address 192 168.1 1

Lease Time BSR40 7s)

¢ Retrieve IPs from inactive clients periodically

0K

Similarly configure LAN 2, LAN 3 & LAN 4 as 192.168.2.0/24, 192.168.3.0/24 and 192.168.4.0/24

respectively.

Step 3: Log into the VigorAP 902 and Configure VLANS

Note: The default IP address for LAN A in the VigorAP902 is 192.168.1.2

Configure your PC with a static IP address 192.168.1.10 and connect the PC to LAN A port of the

VigorAP 902.

Log into the VigorAP 902 using the IP address 192.168.1.2. (Username: admin, Password: admin)
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Step 3.1: Configure the VigorAP 902

1). Go to LAN >> General Setup and Disable DHCP Client.

LAN >> General Setup

Ethernet TCP / IP and DHCP Setup

LAN-A IP Network Configuration
— Enmable DHCP Client
e .

| ir>
Subnet Mask |<MAsSK>

Default Gateway

Enable Management VLAN
VLAN ID [0

DHCP Server Configuration
' Enable Server '® Disable Server
- Relay Agent
Start IP Address
End IP Address
Subnet Mask
Default Gateway
Lease Time l86400

DHCP Server IP
Address for Relay Agent *

Primary DNS Server
Secondary DNS Server

Go to Wireless LAN (2.4GHz) >> General Setup. Enable Wireless LAN and Configure 4 LANS with the

corresponding VLAN ID configured in the router.

DrayTek aviresy 27y,

Wireless LAN (2.4GHz) >» General Setup

Quick Start Wizard
Online Status

Operation Mode
LAN

General Setting ( IEEE 802.11)

¥l Enable wireless LAN

Central AP Management
Wireless LAN (2.4GHz)

[ Enable Limit Client (2-64) (default: 64)

[Z) Enable Limit Cliant per SSID (3-64 default: 64)

General Setup

Mode : |Mixed(11b+1]g+11n) v \
Channel : |2462MHZ {Channel 11) v \
Extension Channel : |2442MHZ {Channel 7) v ‘

[ Enable 2 Subnet (Simulate 2 APs)

Hide Isolate | VLAN ID
Enable SSID SSID Subnet Memberfj0:Untagged)

1 O [an-o | [va~] © b
Wireless LAN (5GHz) 2 @ O [Nt | [Lwa~] @
RADIUS Setting — - -
Applications 3 @ O w2 | [Lna~] O
Mobile Dev!'ce Management 4 rd (] ||_AN-3 | | LAN-A ¥ | (] 300
System Maintenance
Diagnostics N .

9 Hide SSID: Prevent SSID from being scanned.

Isolate Member:  \Wireless clients (stations) with the same SSID cannot access for each

other.

FAQ/Application Note
Product Registration
All Rights Reserved.

Note: Change the SSID name and channel setting to avoid interference with other access points.

For example use LAN-10-11-12-13 and other participant Use LAN 100 — 110- 120 -130 so that
there are no two similar SSID being broadcasted.

Go to Wireless LAN (2.4GHz) >> Security to set up authentication for each SSID
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SSID 1 SSID 2 SSID 3 SSID 4

SSID LAN_O

Mode | Mixed(WPA+WPA2)/PSK

']

Set up RADIUS Server if 802.1x Is enabled.

WPA
WPA Algorithms TKIP AES | ® TKIP/AES
Pass Phrase [oo---noooo--- ]
Key Renewal Interval 3600 @ seconds

e SelectaSSID

e Select an authentication Mode
e Select a WPA Algorithm

e Enter Pass Phrase

e Click OK to save
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Step 3.2: Connect the VigorAP 902 to the Vigor2860 router

Connect router port P6 to VigorAP 902 port LAN A4 as shown in the diagram below:

-
P

T
L
oy
Lty
oo

LN
o

-

T IE

o c

T~ Vi 2 b =

DrapyTek Yerzsn ol :

s 202, 8 g ‘ ol |3 =
ey [ T T T 171
Vigor2860Ln . T

VigorAP 902

Testing

Once this configuration is completed the wireless client for each SSID will obtain an IP address
corresponding to the SSID.

On your laptop or Wi-Fi device connect to each Wi-Fi SSID and in command prompt run the
command ipconfig to check that the PC or Wi-Fi client obtains the correct IP address for each LAN.

For example, for SSID2 which is configured for VLAN 1 and LAN 2 you should have an IP address in
the 192.168.2.0 subnet.

Windows IPF Configuration

SuffFix

s LAN adapter Local Area Connection®

: Media disconnected

Su =
Default G
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2.6 VLAN Configuration on DrayTek Switch
Below is an example of a VLAN configuration on the DrayTek VigorSwitch G2240. The VLAN

capability also applies to the VigorSwitch G1241, VigorSwitch G2260 and VigorSwitch P2261,

each of

these switches support both Port-based and Tag-based VLANs. The menu interface varies for each

model.

1. Select Tagged-based and click Apply to save the settings.

VYigorSwitch G2240
8 VLAN Mode
Esystem
Hport
Cliiia VLAN Mode Tag-based
Tag-based
Vian Moge
ag-baged Group

2. To add a new VLAN in the switch, Click on “Add new VLAN” button.

“Tag-Basod VLAN Memberships Configuration <€) 02> lk

IGMP-A' IGMP Aware  P-VLAN: Private VLAN  GVRP-P. GVRP Propagation
VLAN Name Port Members

Default

1 1
T—sigavle | Disavle | Disabie | ' | 2|34 [5]%|7|® ‘ 17[18[19|2 2‘22 3
Add new VLAN Delete

Del VID IGMP-A P-VLAN GVRP-P 1 2 3 4 S 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 7

24

3. Enter the VLAN ID, name and select the member ports then click Apply.

Create VLAN Group

VLAN ID 5

VLAN Name Tag-based

IGMP Aware _|Enable

Private VLAN ' Enable

GVYRP Propagation BT
........... 22030 a0 50 60 7.0 80

Member Port i .M 10.0 11.0 12.0 13.0 14.M 15.¥ 16. ¥
e e

_Apply |
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4. Select one port as the trunk port. This port will need to be set as tagged as well as trunk. The

remaining ports are assigned as access ports. These options may vary depending on the

switch model.

VLAN Aware Ingress Filtering Frame Type PVID

Untag VID Double Tag

2.6.1 Central Switch Management

Central Switch Management (CSM) is a new feature available in DrayTek Vigor routers which

1 A All ||l Access v 0 Disable +~
2 ] All v (11 Access v 0 Disable ~
3 v [ All v |l1 Access v 0 Disable ~
4 v [ All - 1 Access v 0 Disable «
5 v A All |||l Access v 0 Disable ~
6 v ] All v |1 Access v 0 Disable ~
7 v ] All v |1 Access v 0 Disable ~
8 v TA—~—~x || 1 Access v 0 Disable
9 2 ( @ Tagged v) 5 Trunk « 0 Disable «
10 v L AL—~||'s Access v 0 Disable
" v ] All «|||S Access v 0 Disable ~
12 v ] All v [1|S Access v 0 Disable ~
12 =) ) Al - = Arnmmr - n MNis abada -

simplifies the creation of VLAN on both the router and the attached switch from a central console.

925 Series "aT e o

Swich Management >> Profiie
Switch Profile 1 G121 | Geat Sesting from Fxtonat Switch |
Ganeral Lanan Pot Sot 40 Factory Dt
Router VLAN
Tag based ViaN LAN Port WLAN 2 4G SSID WLAN 5G SSID
e
Group Subnet viD Priority ££ 2 3 4 s 1 2 3 1 2 -
vLANG (75 10 ° (=] O B O O O & r 3 o r r &
e
Port Memben
@ 2 3 . s L3 7 8 9 10 11 12 12 14 15 16 17 18 19 20 21 2 n M
@ & @ ® & @ ® & ® & @ ® & ® e e @ @ ®@ & @
Remove Tag a " .
(PvID) ¥ 2 =] z £ £l el 2 = 25 £ 2 Z 2 7] 2 £ Z i el [F] “ Z z
T“'} s

Note:The router configuration will be updated when gatting profile sottngs from external switch

The CSM features include Auto Change to Trunk port when multiple VLANSs are selected and

selecting the PVID from the drop-down menu.

External Switch VLAN

Remove Tag
(PVID)

VLANO [ 0|
VLANL [20 | v
VLAN2 [ 30 |
VLAN3 [40 |
VLAN4 [50 | v

1:::20)
2:30
3:40
4:50

<
<]

<
(<
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2.7 Exercises

2.7.1 Exercise 2
Creating 802.1q VLANs between DrayTek Router and VigorSwitch

In this exercise, we will create an 802.1q Trunk between a Vigor2860 and DrayTek VigorSwitch
P2261 using the following network topology.

We will build upon the router configuration used in exercise 1.

Vigor 2860

VLAN 0:192.168.1.1
VLAN1 :192.168.2.1
VLAN 2 :192.168.3.1
VLAN 3: 192.168.4.1

Port 1

VigorSwitch P2261

g &

IP: 192.168.2.X/24 IP: 192.168.3.X/24
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Part A: Configure VLANS on Vigor2860Ln Router

Step 1: Enable VLAN

On the DrayTek Router, go to LAN >> VLAN configuration menu.
Add the VLANS to port P5. This will be the 892.1q VLAN Trunk port for the VigorSwitch

Router port P5 will be the Trunk port connecting to the VigorSwitch so we enable VLAN tagging for
the associated VLAN ID for each VLAN.

VLAN Ports/SSID Subnet VLAN ID (VID) Tagging
VLANO P1-P6/SSID1-4 LAN 1 0 No
VLAN1 P5 LAN 2 100 Enabled
VLAN2 P5 LAN 3 200 Enabled
VLAN3 P5 LAN 4 300 Enabled
Select the VLANS for Port P5 as shown in the diagram below:
LAN == VLAN Configuration
VLAN Configuration
¥ Enable
LAN Wireless LAN VLAN Tag
P1 P2 P3 P4|P5 |P6 SSID1 SSID2 SSID3 SSID4  Subnet Enable  VID  Priority
VLANO # [« [» [« o o < o " LAN{ » ] o
VLAN1 | |l LAN 2 ¥ ' 100 o
VLANZ | |l LAN3 v 200 0v
VLAN3 | LAN 4 ¥ 300 0v
VLAN4 LAN 1 ¥ 0 o
VLANS LAN 1 ¥ 0 o
VLANG LAN 1 ¥ 0 o
VLANT LAN 1 ¥ 0 o
¥/ Permit untagged device in P1 to access router
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It is recommended to enable the option “Permit untagged device in P1 to access router” to allow a
PC to be connected to the router directly for management or diagnostic purposes.

VLAN7 LAN 1 v 0 0v|:

I ¥ Permit untagged device in P1 to access routerI
1. For each VLAN row, if enable is checked for the VLAN Tag then the corresponding VID will be applied to wired LAN
traffic.
2. Wireless LAN traffic is always untagged, but will still be a member of the VLAN group selected.
3. Each VID must be unique.

Step 2: Enable Routing between LANS
In the LAN >> VLAN configuration menu enable inter —lan routing between each of the LANS.

Then Go back to LAN>>VLAN Configuration and check the boxes as shown below to route between
LAN1, LAN2, LAN 3 and LAN 4.

Force router to use "DNS server IP address" settings specified in | LANT v
Inter-LAN Routing

Subnet LANMN 1 LAN 2 LAN 3 LAN 4 LAN 5 LAN 6 DMZ Port
LAN 1 L
LAN 2 I
LAN 3 Ld I v
LAN 4 Ld L4 rd
LANM S I v
LAN &

DMZ Port 4

Click OK to save the settings.

Step 3: Connect router port P5 to VigorSwitch Port 1 as shown in the diagram below

RrayTek vgrsn

Wireless LAN
ONOFFWPS. 1

O 00
ACT WANI QoS
o 0 0
@ uss osL wer |
Factory K3 & )
uss 2 3 ‘. .

) O
Reset  WLAN VPN Dos
VOSLADSL WANZ(Giga)  GigalAN® 1

Vigor2860Ln ROLES

VigorSwitch P2261
413 Mgt o o

L2

VigorSwitch P2261
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Part B: Configure the VigorSwitch P2261

Step 1: Log into the DrayTek VigorSwitch P2261
The default IP address for the VigorSwitch is 192.168.1.226

The VigorSwitch also has DHCP client enabled so if the switch is connected to the router, it will be
assigned an IP address from the router. To find the DHCP assigned IP address, go to the router
Diagnostics >> View ARP Cache Table menu. In the table, you will see the IP address for the switch.

Use this IP address to connect to the VigorSwitch.( If it does not appear switch the device off/on)

Diagnostics >> View ARP Cache Table

LAN WAN
Show: ALL LANs v | and ALL VLANs v
Ethernet ARP Cache Table Clear Refresh
IP Address MAC Address HOST ID Interface VLAN Port

20-24-1D-CO-BE6-F7 RoyPanetta-PC LANI === Pl
| 192.168.1.11 00-50-7F-F1-27-65 p2261 LANL --- P1

Tologinuse username: admin
Password: admin

Dray ok LTI

Username  jadmin
Password |e--

Legin || Cancel

DrayTek

Note:
The switch management VLAN is 1 by
default.

VigorSwitch P2261

Auto-Logout|10Min v " .
g IP Configuration

Overview #
Configured Current
q DHCP Client v’ Renew
. » System Informati | Renew |
This can be changed to another VLAN and omation IP Address | 182.166.1.225 162.168.1.11
H H H Device Mame IP Mask 255.255.255.0 255255 256.0
IP address in IP>>IPV4>> IP Configuration CPU Load P Gatewsy | 0000 tas1em 11
menu. NTP & Time Configuration VLAN ID 1 1
:'I"I‘fm""‘ DNS Server | 0000 192.168.1.1
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Step 2: Add VLANS to VigorSwitch P2261
Go to Configuration>>VLAN>>VLAN Membership configuration menu.

Click on Add New VLAN button.

DrayTek

Slrryrrrrivyrrryry

VigorSwitch P2261

Auto-Logout | 10Min *

VLAN Membership Configuration Refresh

overview [#

System Start from VLAN [1 with 20 entries per page | I<< || >»

" Port Members

:::::::;"’T"‘“ Delete | VLANID | VLAN Name 1123 4]6]6|7 89101 12]13] 14 15| 16| 17] 1819|2021 22] 23| 24| 25] 26
» 1GMP Snooping 1 e ajfeafeal=a} ealf=al a]~a} foa] fea} Fealf=ai~a) f=a] =2} fea] feal a]al~al-a)i-al ) -a}fea]feal =
» MLD Snooping Add New VLAN I

» MVR

» LLDP Apply || Cancel

» PoE

» Filtering Data Base

¥ VLAN

Ports
Switch Status
Port Status

Add VLAN 100, VLAN 200 and VLAN 300 and select port members for these VLANS. Here we have
selected ports 1 — 8 to have VLAN 100, ports 9 — 16 to have VLAN 200 and ports 17 - 24 to have VLAN
300

Switch port 1 will be our Trunk port so we assign all the VLANS to this port.
VLAN 1 is our management VLAN for the switch so we assign it to port 1

Click Apply to save the settings.

DrayTek
VigorSwitch P2261
Auto-Logout [108in ¥ VLAN Membership Configuration | Refi
iew—@ Start fr VLAN ith it
Sysism art from 1 with |20 entries perpage. | |<< || »>>
Port Members
» Aggregation ‘Delete | VLAN ID VLAN Name 123456789 10 1[12]1314[15] 1617 1819202122 |23 | 24|25 26
> Spanning Tree 1|h voOooo|jojoo|ooolooo|oalo|ojloo|ola|o|ac|a|a
:LfL“;‘)PSS"mF‘"g 100 | [100 Y EY B EEEd00donooooooooooooooo
vttt 200 | 200 0|00 oc|ooosy= ey« @aa@oooooooooo
»LLDP 300 | [300 A0o0oooooodooodood# 9 @ @ed@e«gnn
» PoE
VLAN
AJ L — Apply || Cancel
Ports.
Switch Status

Step 3: Configure VLAN Ports
Go to Configuration>>VLAN>>Ports configuration menu.
Port Type Setting

e Port 1is our Trunk port so we select port type to be “C-port” (The Unaware setting will also
work but C-Port is recommended. See box below for explanation).
e Other ports can be left as Unaware
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Frame Type Setting

e Set Frame Type for all portl to “All”
e Set Frame type for all other ports to Untagged

Egress Rule Setting

e For Port 1 set Egress Rule to Hybrid
e For Other ports set Egress Rule to Access

Assign a PVID to each switch port — Leave Port 1 PVID 1 — Loss of connection if changed

e Ports2-8 PVID 100
e Ports9-16 PVID 200
e Ports17-24 PVID 300

Click Apply to save settings.

Ethertype for Custom S-ports 0xz100 (Normally Ethe
VLAN Port Configuration
(Port | PortType | Ingress Filtering | Frame Type | Egress Rule | PVID |
* # v # * b d
1| C-port v All Hybrid » || |1
2 | [Unaware M All ACCESS ¥ 100
3 | | Unaware v All Access ¥ 100
4 | | Unaware v All Access ¥ 100
5 | | Unaware v All Access ¥ 100
6 | | Unaware v All Access ¥ 100
7 | |Unaware v All Access ¥ 100
8 | |[Unaware v All Access ¥ 100
9 | |Unaware v All Access ¥ 200
10 | |Unaware v All ACcess ¥ 200
11 | | Unaware v All Access ¥ | [ (200
12 | | Unaware v All Access ¥ | | (200
13 | | Unaware v All Access ¥ | [ (200
14 | | Unaware v All Access ¥ | | (200
15 | | Unaware v All Access ¥ | [ (200
16 | | Unaware v All Access ¥ | | (200
17 | |Unaware v All Access ¥ 300
18 | |Unaware v All Access ¥ 300
19 | | Unaware v All ACcess ¥ 300
20 | |Unaware v All ACcess ¥ 300
21 | | Unaware v All Access ¥ | [ (300
22 | | Unaware v All Access ¥ | | (300
23 | | Unaware v All Access ¥ | [ (300
24 | | Unaware v All Access ¥ | | (300
25 | | Unaware v All Access ¥ 1
26 | | Unaware v All Access ¥ 1
Apply | Cancel
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Egress Rule

Determines what device the port connects to. If the port connects to VLAN-unaware devices, such as
terminal/work station, Access link should be used. If the port connects to VLAN-aware devices, for
example, switch connect to switch, Trunk link should be used. Hybrid link is used for more flexible
application.

Hybrid Ifthe tag of tagged frame is as the same as PVID, the tag of the frame will be removed.
The frame become an untagged frame and transmitted. Any other tagged frame whose

tag value is different from PVID is transmitted directly.

Trunk All tagged frames with any tag value are transmitted.

Access The tag of any tagged frame will be removed to become an untagged frame. These
untagged frames will be transmitted.

Which VLAN Port Type should | choose?

There are four port types in VigorSwitch: Unaware, C-port, S-port, and S-custom-port, each port type takes
different action to the frames received according to whether the frame is tagged or not and according to the
TPID of the tagged frame. Vigor Router uses tagged frames with TPID 0x8100, below we explains the behavior
of different port types based on TPID 0x8100; for other TPID, please check user guide for more information.

DrayTek

VigorSwitch P2261

Auto-Logout 10Min ¥

Ethe e for Custom S-ports 0xs100 Normally Ethe €
— & rtyp P ( y rtyp
System ~ VLAN Port Configuration
» Aggregation Port} | Port Type | Ingress Filtering | Frame Type | Egress Rule | PVID
» Spanning Tree A E M | ) v ) v
» IGMP Snooping 1] | Unaware v [ AN v Access v | | |1
» MLD Snooping 2 Unaware Al * Access v | | [1
» MVR C-port | { ‘
» LLDP 3 S-pon.' | All v Access ¥ | 1
> PoE 4| Scustom-port | (Al v Access v | |1
» Filtering Data Base 5| Unaware v | All v Access ¥ || |1
Y VLAN 6 | | Unaware v | Al v Access ¥ || |1
VLAN Membership {
L — Gl ovete La___v]) - [Acoose *J)lt
Switch Status 8 | | Unaware v | [Al v Access v || |1
Port Status 9l lUnaware v | T vil TAccess vl
Unaware

No matter the received frame is tagged or untagged, Unaware ports add a tag (based on PVID) to the frame
and then forward it.

Tﬂg
Packet VID=PVID Packet
o | e | >
Tag Tag Tag
VID=8 Packet VID=PVID | VID=8 Packet
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C-port
If the received frame is untagged, C-ports add a tag (based on PVID) to the frame and then forward it; If the
frame is already tagged, it will be forwarded without adding a tag.

Tag Packet
Packet vID=pvID| o€
| ™ | C—=>
Tag Tag
VID=8 Packet VID=8 Packet
S-port

S-ports only accept untagged frames. If the received frame is untagged, S-ports add a tag (based on PVID) to
the frame and then forward it; If the frame is already tagged, it will be discarded.

Tag
Packet viD=pvip| Packet

> s | =D

" Discardedckel
VID=8 Packet

Custom-port
When Ethertype is set to 0x8100, S-custom ports do the same as C-ports: If the received frame is untagged, S-

custom ports add a tag (based on PVID) to the frame and then forward it; If the frame is already tagged, it will
be forwarded without adding a tag.

Tag Packet
Packet viD=pviD| %€
S-custom-
Tag Tag
VID=8 Packet VID=8 Packet

In summary, for the port that are connecting to a Vigor Router that has VLAN settings, it should be set to C-

port.
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Step 4: Testing

Connect Router port P5 to VigorSwitch port 1 and check that VLANS work.

zd I Vigor2860
- RrayTelk vaszsn
S A e | |
e [T T TTT
Factory
- AAS YL o uss VOSLIADSL WAN2(Giga) GigalAN» 1 2 3 < . :
. Port P5
Vigor2860Ln

VigorSwitch P2261

VigorSwitch P2261

Testing VLANS

The computer connected to Ports 2-8 of Switch will be assigned to VLAN 200 and will get an IP
address 192.168.2.X. ( note — remove the static IP address of the computer )

thernet adapter Local Area Connection:

Connection—specific DMS Suffix
Dezcrdiption . - - . . . . . . . Broadcom HetHtreme Gigabit Ethernet
Physical Address. . . . . . a—16—-17-2B-EA—99
Dhep Enabled. . - . . . . . Yes
Autoconf iguration Enabhled . Yes
IP Address. . . . . . . . . 172.168.2.18
Subnet Mask . . . 255255 . 255,08
Default Gateway . 192 .168._2.1
DHCP Server . . . 192 .168.2.1
DHE Servers . . . 192 .168._2.1
g.8.4.4
Leaze Obtained. . Thursday,. 280 August 2015% 2:11:35 PM
Lease Expires . . Sunday. 23 August 26015 2:11:35 PH

The computer connected to Ports 9 - 17 of Switch will be assigned to VLAN 200 and will get an IP
address 192.168.3.X

Connection—specific DNS Suffix

Description . . . . . . . . . : Broadcom Hetitreme Gigabit Ethernet
Phyzical Address. . . . . : A-16—17-9B-En—99

Dhcp Enabled. . . . . . . : Yes

Autoconfiguration Enahled : Yes

IF Address. . . . - e . : 192.168.3.16

Subnet Maszk . . = 255255 255.8

Default Gateway D 192.168.3 .1

DHCPF Server . . : 192.168.3.1

DHS Servers . . s 192.168.3.1

g.8.4_4
Leaze Obhtained. : Thursday, 20 August 2015 2:13:56 PH
Lease Expires . : Sundav,. 23 August 2015 2:13:56 PH
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The computer connected to Ports 18 - 24 of Switch will be assigned to VLAN 300 and will get an IP
address 192.168.4.X

Ethernet adapter Ethernet 2:

Test connectivity across all VLANS by pinging a device on another LAN (e.g. Access point or router)
with PC connected to each VLAN on the switch.

Try to ping the router LAN

192.168.1.1
192.168.2.1
192.168.3.1
192.168.4.1

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix :

IP. Addyesss ' i Do od & d E e : 122.168.3.18
Subnet Mask . . . . . . . . . : 255.255.255.8
Default Gateway . . . . . . . . : 192.168.3.1

:“Documents and Settings“Administrator’ping 1% 168.1.1%

inging 192.168.1.12 with 32 bytes of data:

192.168.1.12: bytes=32 time=64ms TTL=63
192.168.1.12: bytes=32 time=%1ms TTL=63
192.168.1.12: bytes=32 time=143ms TTL=63
192.168.1.12: bytes=32 time=2Yms TTL=63
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2.7.2 Exercise 3

Creating 802.1q VLANs between DrayTek Router and VigorSwitch using
Central Switch Management

In this exercise, we will set up an 802.1q VLAN between a DrayTek Vigor2925 router and a DrayTek
VigorSwitch P2261 using the central switch Management feature in the router.

Before starting this exercise, please reset the router and VigorSwitch to factory default settings. This
can be done by pressing the Factory Reset button on both the router and switch for at least 5
seconds.

Connect your PC to router port P1 and connect router port P5 to switch port 1as shown in the
diagram below. This will be the 802.1q VLAN trunk connection between the router and the switch.
Ensure all devices are powered on.

192.168.1.1

P resns Tol, Vigor2925
oray 1ex

Duok-WAN Security Route
i
Sl—

—
2| manmn |

192.168.1.226

Vigowich 2261 m .

Step 1: Log into the Router and Configure VLANS
Log into the router using the IP address 192.168.1.1.
Go to LAN >> VLAN Configuration.

Enable the VLAN configuration in this example we configure LAN port P5 as the 802.1q VLAN trunk
port. LAN1 will be the management LAN and will not have VLAN tag enabled for this. This will allow
us to access both the router and switch since they will be on LAN 1.

Use the settings shown in the diagram below.

e VLAN 0 will be untagged.
e VLANS 2, 3, 4 and 5 will have VLAN tags 100, 200, 300, 400 respectively.
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DrayTek &7 . e
rayTe Vigor2925 series AFENMB B
m LAN == VLAN Configuration
Dashboard VLAN Configuration
Wizards )
Online Status ¥ Enable
LAN VLAN Tag
WAN
LAN P1 P2 P3 P4 P5 Subnet Enable vID Priority
VLANO @ O 0 [ W @ o]
VLAN VIANt @ O O @ o
VLANZ [ O & [ W v 200
VLAN3 [ O O & @ ’
Load-Balance/Route Policy VLANE [ [ [ [ W 7
NAT . . _ - _ -
Hardware Acceleration VLaNs O O O OO 0] D
Firewall NG O O O O O = O
User Management
Objects Setting VLANT O O O oo LAN{ v O
P o]
Bandwidth Management
Applications ¥ permit untagged device in P1 to access router
VPN and Remote Access !
Certificate Management Note:
SSL VPN 1. For each VLAN row, selecting Enable VLAN Tag will apply the associated VID to the selected wired
USB Application LAN port,
System Maintenance 2. Each VID must be unique.
Diagnostics
| OK | | Clear | | Cancel |

Click OK to save the settings. (The router may restart to save the settings)
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Step 2: Enable Routing between Subnets

e Go to LAN>>General Setup configuration menu.

e In Inter-LAN Routing section, enable inter-LAN routing by selecting the intersection of each
LAN as shown in the diagram below.

e C(Click OK to save the settings

r2925 series A NHE >

LAN == General Setup
General Setup
Index Status DHCP IP Address
LAN 1 v v 192.168.1.1 IPvE
LAN 2 v v 192.168.2.1 IPv6
LAN 3 v v 102.168.3.1
LAN 4 v 7] 192.168.4.1 IPv6
LAN 5 v v 192.168.5.1
DMZ Port o v 192.168.6.1
1P Routed Subnet &) ’ 192.168.0.1
ou can configure DHCP server options here.
|/ Force router to use "DNS server IP address" settings specified in | LANT v
Inter-LAN Routing
Subnet LAN 1 LANM 2 LAN 3 LAN 4 LAN 5 DMZ Port
LAMN 1 Ld
LAMN 2 |
LAN 3 7] ¥ 7
LAN 4 w#] o] ]
LAM 5 [# [+ |+ v o
DMZ Port (] J (] (] O "l
Note:
LAM 2/3/4 are available when VLAN is enabled.
DMZ subnet is default bound to P1, and will overwrite the settings of P1 at LAN=>=VLAN page.
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Step 3: Enable External Device Discovery

3.1 Go to Central Management >> External Device configuration menu.

Enable “External Device Auto Discovery” so the router will discover attached devices
and register them to the Central Management feature and click OK. (Discovery will take

a few seconds. Click on Refresh to update the list)

Central Management >> External Device

v .
External Device Syslog enable External Device Auto Discovery

¢ External Device Auto Discovery 4

ernal Devices Connecte | Refresh |

Below shows available devices that connected externally:
OnlLine G2260, G2260 Contact : , Connection Uptime:00:58:52

IP Address:192.168.1.226 | Account || Clear
OnLine VigorAP902, VigorAP902, Connection Uptime:00:16:00
IP Address:192.168.1.10 | Account || Clear

For security reason:

retype new username and password. Otherwise, the router will be unable to monitor the External

=l

If you have changed the administrator password on External Device, please click the Account button to

Device device properly. Click the Clear button to Clear the off-line information and account information.

3.2 Go to Central Management >> Switch>>Status configuration menu

Add click “Add New”

Central Management >> Switch >> Status

Switch Status Switch Hierarchy | Refresh|

View Group: |All v

Status

Group  Switch Name IP Address  Model System Up Time Port in Use  Clients Firmware Version

New Switch List

Index Switch Name IP Address MAC Address Model Firmware Version Add Device
1 G2261 192.168.1.226 00:50:7F:F1:08:AE | G2261 v3.35 | Add New |
Note:
Supported VigorSwitch model and firmware version P2261 V3.11, G2260 V3.11.
Tick add new device
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Step 4: Configuring Switch Port VLANS

Click “Switch Name” to access the profile of the attached VigorSwitch.

Central Management => Switch => Status

Switch Status Switch Hierarchy Refresh|

View Group: |All v
Status

Group  Switch Name IP Address  Model System Up Time Portin Use Clients Firmware Version
Default P2261 192.168.1.11 | p2261 0:00:00 0/26 0 v3.35

\—- Click on the Switch Name

Note: Supported VigorSwitch model and firmware version P2261 V3.11, G2260 V¥3.11, 1241 2.1.0.BetaZz,
P1100 2.1.0RC3a.

You should now see the Central Management >> Switch >> Profile menu page appear as shown
below.

Central Management == Switch == Profile

Switch Profile 1 | Get Setting from Extenal Switch |
General VLAN Port | Setto Factory Default |
Switch Name P2261
Commeant
Copy configuration from: Mone ¥

Login Password

IP Address DHCP  192.168.1.11

MNote:The router configuration will be updated when getting profile settings from external switch

| OK | | Cancel | |SendtoDevice|

Start configuration of the switch VLANS by clicking on the VLAN tab.
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Now assign ports with its respective VLAN by selecting the intersection of the LAN port and VLAN ID

as shown below:

Switch port VLAN assignments
VLAN 0:

VLAN 1: Ports 5 -10
VLAN 2: Ports 11-16
VLAN 3: Ports 17 — 22
VLAN 4: Ports 23 -26

Ports 1 —4 (Port 1 is 802.1q Trunk Port)

Central Management >> Switch >> Profile

Switch Profile 1 P2261

| Get Setting from External Switch

General VLAN Port Set to Factory Default
Router VLAN
Tag based VLAN LAN Port
Group Subnet VID Priority 1 2 B 4 5
VLANQ Lan1 o o [ ] . ] ||
VLANL LANZ2 100 [ - [ ] - - [l
VLAN2Z LANZ 200 o ] ] [ ] ] [ ]
VLAN3 LAN4 300 0 [ | [ | [ | [ ] ]
VLAN4 LANS 400 0 [ ] [ ] [ [ [ ]
External Switch VLAN
Port Members
1 2 3 4 5 5 7 8 9 10 11 12 13 14 15 16 17 18 18 20 21 22 23 24 25 26
® e e ® ®@eeee®s®
Rsr(luvvleD)Tag 0~ e e v v v e e v e e v v v e e v ki ‘ v v v ki F v el
vu.\Nn v v v v
VLANL v v v @ v v
vianz [z00] ~ v el v v v
vians [300] ~ v v v v v e
VLAN4 v v v @ v v v

Mote:The router configuration will be updated when getting profile settings from external switch

|‘OK

| || Cancel |

| Send to Device |

Click OK to save the settings

Click on Send to Device button to send the configuration to the switch.

(Wait for a few seconds for the switch to be configured by the router)
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Step 5: Checking Switch Settings
To log into the switch and check the switch VLAN settings, click on the IP address appearing in the
Central Management >> Switch >> Status router menu as shown below:

Central Management == Switch == Status

Switch Status Switch Hierarchy | Refresh

Wiew Group: | All v
Status

Group  Switch Name IP Address Model System Up Time Port in Use Clients Firmware Version
Default P2261 192.168.1.11 | p2251 0:32:07 1/26 0 v3.35
——

- Click here to access switch

Note: Supported VigorSwitch model and firmware version P2261 V3.11, G2260 ¥3.11, G1241 2.1.0.Betaz,
F1100 2.1.0RC3a.

This should take you to the switch login page.
Login in with  Username: admin
Password: admin

In the switch, go to VLAN Membership Configuration page.
You should see the VLAN settings like in the diagram below. It should match the settings you
enabled in the router in step 4.

DrayTek

VigorSwitch P2261

Auto-Logout | 10Min ¥

VLAN Membership Configuration | Refresh |
m—@ Start from VLAN |1 with |20 entries per page. \\<—</ ?
System

Port Members

» Aggregation Delete | VLAN ID VLAN Name 123 [4[5][6 78910/ 11[12[13]14[ 151617181920 21|22 |23 [24]25]26
» Spanning Tree 1 Hd|d(&{O(0|0|0000000ooooooOoojaggaQa| o
> IGMP Snooping 100 | [100 VOO0V @ @A@Aa@aacdndodoOoDoooDoOoOogogaaoo
"L Snooping 200 | [200 g|ojo|ojojooooo=z e =2z =ocooooocooo
» LLDP 300 | (300 HMOOOgooooogoodooooyyeyddadaO0osmno
» PoE 400 | |400 = o o o o e e o o o e e o o = = =

» Filtering Data Base

¥ VLAN Add New VLAN
I L — | npply || Cancel

Ports
Switch Safu
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Step 6: Checking Switch Hierarchy

To check the Switch Hierarchy, go to Central Management >> Switch >> Status menu and click on
the Switch Hierarchy tab.

You should see a diagram similar to that shown below. It shows that the switch is connected to port
5 on the router and port 1 is the trunk port as well as details of any other devices attached to the
switch.

Central Management => Switch => Status

Switch Status Switch Hierarchy

1=

P1

p2

-

P4

VigorSwitch P2261

PS e —

Testing VLANS

Connect your computer to each switch port and check that you obtain the correct IP address via
DHCP for each VLAN. Test connectivity by pinging the router, another attached device or Internet
host.
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2.8 WAN VLAN Tagging

Some of the NBN service providers use VLAN tagging for WAN connections. Below are the steps to
setup WAN VLAN Tagging in DrayOS routers.

Go to “WAN > > General setup”. The VLAN ID will need to match value specified by the ISP.

Dashboard WAN >> General Setup
Wizards
Online Status
WAN 1
WAN
General Setup Enable: Yes ¥
Display Name:
Physical Mode: ‘VDSLZ
DSL Mode: VDSL2 only v
Physical Type: Auto negotiation ¥
DSL Modem Code: [ Default v
Line Speed(Kbps):
DownLink [o ]
UpLink o ]
VLAN Tag insertion (ADSL): Disable v
Tag value: 0 (0~4095)
Priority: 0 (0~7)
VLAN Tag insertion (VDSL2): | Enable v
Tag value: 1100 [fo~4095)
Priority: [7 0~7)
Active Mode: Always On ¥ Load Balance: ¥

For Linux based routers such as the Vigor2960, Vigor3900 and Vigor300B, the VLAN tag is configured
in WAN>>General Setup>>Global configuration menu as shown below:

DrayTek

I14:15:05

Vigor3900 Series

WAN == General Setup >> General Setup

LI (LETp L n |‘ “ [ eneraisetup | UsBwAN || Bridge VLAN |

Quick Start Wiza General Setup

Online Status | Global | PPTP Statie DHCF PPFoE HCP
WAN
General Set Profile (max length:7) : wans
Inbound Loa Enable
Switch Description : |Internet Connection| | (O pticnal)
SN Port [wans [v]
Routing
Default MAC Address : (» Enable () Disable
NAT
Fi all MAC Address : |C : |
Objects Settin IPv4 Protocol : |None |v |
User Manage IPv4 Mode : |NAT | w | MNAT operaticn to packet is only applied when they ¢ cme from an MAT mode LAN
R IPV6 Protacol - |Link Local [v|
VPN and Rem
Enable Schedule Reconnect : () Enable (e Disable
Certificate Mai
SSL Proxy VLAN Tag : (®) Enable () Disable enable it only when your ISP requires tagged WLAN
Central VPN VLAN ID : 14
Bandwidth Priority(802.1p) : 0 |v |

Diagnostics
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2.9 Virtual WAN

Virtual WANs can be configured in two different ways in DrayTek routers. One is Bridge virtual WAN
to LAN clients and second is for ACS management.

ACS Server

Go to “WAN >> Multi-VLAN >> Channel” configuration menu to configure. In the example below we
have selected WANS.

Multi-VLAN

General
Channel Enable WAN Type VLAN Tag Port-based Bridge
1 Yes Ethernet(WAN1) None
2 Yes Ethernet(WAN2) None
3 No Ethernet(WAN1) None
4 No Ethernet(WAN1) None
[5.] wans No Ethernet(WAN1) None Enable P1[ Ip2[ 1p3[ Ip4l lps
6. WAN6 No Ethernet(WAN1) None Enable | 'P1l P2/ P3| /P4 PS5
1. WAN?7 No Ethernet(WAN1) None Enable P11 /P2 /P3. /P4 _IPS
8. No Ethernet(WAN1) None Enable P1LIP2LIP3LIP4LIPS
9. No Ethernet(WAN1) None Enable P1. /P2 'P3__P4 PS5
10. No Ethernet(WAN1) None Enable P1L /P2 /P3. P4 PS

OK \ Cancel
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2.9.1 Bridge Virtual WAN to LAN clients

For “Bridge Virtual WAN to LAN clients”, select Enable and set WAN Type to Ethernet (WAN1), enter
the VLAN Tag, tick Open Port-based Bridge Connection for this Channel, and select physical port (P5
in this scenario) as Physical Member and ok to save the settings

|WAN >> Multi-VLAN >> Channel 5

Multi-VLAN Channel 5:{@ Enable Disable
WAN Type : Ethemet(WAN‘l)E]

General Settings

VLAN Header
VLAN Tag: 55
Priority: 0 E]

Note: Tag value must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to 0) at a time.

[¥1Open Port.based Bridge Connection for this Channel
Physical Members
[Cp1 Clp2 Clp3z Clps Flps

Note: P1 is reserved for NAT use,and cannot be configured for bridge mode.

[ Open WAN Interface for this Channel

2.9.2 Virtual WAN for ACS Management

If you want to configure “Virtual WAN for ACS management” then tick “Open WAN Interface for this
Channel” option instead of Bridge option which we selected earlier, set WAN Application to
Management, and set WAN Setup to Static or Dynamic IP.

WAN >> Multi-VLAN >> Channel 6

Multi-VLAN Channel 6:]9 Enable Disable | .
WAN Type : Ethemel(WAm)E]

General Settings

VLAN Header
VLAN Tag: 200 b.
Priority: 0 E]

Note: Tag value must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to 0) at a time.

_|Open Port-based Bridge Connection for this Channel
Physical Members
Ce1 Clp2 [lp3 [lps [lps
Note: P1 is reserved for NAT use,and cannot be configured for bridge mode.

[¥]Open WAN Interface for this Channel| C.
WAN Application: ' Management [3

WAN Setup: | Static or Dynamic IP [+]

ISP Access Setup WAN IP Network Settings
ISP Name |© Obtain an IP address automatically| d .
Username Router Name Vigor =
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